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Critical Infrastructure Resilience

Critical infrastructures and entities protection from threats and hazards has become increasingly critical
in modern society, which is more and more dependent on supplied services. The importance of the topic has
been proved by the interest of the European Union in developing a common policy addressing critical entities
protection. This chapter aims to introduce the reader into the resilience of critical entities, which is a key
concept in critical entities protection. The first section depicts the scenario of critical infrastructures/entities,
illustrates the reasons that make them worthy of protection, gives some clues to traditional protection
approaches and related limitations. The second section presents a conceptual model of resilience and its
analysis dimensions, while the third paragraph illustrates the resilience indicators and the related assessment
framework; the final paragraph, preceding the conclusions, consists of a brief excursus on European Union
policies on Critical Infrastructure protection.

Keywords: critical infrastructure, protection, resilience

Acronym

CI  Critical Infrastructures

Introduction

Modern societies heavily depend on the so-called Critical Infrastructures (CI), namely
physical resources, services or structures whose malfunctioning or destruction would
have a serious effect on the availability and deliverability of essential services, whose
interruption would affect strategic fields (economy, health, security, etc.), which, in turn,
would have implications for citizens and societies’ wellness. Energy production plants and
distribution networks, communication systems and networks, security systems, industrial
plants, health care and emergency facilities are some examples of critical infrastructures.
All these infrastructures are exposed to potential threats, whose origin might be either
natural (floods, landslides, earthquakes, etc.) or man-made (terrorist attacks, cyberattacks,
etc.). Threats can interrupt or limit the availability of services or critical infrastructures,
with catastrophic consequences for the delivery of essential services and the well-being
of people and society: for instance, energy systems are at the core of society. They
consist of a system of assets (i.e. production, distribution, storage, etc.) that provide
citizens and enterprises with electricity and thermal energy. When a power outage occurs,
serious disruptions can occur in both homes and businesses. Water shortages, lack of air
conditioning, internet and communication interruptions, electrical failures of medical
equipment and health care facilities are, for instance, interruption of essential services due
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to a power outage. A nationwide power outage, such as the one that occurred in 2013 in
Italy, can even result in massive economic losses and fatal outcomes.

In recent years, the relationship between critical infrastructure protection and the well-
being of citizens has gained considerable importance. As early as 2004, the Council
of Europe commissioned experts to formulate general strategies for critical infrastructure
protection. It also underlined the importance of making critical infrastructures able to tol-
erate and eventually fix the damage produced by their critical service interruption.

Risk management solutions — like proactive data-driven risk prevention employing
historical data, analytics and expert systems able to identify behaviours and patterns that
might result in systems’ damage — were integrated with the possibility to make systems
able to prevent, tolerate, mitigate, absorb, adapt and recover from an accident interrupting
(or being potentially capable of destroying) critical systems’ functioning, which means
driving systems to be resilient.

The classical approach to improve critical infrastructure security against a disruptive
event consists in employing preventive and protective programs focused on minimising
the probability and consequences of possible disruptive events. However, this risk man-
agement strategy has been proved ineffective in protecting systems against rare events
with major consequences, which happened in recent years. We refer to events like, for
example, big electric power outages or blackouts like the one that affected 15 million Euro-
pean people in 2006, the one which lasted for three months in Tanzania in 2009; the severe
floods in the U.K. in 2007 that brought a lack of water and electricity, transport network’s
failure and caused emergency facilities to stop operation; the Tohoku earthquake and
the following tsunami in Japan in 2011, which resulted in a chain of accidents (i.e. water
and power outages, and transport network failure), the hurricane Sandy in the U.S.
in 2012 that had outcomes like losses in terms of electricity and water supplies, the recent
Covid-19 pandemic that had serious consequences, impacts and damage in the health,
social and economic fields all over the world. These kinds of rare events highlighted
it is impossible to anticipate and prevent all kinds of disruptive events (and hazard) and
consequences, at least not in all cases (Guo et al. 2021; MOTTAHEDI et al. 2021).

The previous observations necessarily lead to the conclusion that it is important
to develop an approach to critical infrastructure security based on both risk-manage-
ment and resilience concepts: critical infrastructures designed in this way would be best
equipped to guarantee service continuity even in the case of threats due to rare events
with major consequences, like those listed in the quote above.

Resilience

The concept
The concept of resilience has run in several definitions in the past decades. The first
definition of resilience was built for ecological systems as the persistence of relationships

within a system, namely the ability of resilient systems to absorb internal state changes
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(HoLLING 1973). From this first definition, the concept of resilience was adopted and
re-defined in other fields: in social systems as “the ability of groups or communities
to cope with external stresses and disturbances as a result of social, political and environ-
mental change” (ADGER 2000); in communities as “the capacity of a system, community
or society potentially exposed to hazards to adapt, by resisting or changing, in order
to reach and maintain an acceptable level of functioning and structure” (National Science
and Technology Council 2005); in psychology and health systems as “the process and
outcome of successfully adapting to difficult or challenging life experiences, especially
through mental, emotional and behavioural flexibility and adjustment to external and
internal demands” (VANDENBoOSs 2015).

Despite the difference between these definitions, the concept of resilience in any
discipline can be in general defined as “the ability of a system to anticipate and withstand
external shocks, bounce back to its pre-shock state as quickly as possible and adapt to be
better prepared to future catastrophic events” (PANTELI et al. 2017). In the engineering
domain, the resilience concept is based on the ability of the system to maintain or return
to a dynamically stable state, which allows it to continue operating after a major accident
and/or in the presence of continuous stress (HOLLNAGEL et al. 2006).

Morten Wied and colleagues (2020), in their paper Conceptualizing Resilience in Engi-
neering Systems: An Analysis of the Literature, developed a conceptual framework for
analysing the concept of resilience by looking for answers to the question: “Resilience
of what, to what, and how?” Figure 1 shows their conceptual model.

[ Uncertain conditions (C) ]—I{ System performance (P)

[ Resilient properties (R) ]

Figure 1: A conceptual model for understanding system resilience
Source: WIED et al. 2020

In this model, resilience (R) is the mediator between the effect on uncertain conditions
(C) —the possible threat to the system — and the system performance (P) — let’s say the sys-
tem’s functioning or service output. In this view, “the resilience of a system is determined
by its ability to mediate between performance and uncertain conditions” (WIED et al.
2020). To systematically identify the features of a resilient system, it can be useful
to structure understanding what a resilient system is supposed to preserve (the system
performance [P], answering to the “of what” question) when the so-called critical event
or threat happens (the uncertain condition [C], answering to the “to what” question)
and in which way it can be done (the resilient properties [R], the answer to the “how”
question). Some examples to the previous questions are the following;:
— Resilience “of what™: system function, output, service, requirement, operation,
capacity, ability (function category); system state, state space, equilibrium, situa-
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tion, regime (state category), system structure, components, relationships between
variables, feedbacks, connectedness, persist, sustain (structure category).

— Resilience “to what™: disruption, interruption, disturbance, perturbation, shock,
accident (disruption category); change, shift, alteration, discontinuity (change cat-
egory); event, incident, occurrence (event category); damage, disaster, emergency,
catastrophe, harm, trauma, destruction, misfortune, negative impacts, accidents
(adversity category); hazard, danger, risk, threat (risk category).

— Resilience “how’: recover, return, self-righting, reconstruction, bounce back,
restore, resume, rebuild, re-establish, repair, remedy (recovery category); absorb,
tolerate, resist, sustain, withstand, endure, counteract (absorption category); pre-
vent, avoid, circumvent (prevention category); anticipate, predict, plan, prepare
(anticipation).

In the end, from the engineering point of view, a resilient system is characterised
by the ability to cope with threats and uncertainty in order to continue its operations
and deliver its services.

Among the several models about systems resilience, the multi-phase resilience trap-
ezoid of infrastructure resilience in power systems presented by Mathaios Panteli and
colleagues (2017) can be easily generalised to other infrastructures. It shows the effect
of resilience over time on a system that undergoes a critical event.
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Figure 2: The multi-phase resilience trapezoid
Source: PANTELI et al. 2017

The three-phase model is depicted in Figure 2 and it distinguishes operational and infia-
structure resilience. The first refers to the characteristics that would secure operational

capacity to the system (i.e. online load, online generation capacity and online transmission
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lines in a power system), the latter refers to the capacity of the system to limit the portion
of the system that is damaged, collapsed or, in general, becomes non-functional.

The figure depicts all the phases and transitions between the associated states that
a critical infrastructure may reside in at the happening of a critical event. Looking
at the dynamics of resilience, the three-phase model shows that a full operational
infrastructure can undergo a critical event at time foe. As the disturbance persists,
the system’s resilience percentage drops (toe-tee) (Phase I), characterised by a fast
reduction in the system’s ability to continue operations. This dropping in resilience
percentage and service availability tends to stabilise during the so-called post-disturbance
degraded state (tee-tir) (Phase II), where a limited, if any, operational capacity can be
available. The restorative state (tir-Tir) (Phase 111) follows when resilience and operational
ability increase again until they reach their pre-disturbance levels (after time 7Tir).

Figure 3 illustrates the resilience level as a function of time with respect to a distur-
bance event.
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Figure 3: A conceptual resilience curve associated with an event
Source: PANTELI-MANCARELLA 2015

Comparing the two figures, Table 1 shows some matches:

Table 1: Figures 1 and 2 correspondences

Figure 1 (Phases) Figure 2 (Time Frames)

Phase [ te-tpe
Phase II tpe-tr
Phase II1 tr-tpr

Source: Compiled by the authors
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The figure, as described by Panteli and Mancarella (2015), “demonstrates the key resil-
ience features that a power system must possess for coping effectively with the evolving
conditions associated to an event”.

In the resilient state, the system must be robust and resistant to withstand the event’s
impact. After the shock caused by the event, the system enters in the post-event degraded
state. In this state, the system needs to adapt to and deal with the evolving (and usually
never experienced) conditions in order to minimise the event’s impact on its operations
and resilience. Thus, the resilience’s key features requested at this stage are resource-
fulness, redundancy and adaptive self-organisation. In the next step, the system enters
in the post-restoration state, where its operational state is restored (operational resilience)
but the post-restoration resilience, at infrastructure level, may or may not be at the same
level it was at pre-event time, depending on both the event’s severity and the resilience
feature the system will demonstrate before, during and after the perturbing shock (PANTELI—-
MANCARELLA 2015). The infrastructure recovery phase eventually follows, where the infra-
structure is expected to reach its pre-event infrastructure resilience level.

The dimensions of resilience

Research identified five dimensions featuring the concept of resilience: robustness, rapid-
ity, redundancy, resourcefulness and protectiveness. Robustness is defined as the strength
of the system (or its elements) to withstand external stress or demand without degra-
dation of functioning; rapidity is the speed with which disruption can be overcome
and services restored; redundancy is the extent to which the elements of the system can be
substituted; resourcefulness is the capacity to identify problems, establish priorities, and mobi-
lise resources in the case of crisis; and, finally, protectiveness is the capacity of external works
or equipment to protect the system from threats (BRUNEAU et al. 2003; CURT-TACNET 2018).

Another approach to the definition of resilience dimensions in critical infrastructures
sheds light on the aspect of the management process, the components and involved
domains (CURT-TACNET 2018).

As presented in Figure 4, the first dimension, named management phases, distin-
guishes the phases starting from the perturbative event to the time in which the system
regained its operational capabilities and resilience and it is characterised by the definition
of a specific strategy to manage and/or prevent the critical event. Therefore, the process
can be split in planning/preparation (ex-ante phase), absorption (during the event phase),
and recovery and adaption (ex-post phases). The management components (second
dimension) involve anticipation (i.e. event’s occurrence prediction), monitoring/detection
(identification and interpretation of precursory signs), control (using the defined indicators
to implement actions focused on system’s recovery or adaptation), collection of feedback
from experience (useful for the anticipation, monitoring and detection of future events).
Finally, the field dimension of resilience refers to the different domains impacting resil-
ience: technical, organisational, human and economic. These dimensions, with relative
examples, are depicted in the following figure.
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Figure 4: Different dimensions of resilience — illustration by examples
Source: CURT-TACNET 2018

Resilience indicators and assessment framework of critical infrastructures

In order to define the level of resilience of a critical infrastructure, the system must be
assessed. A resilience assessment framework for critical infrastructures (Guo et al.
2021) is presented in Figure 5. It is based on four dimensions: technical, organisational,
social and economic.

The technical dimension refers to a physical system’s capacity to maintain an accept-
able level of performance when it is affected by a disruptive event. Thus, this dimension
focuses on the vulnerability and recovery of the entire system, its components and
the related interconnections and interaction. In the following, some indicators related
to the technical dimension are listed:

1. robustness: refers to the capacity of the system to withstand shock and critical
events without compromising its performance or functionality

2. maintenance: divided in preventive (to make the system able to withstand a dis-
ruptive event before it happens) and corrective (to repair the component damaged
by the disruptive event) maintenance

3. safety design and construction: refers to those system design characteristics that
are appropriate to ensure a high level of resilience

4. data acquisition and monitoring systems: data acquisition is accomplished
by the data acquisition system in order to collect specific data required by the proper
functioning of a system’s critical part, data is then used by the monitoring equip-

239



Ali Aghazadeh Ardebili — Antonio Ficarella — Antonella Longo — Oronzo Mazzeo

ment to check whether it is in the correct value range, otherwise an alarm will
be triggered

5. redundancy: refers to the availability to alternative resources (backups, replicate or
alternative systems or systems’ parts, etc.) able to substitute the part of the infra-
structure damaged by the disruptive event in order to continue operations

6. recoverability: the capacity of a system or component to restore its original func-
tioning and performance; recoverability is determined by available financial,
material and human resources and by the characteristics of the required recovery
process
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Figure 5: A typical framework for measuring the resilience of critical infrastructures
Source: Guo et al. 2021

The organisational dimension of resilience is related to organisations in charge of respond-
ing to disasters or critical events. For instance, it refers to the capacity of those organisa-
tions to decide and take actions, to prevent (or prepare for) and respond to a disruptive
event involving critical infrastructures. Some indicators of the organisational dimensions
are the following:

1. adaptability: the capacity of the critical infrastructure organisation to dynamically
adapt to undesirable circumstances and/or uncertain environment by undergoing
some change

2. government preparation: refers to a government’s preparedness to anticipate events
that may bring crises and the capacity to act quickly when they occur

3. crisis regulation and legislation: refers to the level of maturity and compliance
with laws and regulations; the level of maturity also takes into account their level
of crisis awareness and recentness
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4. first responder preparation: refers to the level of first responders’ (i.e. firefighters,
military, police and emergency forces) preparation, training, commitment, crisis
and situational awareness

5. change readiness: refers to the capacity of the organisation to change in response
to changes in, and to perturbations of, the environment; the indicator takes into
account characteristics like the ability to predict and identify dangers, problems
and breakdowns, and to develop or adopt alternative strategies according to envi-
ronmental change

6. leadership and culture: measures the capacity of an organisation to promote
a transparent organisational commitment to a resilient culture, vision and values
(i.e. passion for challenges, agility, flexibility, innovation, etc.)

The social dimension of resilience regards social response to disruptive events. In other
words, it refers to a group’s or a community’s ability to cope with external pressures and
disturbances (ADGER 2000) and to the societal capability to reduce the impact of a dis-
rupting event by helping first responders or acting as volunteers (LABAKA et al. 2016).
Societal situation awareness/preparation, namely, the public awareness level of the risks
and vulnerability they may face in an unfavourable situation, is its unique indicator.

The dimension of economic resilience concerns the capacity to minimise direct and
indirect losses consequent to a crisis (Guo et al. 2021). The two indicators are crisis
response budget, namely, the size of the critical infrastructure’s funds destined to absorb
the impact of the disruptive event and repair/replace facilities in order to restore them
into an acceptable state as soon as possible, and public crisis response budget, namely
the size of public funds set aside as a crisis response budget.

Critical infrastructure protection in the European Union

As mentioned in the first paragraph of this chapter, starting from 2004, the importance
of critical infrastructures has come to awareness in the European Union. The first frame-
work for critical infrastructure protection was developed in the years 2004-2006 with
the initial focus on protecting these infrastructures from terrorism (Commission
of the European Communities 2004), then extending its protection target on all pos-
sible threats, with the Furopean Programme on Critical Infrastructure Protection
and the Directive on European Critical Infrastructures (Commission of the European
Communities 2006), including network and information security (NIS Directive) hazards
(EUR-Lex 2016; see also CASTIGLIONI-LAZARI 2022).

The European Programme on Critical Infrastructure Protection and the Directive
on European Critical Infrastructures (Commission of the European Communities
2006; EUR-Lex 2008) created a list of the critical infrastructure classified by sectors
as follows: energy, including electricity (generation and transmission infrastructures),
oil (production, refining, treatment, storage, transmission) and gas (production, refin-
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ing, treatment, storage, transmission), and transport, comprising road, rail, air, inland
waterways transports, ocean and short shipping and ports.

In 2012, the European Commission published the “Seveso Directive” (EUR-Lex 2012)
on the control of major-accident hazards. This directive can be considered a milestone
in the previous European protection policies because it extends their field to health,
safety and environment.

A major step and change of direction in the area of security, resilience and cooperation
took place on 16 December 2020, with the publication of two proposals for new directives
by the Commission. These proposals aimed to promote security and resilience improve-
ment in both the physical and cyber domains and in essential services. In detail, the first
proposal’s aim was to improve the network information systems protection by repealing
the old NIS directive and proposing an updated version (NIS 2.0) (EUR-Lex 2020a).
The second proposal extended the need of protection to a wider class of “objects” called
“critical entities”. A synthesis of the critical entity’s characteristics defined by the Euro-
pean Commission, in their Proposal for a Directive of the European Parliament and
of the Council on the Resilience of Critical Entities (EUR-Lex 2020b), would make
a definition like the following:

A critical entity is a public or private entity which has been identified as such by an EU
Member State taking into account the outcomes of risk assessment and applying the fol-
lowing criteria: a) the entity provides one or more essential services; b) the provision
of that service depends on infrastructures located in the Member State; and c¢) an incident
would have significant disruptive effect on the provision of the service or of other essential
services in the sectors that depend on the service.

The NIS 2.0 and the critical entity resilience directives are expected to be promulgated
in late 2022 — early 2023 (CasTiGLIONI-LAzARI 2022). With the promulgation of those
directives, European Member States can refer to a complete and inclusive framework
useful to face the challenge in the years to come. For an extensive analysis of the nor-
mative evolution towards the regulations of critical entities resilience in the EU, see
Pursiainen and Kytomaa (2023).

Conclusions

The heavy dependence of modern societies, and the wellness of their citizens, on services
(material and immaterial) and goods provided by the so-called critical infrastructures and,
more in general, by critical entities is well acknowledged. Their vulnerability to many
kinds of hazards and threats, whose origin might be either man-made (i.e. terrorist
attacks, cyberattacks) or natural (floods, landslides, earthquakes, etc.) is also so well
acknowledged that, in the past decades, a plethora of risk management techniques have
been employed to preserve the service continuity of critical infrastructures.

Risk management techniques, however, proved to be unable to anticipate rare events
with major consequences (i.e. earthquakes, tsunamis, and, recently, pandemics and wars).
To overcome these limits the concept of resilience — namely the capacity of an entity
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to mediate between performance and uncertain conditions (i.e. critical and disrupting
events, major accidents, or continuous stress) in order to maintain or regain a dynamically
stable state which allows it to continue operations — was explored. A number of models
have been identified to support the management of the resilience in order to protect
critical entities.

It seems that national approaches to critical entity protection are not anymore sufficient
because of the involved entities and the complexity of the threats. Moreover, having
different protection policies and approaches in different European Nations became
cumbersome to manage, especially when considering the interdependences of complex
infrastructures crossing national boundaries. These are some of the considerations that
lead to the need for building a coherent and cooperative approach to the security and
protection of critical entities shared and shareable within the EU member states. This has
driven the European Commission to discuss a critical entity resilience directive, which
is expected to be promulgated in late 2022 — early 2023.
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