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Nowadays, does it still make sense to speak of armies in the traditional sense, intended
as military forces of large numerical entity for land use in large-scale war operations?
Considering the ‘special military operation’ carried out by Russia with the full-scale
invasion of Ukraine on 24 February 2022, the answer would appear to be affirmative.
However, if we consider most conflicts that have erupted or protracted over the past
decade, this conception appears at least anachronistic. Observing the use of the land forces
of the nations fighting in the various contemporary operational theatres, we do not see
divisions, brigades or regiments that manoeuvre facing each other for the conquest and
occupation of a territory or for its defence. If the Kurdish Peshmerga still wear uniforms
and fight in regular units that, despite internal divisions, make them comparable to an
army, the same cannot be said of their direct enemies, the Islamic State of Iraq and Syria
(ISIS) fighters. These, in fact, despite being largely veterans of the Iraqi army after its
disbandment, incorporate foreign fighters from different areas of the world and fight with
a mixture of weapon systems and multiform technical-tactical procedures, according to
the canons of ‘asymmetric warfare’.

Examples worldwide

The concept of ‘asymmetric warfare’ itself, at present, appears outdated. If the
Warsaw Pact and NATO doctrines for conventional warfare belong to prehistory,
‘asymmetric warfare’ can now be considered history. Asymmetrical were the
conflicts of decolonisation in Africa, the Viet Cong campaigns in Indochina,
the actions of Palestinian terrorist organisations against the Israeli security
forces, the attacks of the Taliban and Al Qaeda-affiliated against the coalition
deployed in Afghanistan. To refer to contemporary conflicts, it seems more
appropriate to speak of ‘ambiguous’, ‘non-linear’ and ‘hybrid” warfare, i.c. wars
fought at different levels and prevailing over the ways in which the opposing
forces clash on the ground. The term ‘hybrid warfare’ currently refers with
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immediacy to Russia. This term was coined in 2002 by William J. Nemeth (for
more details see the chapter authored by Eado Hecht in this book) to describe
the Chechen insurgency, which saw the fusion, hence the adjective ‘hybrid’, of
guerrilla techniques with modern military tactics, resorting extensively to the
support of civilian technology from mobile phones to the Internet. The social
paradigm presented by Nemeth, which sees the degeneration of an evolved
society into a ‘hybrid society’ as a premise for the development of ‘hybrid’
conflicts, is interesting. “There is increasingly a body of work that is challenging
the accepted norm of peaceful pre-state societies that turned violent only as
higher and more centralized forms of societal organization became prevalent
[...]. Devolving societies are societies that are returning to more traditional forms
of organization, but are doing so unevenly. That is, these societies are bringing
with them an eclectic mix of modern technology as well as political and religious
theory and institutions as they devolve [...]. These societies, many of which
retain the trappings of the state system, are either a multitude of warring clans
contained within the previous state boundaries, or a mostly homogenous
socio-political unit that is fighting against a perceived oppressor. In either case
these hybrid societies are a mixture of the modern and the traditional. Hybrid
societies in turn have organized hybrid military forces, and it is these forces that
will challenge military and diplomatic planners in the future. Currently a large
body of work exists regarding hybrid military forces under the rubric of Fourth
Generation Warfare, New Warfare, or more conventional terms such as Low
Intensity Conflict and Terrorism. Fourth Generation Warfare coined by Bill Lind
and others in the late 1980’s saw warfare in non-states as developing along
a divergent path when compared to that being developed by Western nations.
The developed world is increasingly moving toward “Advanced Technology”
warfare, which will embed the increasing reliance on high technology seen
Western society in Western military forces. Countering this in non-western
states, and especially hybrid societies, is an increasing shift toward an idea driven
concept of war. This idea driven concept of war [....] envisions a mix of terrorism
and Low Intensity Conflict that is non-national or transnational in nature and
bypasses the western military to directly attack western cultural.”? The illegal
annexation of Crimea to Russian territory and the contribution to instability in
the eastern provinces of Ukraine, notably the Donbas, by the Russian Federation
and its armed forces have provided a significant example of ‘hybrid warfare’,
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both at the tactical and strategic-operational levels, even ahead of the full-scale
invasion in February 2022. Russian actions in Ukraine and Crimea appear clearly
in line with this conception, although many scholars of military history and
doctrine have pointed out that such an operational choice is nothing new for
Russia. An example, albeit a prototypical one, of the adoption of this tactical
conception is represented by Operation Storm 333 conducted in Afghanistan on
27 December 1979 for the capture of President Hafizullah Amin’s residence and
his elimination by KGB special forces, in conjunction with Army and GRU units.
In order to deceive the enemy and take them by surprise, the Soviet soldiers
engaged in this operation did not wear the uniforms and insignia of their own
units, but Afghan uniforms, except for a white armband tied to one arm, to
recognise each other. What we can otherwise call ‘ambiguous warfare’ involves
elements with a very high training and disciplinary profile who, without wearing
a uniform and bearing distinctive symbols, are placed in combat zones in a very
short time and, in collaboration with local supporters, on the sidelines of tradi-
tional operations resort to psychological operations, intimidation and bribery to
undermine the adversary’s resistance. By ‘ambiguous warfare’ one can also
indicate a certain modus operandi in conducting warfare, which was in use in
U.S. governmental circles between the 1960s and 1980s and is still widely
practised today in both the Iraqi and Syrian scenarios. The Phoenix Program
implemented between 1967 and 1975 in Vietnam under CIA supervision is
indicative of such procedures. Through infiltration, capture, terrorism, torture
and assassination, the aim was to identify and ‘neutralise’ the structure of the
National Liberation Front of South Vietnam, the paramilitary organisation
better known as the Viet Cong. Even more significant is the support given to the
paramilitary units of the Contras in Nicaragua in the late 1970s, which today
serve as a model for similar organisations such as the Death Squads active in
Iraq or the Free Syrian Army (FSA) operating in Syria. In general, the definition
prefigures situations in which a belligerent state or non-state entity deploys
military and paramilitary units in a confusing and deceptive manner to achieve
military and political objectives, disguising the direct participation of its armed
forces in operations. Complicating the model is the attempt to describe modes
of operation that fall below the threshold of conventional military conflict. There
are in fact, especially in Russian military philosophy, two sub-categories that
need to be explored in depth. The ‘grey zone warfare’ on the one hand and ‘hybrid
warfare’ on the other. In particular, the latter “is more limited to the battlefield,
whereas Grey Zone Warfare also considers the political sphere and the
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international framework, with all the possibilities for action that these allow [...].
It involves even less military action than hybrid warfare [...]. Its three main
characteristics are ambiguity, a low degree of distinctiveness and the possibility
of denying everything”.? Hence, the topicality of the thought of General Valeriy
Gerasimov, the Russian Chief of Defence Staff, who goes beyond the ‘asymmet-
rical’ model by elaborating a doctrine that envisages attacking the adversary
economically, cognitively and physically by making extensive use of unconven-
tional procedures. In particular, in the perspective of deploying forces capable
of operating on a post-modern battlefield, it is preferable to replace traditional
manoeuvre and logistic support units with small units that are flexible in terms
of deployment, extremely mobile, fast in action and, perhaps, without insignia
and badges that can be traced back to their affiliation and nationality. We speak,
of course, of Special Forces. The reference to the figures of the American and
Soviet ‘military advisers’ active in Latin America, Asia and Africa between the
1960s and 1980s is immediate. If this aspect already constitutes a peculiar
element of the ‘ambiguous warfare’, such a definition becomes more compre-
hensible if one considers the other actors that make up the military structure in
today’s theatres of war, such as Libya, Syria, Iraq, Afghanistan and, extremely
representative, Ukraine, with the events in Crimea and the Donbas region. In fact,
alongside Special Forces from countries other than the areas of operation and
interested in controlling the policies and resources of these areas, there are local
paramilitary groups, mercenaries, groups of civilians loyal to one or the other
party on an ethnic basis and, last but not least, criminal organisations interested
in profiting from the trafficking linked to the conflict. In this already sufficiently
confused picture, one must not overlook the increasingly cogent role of hackers,
the ‘lords of cyberwar’ who, with their skills and increasingly sophisticated tools
at their disposal, represent the vanguard of the ‘infowar’. To them belongs the
domination of ‘white’, ‘grey’ or ‘black’ propaganda, and theirs is the ability to
strike devastatingly at the nerve centres of a state’s economy, society and politics,
by compromising or neutralising computer networks. It will be increasingly
difficult to determine ‘who is who’, and this premise portends a further evolution
of future war into a form of uncontrollable conflict that we would call the “total
chaos warfare”. It is difficult for a culture such as that of the West, which, at least
in theory, is based on principles of transparency and democracy, or which,
a priori, repudiates war of aggression in its constitutional dictates, to conceive
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of such an approach to warfare. Above all, it is difficult to win against adversar-
ies who base their tactics on such doctrinal principles. To understand,
therefore, who engages in this type of operation and for what purpose, we are
helped by the concept of ‘sharp power’, which we can metaphorically refer to as
a sharp knife that pierces, penetrates or perforates the media and political
environment in the targeted countries. “Today’s authoritarian states — notably
including China and Russia — are using “sharp power” to project their influence
internationally, with the objectives of limiting free expression, spreading con-
fusion, and distorting the political environment within democracies. Sharp power
is an approach to international affairs that typically involves efforts at censorship
or the use of manipulation to sap the integrity of independent institutions. This
approach takes advantage of the asymmetry between free and unfree systems,
allowing authoritarian regimes both to limit free expression and to distort
political environments in democracies while simultaneously shielding their own
domestic public spaces from democratic appeals coming from abroad.”™ However,
as we shall see, Russia and China are not the only states that are extremely
proactive in the conduct of undeclared or even denied wars. We opened with one
question and two others emerge as a premise for the development of this discus-
sion. What are the motivations that lead a state to choose to engage in a hybrid
conflict and what forms of government best favour the planning, organisation
and conduct of an undeclared war? In the following we will examine several
state and non-state realities that seem to us to represent suitable models for
answering the questions formulated.

Russian establishment

Following the collapse of the Soviet Union in 1991, Russia struggled to find and
reclaim its place in the world order. Reactionary elements within the government,
intelligence services and armed forces found common cause with the new
economic elites and elements of the Russian Orthodox Church in their desire to
reclaim the loss of empire. Thus, even before the de jure dissolution of the Union
of Soviet Socialist Republics (USSR), Moscow began to reassert its control over
the members of the Commonwealth of Independent States (CIS). Russian methods
of intervention evolved from conflict to conflict as leaders sought the most
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efficient ways to bring weaker powers to their knees while avoiding the stigma
of imperialism, invasion and war with the West.’ The events that led to Lithuania’s
independence in 1991 were the first lesson learned about exercising power abroad
in the post-Cold War era. Large-scale conventional operations against sovereign
states would expose the Kremlin to unwanted scrutiny by the International
Community (IC), international pressure and protests within Russia itself.
To maintain control over the ‘near-abroad’ states, Moscow would have had to
exercise power in a more clandestine and concealable manner. The most effective
tactics implemented by Russia to act in the so-called ‘grey zone’ are (dis)infor-
mation operations and cyber operations, followed by political coercion and space
operations. The Russian info-ops of the Internet Research Agency — whose owner
Yevgeny Prigozhin is also the financier of the Private Military Company
‘Wagner’ — continue to be generously funded, relentless and prolific. The coer-
cive activity directed at the socio-political structures in Europe has become
increasingly aggressive over time, following Putin’s attempts to block NATO’s
eastward expansion. In this context, Moscow’s deeper ties with Serbia, with the
Bosnian Serb component and the failed covert operation to block the Prespa
Agreement,® must be read with growing concern. Even in space, Russia has
demonstrated its capacity and unscrupulousness in targeting states from which
it feels threatened, with actions to jam GPS signals during NATO military
exercises, with attacks against U.S. commercial and allied military satellites,
and even by damaging the sensors of a Japanese satellite with lasers.” The pre-
rogative offered by hybrid warfare, especially acting in what we have called the
‘grey zone’, is precisely that of dereliction of responsibility for its own actions,
and during the campaigns in Ukraine, wherever possible, Moscow strenuously
denied its involvement, exploiting elements of proximity and resorting to decep-
tion to evade the IC’s condemnations associated with a conventional armed
invasion.® The Federal Security Service (FSB) and the Ministry of Internal
Affairs (MVD), in fact, assumed the role of directing forces acting by proxy, an
organisational technique that began at the end of the last century and would
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¢ The “Prespa Agreement” is an agreement reached in 2018 between Greece and the Republic of
Macedonia, under the auspices of the United Nations, resolving a long-standing dispute between
the two. Apart from resolving the terminological differences, the agreement also covers areas of
cooperation between the two countries to establish a strategic partnership between them.
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continue in subsequent Kremlin-led war operations. Let us recall that from 1999
to 2009, Moscow directed a campaign that effectively suppressed the Islamic
insurgency in Chechnya and reasserted Russian control of the region. As long
as wars could technically be considered internal affairs, Russia was able to avoid
accusations of aggression. However, global outrage in the wake of civilian deaths
and the growing refugee problem led Putin’s military and intelligence compo-
nents to transfer control of counterinsurgency operations to reliable proxies such
as local militias and paramilitary forces to be deployed in place of regular
Russian troops. In developing their operations, therefore, the Russians alternately
denied involvement or downplayed the size and activities of their forces. In par-
ticular, they introduced the use of information warfare on an unprecedented
scale. In the 2008 Russian—Georgian conflict, for instance, Russian agents
extensively used cyberwar and intense propaganda to neutralise the Georgians’
combat options and smear them in the press as aggressors, even accusing them
of genocide. The Russian military brought journalists to the area of operations
to reinforce Russia’s message of protecting the population from Georgian
aggression. Moscow carefully managed television broadcasts both at home and
in the region, highlighting the atrocities the Georgians allegedly inflicted on the
people of South Ossetia. These procedures have been named ‘spetzpropaganda’
and are taught at the Department of Military Information and Foreign Languages
of the Ministry of Defence Military University. As an academic discipline, it is
aimed at military personnel, intelligence officers, journalists and diplomats. The
doctrine specifies that an information campaign is multidisciplinary and includes
politics, economics, social dynamics, military, intelligence, diplomacy, psycho-
logical operations, communications, education and cyber warfare. In general,
Russian information warfare aims to influence the consciousness of the masses,
both at home and abroad, to condition it with a view to a clash of civilisations
between Russian and Western Eurasian culture. Through the coordinated
manipulation of the entire information domain including newspapers, television,
internet websites, blogs and other media, Russian operatives attempt to create
a virtual reality in the conflict zone that influences perceptions or replaces the
truth with versions that fit the Russian narrative.” In Crimea and the subsequent
operations in the Donbas, Russian ‘spetzpropaganda’ developed the theme that
pro-Russian intervention was necessary to save the Ukrainian people from
submission to the Kiev regime imposed “by the Banderovtsy and the Maidan
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fascists”.' This is the background to the strategic thinking of General Valery
Gerasimov,'' Chief of the Defence Staff of the Russian Federation. General
Gerasimov’s main thesis is that modern conflict differs significantly from the
paradigm of World War Two and even from the Cold War conflict. Instead of
declared wars, strict definition of military and non-military efforts, and large
conventional forces to be deployed in battle, the modern conflict features unde-
clared wars, hybrid operations combining military and non-military activities,
and the employment of smaller forces with specific training: spetsnaz, paramil-
itaries, mercenaries. Gerasimov explained that the ‘coloured revolutions’ and
the ‘Arab Spring’ have shown that the line between war and peace is blurred.
Although liberal democratic uprisings may not look like war, they often result
in foreign intervention (both overt and clandestine), chaos, humanitarian disas-
ters and civil war. These activities can become the typical war of the modern
era and Russian military practices must evolve to adapt to the new methods.
Modern warfare, said Gerasimov, focuses on intelligence and the domination of
the information space. Information technologies have reduced the spatial,
temporal and information gap between army and government. Targets are
achieved in remote contactless warfare; the strategic, operational and tactical
levels, as well as offensive and defensive actions, have become less distinguish-
able. Asymmetric actions against enemy forces are more common. The military
dimension, therefore, must include information warfare. Armed, but not in
uniform, Russian forces in Crimea have provided Moscow with the possibility
of deniability, albeit implausible. The pro-Western press called the intruders
‘little green men’, while Russian cultural supremacist theorist Aleksandr Dugin
called them ‘nice men’, referring to their kindness and diplomatic retreat once
an area was secured. The goal is the very essence of Sun Tzu’s expressed ideal
of “winning without fighting”. In Crimea, it worked. In eastern Ukraine, it did
not and led to an escalation of the conflict. To catalyse domestic consensus, the
Putin Administration went so far as to popularise the idea of a NATO plan to
invade Russia and even foreshadowed that the West, led by the U.S., intended
to annex Crimea. Sevastopol would then become a NATO naval base. Linked
to these themes, it then played on the idea that the Russian people, with its
history of religious, cultural and military greatness, had been artificially divided
after the collapse of the Soviet Union. Once again, the West was presented as
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the architect of the conspiracy to prevent Russia from enjoying unity, peace,
security and its rightful place in the world order. From the Russian point of view,
since the West is persecuting Russia, everything becomes permissible in the
pursuit of a true justice that reaffirms Moscow’s deprived role. Let us come to
the events of 24 February 2022. The invasion implemented with the massive
recourse to conventional forces lends itself to a twofold interpretation: on the
one hand, it may represent the failure of the Russian infowar in Eastern Ukraine,
hinting at an extreme attempt by Putin to make up for the failures of the policy
of deploying ‘asymmetrical’ forces in the Donbas; on the other hand, in perfect
adherence to the ‘Gerasimov Doctrine’, it represents the logical continuation of
the Russian info campaign, which is partly designed to establish the conditions
for invasion, should it be necessary.

Dragon on the attack

China aggressively and effectively employs many hybrid ‘grey zone’ tactics.
The main ones are provocation using forces under state control, economic coer-
cion, cyber operations and space operations. The motivations behind Beijing’s
warfare through ‘grey zone’ tools, and the tools themselves, are summarised in
NATO’s Strategic Concept 2022. “The People’s Republic of China’s (PRC) stated
ambitions and coercive policies challenge our interests, security and values.
The PRC employs a broad range of political, economic and military tools to
increase its global footprint and project power, while remaining opaque about its
strategy, intentions and military build-up. The PRC’s malicious hybrid and cyber
operations and its confrontational rhetoric and disinformation target Allies and
harm Alliance security. The PRC seeks to control key technological and industrial
sectors, critical infrastructure, and strategic materials and supply chains. It uses
its economic leverage to create strategic dependencies and enhance its influence.
It strives to subvert the rules-based international order, including in the space,
cyber and maritime domains. The deepening strategic partnership between
the People’s Republic of China and the Russian Federation and their mutually
reinforcing attempts to undercut the rules-based international order run counter
to our values and interests.”'> A peculiar element of Beijing’s operations in the
‘grey zone’ is the construction of artificial islands. Indeed, since 2013, China has
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engaged in dredging and building islets in the Spratly Islands archipelago and
constructing outposts throughout the Paracel Islands. To enforce these activities,
the Chinese rely on both the coast guard and the People’s Armed Forces Maritime
Militia (PAFMM).” Interestingly, members of this militia operate in the South
China Sea without identification marks and are therefore referred to as ‘little
blue men’. The reference to their counterparts who participated in the 2014
invasion of Crimea is obvious. At least as far as the Spratly Islands are concerned,
China has turned some islands into military bases, “complete with radar domes,
shelters for surface-to-air missiles and a runway long enough for fighter jets.”'*
According to Admiral Philip S. Davidson, this militarisation of the area indicates
that “China is now capable of controlling the South China Sea in all scenarios
short of war with the United States”.”® Let us now look at economic coercion; this
includes the Belt and Road Initiative (BRI) economic and foreign policy project.
Although the BRI improves Chinese trade links and reduces China’s domestic
industrial production surplus, Beijing uses its economic leverage to influence the
interests of other states'® and for the purpose to “deter confrontation or criticism
of China’s approach to or stance on sensitive issues”.”” It must also be considered
that the BRI’s ‘debt-trap diplomacy’ creates opportunities for China to introduce
military forces in states where local development interventions are carried out,
as in the case of Djibouti, where the naval base established by Beijing is of stra-
tegic importance both militarily and economically for controlling trade routes.
Nevertheless, alongside the development of the BRI there has been the Digital
Silk Road (DSR) initiative to bring technological advances and digital infra-
structure to developing economies. Like the BRI, the DSR can create economic
benefits for China, but there are well-founded concerns that the initiative has
unstated security purposes.'® For example, through the installation of fibre-optic
cables, Chinese state-owned or state-affiliated enterprises can acquire large
amounts of data that the Chinese Government could eventually use to exert
pressure in areas outside of the economy.!” In the race for 5G, it is feared that once
a company like Huawei has installed its network, it will be used for espionage
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activities,”® aimed at acquiring sensitive data useful for industrial purposes, but
also for potential coercive influence. Economic coercion aimed at acquiring
intellectual property or conducting industrial espionage is carried out through
cyber espionage or by Chinese companies under the control of Guoanbu, the
foreign intelligence agency. Such activity includes the acquisition of “companies
and technology based on their government’s interests — not on commercial objec-
tives”.?! For example, from 2013 to 2016, Chinese companies sought to acquire
several businesses in the semiconductor industry. China’s potential dominance
of that industry could play a crucial role in altering the future global military
balance, as semiconductors are essential in the components of advanced military
systems.? China, therefore, relies on cyber operations in the ‘grey zone’ that
go beyond purely economic purposes. Cyberwar is a favoured route to conduct
espionage and intelligence gathering, but also to target the critical infrastructure
of other states and interfere in political processes abroad. Let us not forget that
the cyber activities conducted by Russia are also paradigmatic in this respect.
Lastly, considering Space as a new warfighting domain, China’s conspicuously
funded space programme is aimed at developing a range of activities in the ‘grey
zone’.?* China continues to develop a range of space interdiction capabilities
designed to limit or prevent an adversary’s use of space assets during crises
or conflicts. The People’s Liberation Army has historically managed China’s
space programme and continues to invest in improving China’s capabilities
in space Intelligence, Surveillance, Reconnaissance, satellite communications,
satellite navigation and meteorology, as well as human spaceflight and robot space
exploration.?* China utilises its orbital and terrestrial resources to achieve its
civil, economic, political and military goals and objectives. People’s Liberation
Army (PLA) strategists consider the ability to use space systems and to deny
their use to adversaries as strengths in the conception of modern, computerised
warfare, and therefore, the Chinese Armed Forces are pursuing a programme to
strengthen its military space capabilities, in contradiction to the government’s
statement against the militarisation of space. Space operations are likely to be an
integral component of other PLA campaigns and will play a key role in enabling
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suitable actions to counter third-party intervention during military conflicts.
In addition to the research and possible development of satellite jammers and
directed energy weapons, China has likely made progress on kinetic energy
weapons, including the anti-satellite missile system tested in July 2014.% Bei-
jing is conducting increasingly sophisticated satellite operations and is likely
experimenting with dual-use technologies for use in orbit that could be applied
to space interdiction missions. The PLA’s Strategic Support Forces, established
in December 2015, play a leading role in managing Chinese acrospace warfare
capabilities.?® Commercial satellite imagery has shown Chinese military grade
jamming equipment deployed on islands in the South China Sea, which can be
used to interfere with communications, Positioning, Navigation and Timing
(PNT) signals or any other satellites in the region.?” China has also been involved
in using its cyber capabilities to target space systems. Importantly, although
China is the state with the greatest capacity to exploit the “grey zone”, it has
chosen not to intervene indiscriminately in all areas. This apparent restraint
requires further reflection on whether China feels inhibited by U.S. actions or
is simply self-regulating for other reasons. If the latter is true, these reasons can
be identified and understood and could offer several elements to dissuade China
from applying its tactics in the “grey zone” in the future.

Hezbollah and Tehran

Iran’s support to proxy groups acting in Lebanon, Syria, Iraq and Yemen is one
of its most effective tools to achieve its national interests by fighting in the ‘grey
zone’. The Islamic Revolutionary Guards Corps (IRGC), the notorious Pasdaran,
is the paramilitary organisation executing Iranian proxy policies, with close ties
to groups such as Hezbollah in Lebanon, the Houthis in Yemen, the National
Defence Force Militia in Syria and the Badr Corps in Iraq, among others.?
Drawing on its special forces unit known as the Quds Force, the IRGC is able
to train and advise its auxiliary forces — estimated at 250,000 fighters — and thus
poses a significant threat to Tehran’s adversaries in much of the Middle East.
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The Quds Force was established in the early 1990s to enable the ayatollahs’
regime to operate covertly outside Iranian borders. The goal was to build an
operational mechanism that would take the Islamic Revolution out of Iran.?
As part of its ongoing struggle against Israel, Iran’s strategy uses proxy organ-
isations for two main reasons. Firstly, because of the considerable distance
between Israel and Iran. The more than one thousand kilometres separating the
two states constitute an objective operational difficulty for Iran for a direct attack
on Israeli territory. Secondly, Iran is very concerned about the Israeli response,
should it directly attack Israel. Therefore, the use of proxy organisations negates
the difficulties related to the distance between Iran and Israel, effectively engag-
ing the latter on two fronts of struggle, one in the north against Hezbollah in
Lebanon and the other in the south against Hamas and Islamic Jihad in the Gaza
Strip. This strategy also allows Iran not to be directly involved in the confron-
tation with Israel.’® To achieve this goal, Tehran continues to support
paramilitary formations under its control in Lebanon and the Gaza Strip and to
supply them with various weapons systems, including rockets and missiles.*!
According to Israeli military intelligence, the precision missile programme was
designed for two purposes. The first was to reduce the range of fire towards
Israel. While, as mentioned, the distance between Iran and Israel is thousands
of kilometres, southern Lebanon is only a few hundred kilometres from the nerve
centre of the State of Israel in Tel Aviv and Gush Dan. Therefore, while Iran
would need to launch long-range missiles to hit Israel, Hezbollah can achieve
the same goal from Lebanon with short-range rockets. The second purpose is to
move the battlefield away from Iran. Since firing at Israel from Syria and Lebanon
may foresee a logical Israeli retaliation against these countries rather than Iran,
Tehran is better off financing its proxy organisations and arms supplies, thus
avoiding putting itself at risk in the front line of its policy of aggression against
the Jewish state. The best-known paramilitary organisation is Hezbollah, which
began its military operations following the expulsion of Palestine Liberation
Organisation (PLO) forces from Lebanon in 1982 during the First Lebanon War.
Inspired by the religious justification of leading Shi’a ideologues such as Ayatollah
Khomeini, remember the suicide bombings against Israeli, American and French
targets located in Lebanon. Hezbollah succeeded in advancing the status of the
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Shi’a community in Lebanon from a persecuted and deprived community to
the most powerful and dominant community in the country, while repressing
the Christian community in Lebanon. The Iranians, who have sought to propa-
gate the religious principles that guided the Islamic revolution and improve the
quality of life of Lebanese Shi’as, have poured hundreds of millions of dollars
into supporting Hezbollah. Thus, Iran has founded many social institutions for
the Shi’a in Lebanon, such as hospitals, clinics, universities, cultural institutions,
and radio and television stations.* In parallel, it has trained and armed Hezbol-
lah members into a military militia serving the IRGC.* The organisation has
about 20,000 men in readiness, of which 5,000 are elite fighters and between
20,000 and 50,000 are reserve fighters.>* Hezbollah bases its defence on the
civilian population of the area in which it operates. Although Iran’s theocratic
conception is as far removed from Chinese state atheism as possible, there is an
affinity with Mao Zedong’s principle of “mingling with the population like fish
in the sea” and gaining their consent. In terms of technical-tactical procedures
(TTPs), the organisation establishes its headquarters on the lower floors of
ten-storey residential buildings and also in residential buildings where it hides
weapons such as missiles and rockets.*> Hezbollah thus exercises a form of
deterrence against possible Israeli attacks, which would be subject to harsh
criticism by the IC for the ‘collateral effects’ of such a decision. Hezbollah,
however, has also been criticised for its tactical-strategic choice. In response to
the criticism, the organisation stated that, considering the weakness of the
Lebanese army;, it is the only one that can guarantee a buffer between Israel and
Lebanon to protect the latter from any Israeli aggression.** Although Hezbollah
started out as a typical militia to be employed in asymmetric warfare tactics,
over time it has evolved into an organisation capable of fighting different types
of war. During the Lebanese civil war, when it was but one of many militia
groups in the country, Hezbollah mainly launched suicide bombings and frontal
attacks on Western and Israeli forces, both methods that, militarily, are neither
sophisticated nor efficient. Hezbollah’s quiet evolution from a guerrilla force to
amilitary structure capable of applying more conventional TTPs went unnoticed

32 HAREL-ISSACHAROFF 2008.

3 KATrz-HENDEL 2011.

3# EiLam 2016.

35 KAUNERT-WERTMAN 2020: 99114,
3 HAREL-ISSACHAROFF 2008.
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and only became evident during the 34-day-war against Israel in 2006. The
organisation displayed tactics and capabilities far beyond what was expected,
to be fully framed in the typology of hybrid warfare. After the Israeli invasion,
Hezbollah took full advantage of Lebanon’s rocky terrain, ideal for ground
movements but impractical for armoured manoeuvres. It has focused its
battle-positions on easily defensible hilltop villages, which offer excellent
observation and firing ranges and are inhabited by populations sympathetic to
its cause. Despite being outnumbered, its units proved to be cohesive, well-
trained, disciplined and experienced in how to control territory. Equipped with
an effective chain of command and control, thanks to a complex communication
system, Hezbollah successfully employed hedgehog defence tactics, creating
strongholds in fortified bunkers, like a regular force. During the conflict, it
continued to fire rockets at Israel using concealed launchers, even behind enemy
lines. None of these tactics are characteristic of guerrilla forces, which usually
rely on population-centred methods of concealment. In essence, Hezbollah took
Israel by surprise because it acted in a manner that is not really attributable to
an irregular fighter, nor to the regular army of a State. In the conduct of Iran’s
hybrid warfare, cyberattacks and info-ops are also increasing rapidly, as more
and more Iranian hackers work to target individuals, companies and government
entities around the world, focusing mainly on the Middle East region such as
Saudi Arabia and Israel. In particular, Iran carried out a data deletion attack on
dozens of Saudi government and private networks between 2016 and 2017.%
The regime in Tehran exercises tight control over the domestic dissemination of
information, restricting television broadcasts, social media use and internet
access, which greatly limits foreign influence and promotes pro-regime narra-
tives.* Internationally, info-ops have helped Iran perpetuate its image as
a regional power, particularly as a challenger to Saudi Arabia and Israel, while
simultaneously presenting itself as a reliable international partner. Iran’s info-ops
also include space as an arena of the ‘grey zone’. Indeed, Tehran has on several
occasions blocked satellite communication transmissions, as in the case of the
interruptions of Voice of America and BBC broadcasts.*

37 CoATts 2019.
3% EISENSTADT 2017: 62-72.
3 Hicks — HUNT FRIEND 2019.
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Kim against Seoul and Washington

North Korea’s main activities in the ‘grey zone’ include cyber operations, political
coercion and military provocations. North Korea has a skilled and sophisticated
cyber force capable of carrying out disruptive operations around the world.*
Notable cyber operations attributed to North Korea include the 2014 attack on
Sony, the 2016 cyber heist against the Bangladesh Bank, and the “WannaCry’
malware worm released in 2017.*! North Korea’s political coercion aims to
strengthen the regime’s position by exploiting U.S. efforts to coordinate with its
allies and regional partners.** For example, the ongoing trade war between the
United States and China has forced the Trump Administration to seek a compro-
mise between engaging in the maximum pressure campaign against Pyongyang
and efforts to conclude a credible pact with Beijing on tariffs.* The trade war has
unintentionally strengthened North Korea’s political position by pushing U.S.
regional allies, mainly South Korea and Japan, further into China’s regional eco-
nomic sphere of influence. According to Bloomberg columnist Daniel Moss: “The
trade war could have been an opportunity to drive a wedge between China and its
regional trading partners [...]. Yet the Trump administration’s irreverence for the
collateral damage of its actions might end up drawing China’s neighbours closer
into its orbit.”** The South Korean Government’s announcement of the launch of
an $8 million food aid package for North Korea, a decision supported by President
Trump, is one such example of Kim’s astute ability to amass a relative political
advantage without comparable benefits for Washington and its regional allies.*
As Brookings expert Jung Pak wrote in 2018: “At a minimum, North Korea is
attempting to sow division within South Korea and shape Seoul’s policies toward
ones that are favourable to Pyongyang.™¢ Regarding military provocations, it is
sufficient to consider that the North Korean Army has deployed 70% of its forces
within 60 miles of the Korean Demilitarised Zone (DMZ). The tactics developed
by North Korea in the ‘grey zone’ also manifest themselves in space, considering
that the country is probably the most active satellite system jammer in the world.

40 CHANLETT-AVERY et al. 2017.
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North Korea regularly blocks GPS signals in South Korea, jamming air routes
and harbours close to the DMZ.*” Fundamental, however, is the strategy adopted
by Pyongyang through the constant threat aimed at neighbouring ‘enemy’
countries through missile tests and the proclamation of readiness to use the
nuclear weapon.* In this, moreover, the North Koreans are on the same line as
Russia’s current cross-domain coercion strategies. For instance, the Democratic
People’s Republic of Korea’s (DPRK’s) short-range ballistic missile (SRBM)
tests carried out on 4 May 2019 and 9 May 2019 highlighted the lack of cohesion
in the alliance opposing Pyongyang,* as well as creating rifts within the U.S.
Government itself.*® Nevertheless, the U.S. was already engaged in coordinating
amultinational ‘maximum pressure’ campaign aimed at deterring North Korea’s
future nuclear development, bringing the regime’s leaders to the negotiating
table, and ultimately denuclearising the Korean peninsula.’! For the foreseeable
future, two aspects are likely to influence the U.S. response to North Korean ‘grey
zone’ activities. First, diplomatic grievances between North Korean and U.S.
officials threaten to prolong stalled negotiations. The outcomes of talks in Hanoi
in 2019 between former President Trump and North Korean leader Kim Jong-un
bear witness to this. The second concerns the U.S. — South Korea joint military
exercises. According to political analysts, a downsizing of the joint exercises
would benefit the strategic objectives of North Korea, Russia and China at the
expense of effective multilateral coordination between the U.S., South Korea and
Japan. “Any such drawdown would face strong pushback from Congress and
Japan, whose conservative government is deeply wary of North Korea’s inten-
tions.”? North Korea’s behaviour after the Hanoi summit also suggests that Kim
is determined to find ‘a new way’ to strengthen his international position in the
absence of an agreement with the U.S. To this end, Kim’s visit to Russia in April
2019 and his continued engagement in China to receive economic support can be
interpreted as a strategy to divide the U.S. and its regional allies while finding
ways to circumvent international sanctions.® Russian investments in North
Korea’s infrastructure and mineral resources, for example, would strengthen
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Kim’s strategic position by reducing his dependence on a U.S.-brokered deal.>
Essentially, North Korea’s ‘grey zone’ activities are likely to exploit any glimmer
of ambiguity that the U.S. would allow in its regional commitments.

Hamas’s Asymmetrical Warfare

Hamas, an acronym of Harakat al-Mugawama al-Islamiyya (Islamic Resistance
Movement), born at the time of the first Intifada as the Palestinian operational arm
of the Jama‘at al-Ihwan al-muslimin (Muslim Brotherhood), has today become
the hegemonic Palestinian organisation in the Gaza Strip. From the territories
of the Strip it has been waging a war of attrition against Israel for years, con-
sisting of suicide bombings, rocket attacks, incendiary balloons, and infiltration
into Israeli territory through tunnels. The EU, the USA and several other states
consider Hamas a terrorist organisation, Russia, Turkey, Iran and Qatar diverge
from this position. The U.K. only considers the 1zz al-Din al-Qassam Brigades,
the military wing of Hamas, to be a terrorist organisation. By contrasting guided
missiles and drones, hence Israeli technological superiority, with the narrative of
the young Palestinian fighter armed with a sling and stones, i.e. the rhetoric of the
First Intifada, Hamas puts itself on an asymmetrical war footing and, in terms
of communication, in an advantageous position. We are in fact witnessing the
reversal of a founding myth of Israel, namely the myth of David against Goliath.
The organisation, however, is the author of precisely ‘hybrid’ actions, as emerges
from a deliberately contradictory narrative. The one that places the stone-throw-
ing boy alongside the 1zz al-Din al-Qassam brigades’ demonstrations of military
might, in which Quassam rockets make a fine show. Hamas has an interest in
showing itself weak, but also strong, and if then, such a strategy is accompanied
by an effective use of the new technologies such as the social networks, the
capacity to determine the flows of strategic communication ends up becoming
even more incisive and viral. Here, then, is the effectiveness of the image of what
appears to be little more than a child, targeting a Merkava tank with a stone throw.
The image could be recent or old, it could have been taken in Gaza as in the West
Bank, it could even be the result of a skilful photomontage. It does not matter.
The point is that it is a recurring image, used by the mainstream media, along with
hundreds of other very similar ones, to depict short news reports on events that

3 IsACHENKOV 2019.
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have been going on since 1948. So what is so special about it? It is simply viral.
Viral because it is aimed at left-wing Israelis’ sensitiveness and because it does
so by evoking the myth of David versus Goliath, overturning it. In a nutshell, it
colonises the collective imagination. We can imagine looking for Hamas’s model
of strategic-communicative rationality, confirming, albeit updating them to the
times of social communication, the dynamics of guerrilla warfare and Arab
revolt already in use in Lawrence of Arabia’s time, i.e. asymmetrical warfare
practices, a war fought with armed clashes (Bedouin guerrilla warfare against
regular Ottoman troops), but also of semiotic clashes (Lawrence dressed in
Arab clothes entering Cairo and announcing to General Allenby the taking
of Aqaba), a war therefore to all intents and purposes asymmetrical, made up of
weapons and signs (a semio-war).” It is at this point that the cross-media use
of the different platforms available to Hamas intervenes, the social ones such
as Facebook, Twitter, the YouTube channel, but also the radio Al Quds and the
TV Al Agsa. The latter two media with signal transmission capacity also in
Israel, which become echo chambers®® in which the final addressee receives,
among the many, the only informative and media fragments “that confirm the
ideological positions already acquired and on which he surrounds himself and
feeds”.”” When effective, Hamas propaganda is believed not so much because
of the truth or verisimilitude of the message itself, but because it is directed
towards a category of receivers — those on the other side of the channel — who
already know or suspect those things. Let us now look at the effectiveness of the
info-ops carried out using ‘human shields’. On 23 August, the Israel Defense
Forces (IDF) bombed a residential building (Al Zafer tower), believed to be
used as Hamas headquarters, causing its collapse. This incident also provoked
international condemnation of Israel, thanks in part to Hamas’s communicative
ability to accuse Israel of war crimes. What remains is the message that Israel
strikes civilian targets, causing innocent deaths and committing war crimes.
Exactly the effect desired by Hamas. In the analysis in question, the use and
results obtained by Hamas in the use of human shields is emphasised, a fact
consistently applied to the following areas:

3 FABBRI-MONTANARI 2004: 1-27.
% QUATTROCIOCCHI-VICINI 2016.
57 MARINO-THIBAULT 2016: 25-26.
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— Placement of rocket launcher, artillery and mortar positions near densely
populated areas, often near buildings protected by the Geneva Convention
(schools, hospitals or mosques).

— Placement of military infrastructure, command centres, critical infra-
structure, weapons depots, close to or near civilian areas or major road
junctions.

— Protection of terrorist cells, safe havens or men injured or in danger
because they are threatened by targeted killings by the IDF, near civilian,
residential or commercial areas.

— Use of civilians, in the event of conflict in the strip, for intelligence tasks.
Such reckless use of civilians means that Hamas can play the game with
the IDF in a scenario where Hamas always wins. If the use of Israeli
military force produces an exponential increase in civilian casualties,
Hamas can move the propaganda machine by activating the combined
use of social media, TV and independent journalists, having a good game
in using the weapon of lawfare to accuse Israel of war crimes against
innocent civilians. Otherwise, if Israel depletes its strike force so as not
to hit innocent civilians, limiting the strikes as much as possible, Hamas
has gained ‘reflexive control’ (Gerasimov docet!).

The practice of using human shields is not something Hamas is at pains to deny.
Atapress conference in 2018, Khaled Meshaal, the movement’s political leader at
the time, uttered the following words: “If you [Israelis] are so crazy as to decide
to enter Gaza, we will fight you. You will face not only hundreds of fighters, but
also one and a half million people, driven by the desire to become martyrs.”
Another indicative confirmation of this orientation comes from a sentence uttered
by Hamas spokesman Mushir Al-Masri in 2006, when the IDF warned of its
intention to strike the home of one of the organisation’s leaders, Waal Rajub
Al-Shakra’s in Beit Lahiya.® The Hamas spokesman pronounced the following
words: “The citizens will continue to defend their pride and their homes, acting
as human shields, until the enemy withdraws.”® Finally, the statement by another
Hamas spokesperson, Sami al-Zuhari, dating back to July 2014, thus pronounced
in the hottest weeks of the Israeli invasion, is also interesting: “The fact that the

8 Conference Press 2018.
¥ Al-Agsa TV 2006.
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population is happy to sacrifice themselves against the Israeli planes with the aim
of protecting their homes, proves the validity of this strategy. Hamas therefore
calls on our people to apply this practice.”® The strategic communication model
adopted by Hamas, largely like that of Hezbollah, is a multivariate model, based
on a plurality of supporting media, both traditional and non-traditional, and is
aimed both at ‘friends’, internally such as the Palestinian humma and Arab and
Persian sympathisers, and at enemies, mainly Israel and the U.S. If in the past it
was the traditional television medium that dominated such as Al Agsa TV and
Al Quds Radio, it was gradually joined by the YouTube medium and then the
social networks, where trolls and memes, truth, fake news and misinformation
began to work, mainly targeting the public opinions of Western countries and the
Arab world, as well as the Israeli pacifist left-wing components. In such a model,
dissemination strategies are typically mixed media that represent the coordinated
use of several social media, or cross-media focused on a specific channel, e.g.
Al Agsa TV, the primary driver of the communication strategy and social as
ameans of disseminating the information produced by the primary channel. How
can Israel counter these actions? It is clear that the repeated attacks against Al
Agsa TV® or Al Quds Radio® are not only useless, but even harmful. The message
that immediately rebounds is that Israel strikes civilians and silences the media to
cover it up. Inevitably, because of these critical issues, one wonders whether Israel
has a counter-propaganda system capable of withstanding these new challenges,
a system as efficient as its military one. For instance, it would be interesting to
investigate, but this inevitably represents a new research question, whether Israel
is capable of infiltrating Hamas chats by effectively counterpunching trolling
practices, instead of scrambling in a futile and wasteful attempt to dismantle
misinformation and virality with philological debunking. On the other hand,
traditional military manuals have for decades admitted that guerrilla warfare is
answered not by traditional methods, but by counter-insurgency warfare. This
learning also applies to the infosphere in which pitting troll against troll is clearly
not enough, and where it is necessary to dust off old, tried and tested weapons,

o Al-Agsa TV 2014.

2 Hit both in 2008 and July 2014, during the 2014 Israel-Gaza conflict by Israeli air strikes that
also affected the radio station. In 2014, the TV station continued to broadcast, while the radio station
went silent, only to return to the airwaves.

% Currently, a powerful antenna provided by Hezbollah re-transmits Radio Al Quds broadcasts
from Lebanon into Israeli territory. The Shin Bet alleges that the radio transmissions contain
encrypted messages addressed to Hamas fighters infiltrated in East Jerusalem and the West Bank.
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such as the ‘semiological guerrilla warfare’ theorised by Umberto Eco, who
stated that “the battle for the survival of man as a responsible being in the Age of
Communication is not won where communication starts, but where it arrives”.®
It is interesting to note that, except for Hamas, which represents a non-state entity,
all the other situations examined relate to states that have in common that they
are not governed by democratic governments. This peculiarity is what allows
them to resort so indiscriminately and invasively to hybrid warfare, or at least
to act unscrupulously in the ‘grey zone’. It is precisely autocratic, theocratic
or dictatorial self-referentiality, depending on the nuance that sets the stage
for governments themselves to self-justify their aggressive policies towards
other states perceived as a threat to their own interests. It is also true that the
U.S., the great theorists of these doctrines of contemporary warfare, has also
long been engaged in activities that to all intents and purposes prefigure hybrid
modes and ‘grey’ operations in its conduct of foreign policy. In the democratic
world, however, they are the exception and not the rule and act by virtue of their
superpower role. All other countries in the democratic area that find themselves
embroiled in the ‘total chaos warfare’ taking place on the globe, act according
to defensive principles and modes, not offensive ones like those of the various
autocracies. Even Israel, for decades engaged in a struggle for its own survival,
operates in adherence to defensive and containment strategies. We mentioned the
United States as a superpower; American governments have always justified their
courses of action by presenting themselves as bearers of the values of freedom
and democracy. In truth, even the United States absolutely tends to look after
its own interests like almost everyone else, but Washington needs a theoretical
framework that gives moral dignity to its behaviour. Actually, it has to be said
that there are peoples and cultures that traditionally care little for freedom and
democracy; on the contrary, they judge them to be ‘disvalues’. We conclude with
a reflection that on the surface it has nothing to do with what is discussed in this
essay, but only on the surface. The United States is also the home of rock’n’roll,
and Western culture is where such music took root and grew. We think back with
regret to the words of Wind of Change by Scorpions: “Blows straight into the face
of time/Like a storm wind that will ring the freedom bell/For peace of mind/
Let your balalaika sing/What my guitar wants to say.” How many expectations
betrayed and how many dreams of universal peace shattered! True, I recognise

% Eco 2021.
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that even in the West, there is a lot of rubbish being passed off as music, but
unlike in the countries that are the subject of this study, at least here one can
choose what to listen to and play.

Conclusion

‘Ambiguous war’, ‘non-linear’, ‘hybrid’, ‘grey’ war — different ways of referring
to wars fought in ways that are now increasingly distancing themselves from
traditional conflict concepts and doctrines, both at the strategic and tactical levels.
Non-conventional warfare assumes a dominant role and, therefore, the military
component in contemporary conflicts often does not wear a uniform or display
distinctive symbols. In general, contemporary wars prefigure situations in which
a belligerent state or non-state entity deploys military and paramilitary units
in a confused and deceptive manner in order to achieve military and political
objectives, concealing the direct participation of its armed forces in operations.
Alongside combat forces, whether regular or irregular, we find forms of combat
ranging from cyber warfare to information warfare, from the unscrupulous use
of diplomacy to economic warfare. The United States are the major theorists of
this type of conflict, but Russia, China, Iran, North Korea, as well as non-state
entities such as Hamas, are the nations that on the world geostrategic scenario
for the past twenty years have implemented hybrid combat, in fact triggering real
conflicts that, with different forms and modalities, have manifested themselves
in different parts of the planet. We are talking about countries where the concept
of democracy and human rights is non-existent; it is significant that in a world
where war, at least in principle, is repudiated as an instrument for resolving
political disputes (let us recall von Clausewitz’s definition of it), there are nations
that, lacking the humanitarian scruples that are the patrimony of Western culture
founded on Law, have found a pragmatic solution to conduct operations that until
the recent past would have been openly indicated as full-fledged war actions.

Questions
1. Inwhich forms can the asymmetrical dimension of hybrid warfare evolve

as an instrument of struggle by organisations that do not have regular
armed forces?
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2. Isitlikely that negotiation and its procedures themselves become a combat
mode of hybrid warfare, depending on the messages they communicate?

3. Can hybrid warfare turn into a form of “total chaos warfare” due to the
complexity, variety and quantity of interests and actors involved?
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