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Russian Practices

Opinions on defining the term “hybrid war” are not uniform. To a large extent,
they have an empirical basis, hence the diversity of definitions. The authors
use a semantic approach to define the term. The term “hybrid war” itself is
composed of two words such as war and hybrid. Dominant in relation to this
phrase is the noun “war”, the adjective “hybrid” determines what type of war
it is. In the English language, according to the Dictionary of Military Terms,
the word war “means an armed conflict between nations”,? or “may also mean
conflict between social groups within the state, world war, civil war, guerrilla
war, atomic war, thirty-year war, Trojan war”, etc. According to the Encyclopedia
Britannica® war is defined as “wars, battles, and other domestic or international
conflicts, whether armed or diplomatic, are often the outcome of a dispute
over natural resources or a struggle for power, influence, and wealth. Major
conflicts between nations, peoples, and political groups can end up shifting the
cultural and political geography of the world and can also effect change, whether
international or not, in societal values and the balance of power”. In defining the
term war, the definition of Carl von Clausewitz, a Prussian general, an important
military strategist, theoretician and historian, professor of the military academy,
representative of the Prussian—German military school is generally accepted,
who in his work On War defined war as “an act of violence to force an adversary
to submit to our will”.* Violence (we stress physical violence) is the dominant
theme of this concept, and represents a means to achieve the goal by defeating
or disarming the enemy. As Clausewitz further states in his work, war between
nations always starts from a certain political situation and is always triggered
by a certain political motive. It is not just a political act, but a real instrument of
politics, “war as a continuation of political relations and their implementation
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by other means”.’ Therefore, even in case of a hybrid war, it must be based on
the analysis of the current political context and the motives of the actors who are
waging this kind of warfare against sovereign states. The word “hybrid” is a word
of Greek origin and means crossbreed or mixed race, or bastard. The adjective
hybrid is derived from it, meaning crossed, mixed. In the English language, the
word “hybrid” means “something that is created by mixing two very different
things”.* From the above said and their semantic context, the authors conclude
that a “hybrid war is an act of violence, carried out with significantly different
means or methods, with the aim of forcing the adversary to submit to our wills
or, as a continuation of policy by significantly different means, while carrying out
the policy openly and covertly, through various activities of state and non-state
actors, military and non-military means, conventional and asymmetric forms
of waging war, even without its declaration”. NATO defines hybrid warfare
as: “The use of military and non-military as well as covert and overt means
(including disinformation, cyber-attacks, economic pressure, deployment of
irregular armed groups and use of regular forces) to blur the lines between war
and peace, sow doubt in the minds of target population, and destabilize and
undermine societies.””

Gray zone conflict

The gray zone is an operating environment in which aggressors use ambiguity
and leverage non-attribution to achieve strategic objectives while limiting coun-
teractions by other nation states. Inside the gray zone, aggressors use hybrid
tactics to achieve their strategic objectives. While hybrid threats have historically
been associated with irregular and conventional warfare, their use in the gray
zone leads to a dichotomy between two types of hybrid threats that can mainly
be attributed to the need for ambiguity and non-attribution in the gray zone. The
two types of hybrid threats are “open-warfare hybrid threats” and “gray-zone
hybrid threats”. A case in point is Russia’s military actions in eastern Ukraine,
part of what the Kremlin calls its “New Generation Warfare”.?
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Aleksandr A. Bartosh defines the gray zone as a wide area of action (oper-
ational environment), which we can perceive as the battlefield of a hybrid war,
which covers the territory of one or more states against which a campaign of
hybrid war is conducted.’ In the European Union, only two member states have
a defined gray zone in their strategic documents — Hungary and Romania. In the
Hungarian security strategy, the issue of the gray zone is characterised concretely
and extensively as asymmetric and hybrid ways of waging war, where emerging
or resurgent states or non-state actors use a wide range of military or non-mil-
itary means to advance their interests, often in a covert form are gaining more
and more weight. This way of waging war blurs the otherwise clearly defined
boundaries between peace and war, leading to transitional situation below the
threshold of armed conflict — gray zone that do not meet the definition of war
and are difficult to assess. The lack of an adequate defence capacity cannot only
make it difficult for the target of the attack to react quickly and decisively or to
prepare preventive measures, but it can even make it completely impossible.
Russia considers the Venezuelan presidential crisis, the ongoing Libyan conflict,
the Syrian civil war and the crisis in Belarus (the crisis in Belarus is mainly
a crisis of the regime, when President Lukashenko, instead of dialogue with his
own people, relied on violence and repression, thereby depriving himself of legit-
imacy) as examples of hybrid warfare."" The Russian military actively focuses
on preparing for future conflicts and on enhancing the capabilities it considers
essential for victory in hybrid warfare. Russian strategic thinking identifies
“hybrid wars” as the main line of future military development, not as a temporary
phenomenon. The Russian military maintains theoretical space for the idea of
traditional conventional warfare and does not argue that all conflicts are now
“hybrid” in nature. Instead, it argues that conventional war is an inherited type
of conflict that is increasingly unlikely in the 21% century due to technological
change and strategic power. The Kremlin further argues that Russia should shape
its military and national security tools for hybrid warfare not only because it is
becoming more common, but also because it is now more practical, economical
and effective than traditional conventional warfare.”” The Kremlin rejects the
differences between different types of conflicts and synthesises these types of
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conflicts within a unified concept of hybrid war. He rejects the conflict in the
gray zone as well and considers it part of a hybrid war. Russia’s hybrid warfare
framework specifically includes the use of conventional military operations.
Russia rejects the Western division into proxy operations and disinformation
on the one hand and conventional conflict on the other. The Russian concept
of hybrid warfare is incompatible with the idea of fighting in a “Grey zone”,
which is related to a relatively clear line where conflict means “war”, but below
which there is an ambivalent state of “war” or competition.”® After the aggressor
has made a strategic decision to use hybrid aggression, its preparation begins
and takes place in peacetime. The nation or state against which it will be used
is mostly without indications of any conflict. The preparation mainly includes
intelligence activities to find out the weak and vulnerable places of the enemy for
the later correct choice and use of components and elements of hybrid warfare.
If we accept that the beginning of hybrid aggression begins in peace and that the
purpose of hybrid aggression is not total war, then it mainly takes place in the
beginning of the already mentioned gray zone. It is precisely in conflicts that
take place within the gray zone that it is not possible to talk about peace, but the
situation of the strategic environment does not even show formal signs of war,
rather it seems to be a series leading to the escalation of the conflict. An aggressor
who has decided to use a hybrid form of war minimises the space and scope of
his operations to a place (within the axis of the conflict spectrum) where he is
covered by sufficient ambiguity that he is a participant in the conflict, so that he
can avoid bearing the consequences as an aggressor. All this without the open
use of its own conventional armed forces. The result is a mixed and unclear
management of operations and combat activity. It is precisely this feature that
characterises contemporary modern conflicts and wars.

From the Russian perspective, the entire “Grey zone” is potentially part of
a hybrid war, which additionally involves the use of military forces above the
upper threshold of the “Grey zone”, which the West and China would consider
a conventional war." Therefore, the West must fundamentally reorient its stra-
tegic thinking about Russia. It assumes that the Kremlin is currently fighting
a hybrid war against the West and is using the experience gained from the battle
in preparing for the next war. Thus, the West must avoid imposing its own
conceptual boundaries on the developing Russian theory, which expressly rejects
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it. It must recognise the key differences between hybrid warfare and “Grey zone”
conflict and incorporate conventional military operations into the perception of
hybrid warfare. Only then can the Western community propose an appropriate
approach to combat the real threat posed by Russia.

Different approaches

Hybrid war is a coherently defined term for a typology of war as a set of means
for conducting state policy for Russian military thinking and has an explicit and
concrete meaning. The Russian military defines “hybrid war” as a strategic-level
effort to shape the governance and geostrategic orientation of a target state
in which all actions, up to and including the use of conventional military forces in
regional conflicts, are subordinate to an information campaign'® and considers
(as we have already mentioned above) the Venezuelan presidential crisis, the
ongoing Libyan conflict, the Syrian civil war and the current crisis in Belarus
as examples of hybrid war. The confusion of the term in the English language
led to its complete rejection or to the proposal of its own definition."” The dis-
cussion in the Western community points out that the term hybrid war is
generally and primarily used in connection with the means of war, while for the
Kremlin it refers to a category of war. The West will not understand Russian
security policy, let alone Russian military policy, without a clear understanding
of the Russian concept of hybrid warfare. The Western debate on the nature of
the Russian military threat often divides the issue of hybrid warfare into two
parts. One part is the threat of conventional war against NATO, but this kind of
threat is unlikely, moreover, it is economically disadvantageous. The second
consists of information aimed at subversive Russian actions or the deployment
of “green men” as the maximum limit of kinetic operations. Such a divided
concept does not describe the Russian view of “hybrid war”, since it includes
only conventional manoeuvre warfare and activities that American theorists
associate with the term “Grey zone™."® Although several studies report that the
Kremlin uses “hybrid means” in every conventional war, it is quite the opposite,
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the Kremlin conducts conventional military operations in the space that the West
considers “competitive”.!” This misunderstood conception of the Russian threat
leads Western policymakers to focus on the components of the Russian military
threat separately, despite the fact that they are actually part of a cohesive whole.?°
A strategy of confronting Russia based on answers to incomplete parts of a set
of problems is doomed to failure. Limiting the concept of hybrid warfare to
activities below the threshold of conventional conflict leads Western analysis of
the Kremlin to focus too much on the conventional threat posed by the Russian
military to NATO armies. The false dichotomy of dividing hybrid and conven-
tional means leads the West to conclude that conventional forces will be used
and that it is necessary to adapt to the conventional use of conventional forces.
Therefore, Western analysis does not pay enough attention to the capabilities
and intentions of conventional units of the Russian armed forces to conduct
hybrid operations directly and not only through subversive actors or other ele-
ments of the Russian state. Studies conducted have attempted to examine the
relationship between hybrid efforts and conventional forces, how NATO con-
ventional forces can counter a Russian hybrid effort led by Russian proxy forces
such as in Ukraine. The goal of hybrid warfare is often to succeed without the
involvement of conventional troops. Such studies do not address how NATO
should respond in such an event and fail to adequately consider how to identify
and respond to Russian conventional forces engaged in hybrid warfare. These
studies informed NATO on the interaction between kinetic conflicts and the
information space and limited the problem in ways that missed the mark.?!
The 2018 U.S. National Defense Strategy (NDS) asserts that Russia is disrupt-
ing the military balance of the “Competitive Military Advantage” of the U.S.
and recommends upgrading the capabilities of the conventional military.?? This
recommendation is not bad, but it is insufficient. It does not eliminate Russian
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efforts to circumvent and directly challenge NATO’s capabilities. One of the
results of the studies is the finding that Russia’s conventional threats are over-
estimated and hybrid warfare threats are underestimated, including an excessive
focus on nuclear power or strategic deterrence.” Keeping NATO conventional
forces in Eastern Europe is necessary and important to deter any potential
Russian conventional threat. Russia could certainly use conventional forces
against its western neighbours if the U.S. and its allies did not maintain adequately
equipped and trained forces to help those allies defend themselves. In addition,
these conventional forces can serve as a basis for directly attacking Russian
hybrid operations.?* The assumption that maintaining conventional NATO forces
on the alliance’s eastern border will prevent Russian hybrid operations seems
unrealistic. Russian theory and doctrine increasingly assume that Russia cannot
or should not engage in conflict against a conventional NATO force, but that it
can achieve its goals — including against NATO states — through a hybrid effort
that nevertheless includes elements of conventional warfare.” The NDS priori-
tises averting a major conventional conflict between the great powers. Russia is
also trying to avoid a major conventional war between the great powers, so it is
using a hybrid way of waging war that would achieve its goals. The NDS thus
creates a hidden risk that Russia can achieve its political goals through hybrid
warfare, to the great detriment of the U.S. and its allies, even if the U.S. formally
achieves the goal of deterring war between the great powers. Russia has no inten-
tion of waging a conventional superpower war. If the U.S. focuses on deterrence
to prevent Moscow from achieving its objectives below the threshold of conven-
tional war, then the U.S. may suffer a strategic defeat even if its defence strategy
technically succeeds.?® Studies of the Russian military threat to Europe are
necessary but insufficient because they do not capture the global scope of the
Kremlin’s use of conventional assets as part of hybrid warfare.?”” Several valuable
case studies of Russian hybrid warfare focus exclusively on conflicts in the
former Soviet Union, neglecting the Kremlin’s global goals and the concept of
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hybrid warfare.?® Russia represents a major conventional military threat to the
West. Russia has also posed a huge challenge to the U.S. and its international
efforts to fight the Islamic State in Syria because of the limited conventional
military force it has incorporated into its hybrid warfare. The concept of Russian
hybrid warfare thus allows Moscow to pose military challenges to the U.S. and
its allies in areas beyond conventional military forces. Western decision-makers
and military personnel must study Putin’s Russia with a full understanding
of Russian intentions and not just Russian capabilities. Intelligence analysis of
Russian military capabilities without analysis of Russian intentions is valuable
but often misleading.?” Western analyses of Russian military learning and
development can often correctly identify Russian capabilities and weaknesses,
but fail to predict how Russia will use its increasingly modernised forces in ways
consistent with the Kremlin’s intent and view of hybrid warfare.*® Discussion of
Russia’s experience gained in Syria and Ukraine is often strictly focused only
on how Russia will apply this experience in the fight against conventional NATO
forces, rather than understanding that this experience is part of Russia’s theory
of hybrid warfare.?® Western decision-makers must change their conceptual
understanding of Russian hybrid warfare from a term that identifies a set of
means to a definition of a type of war. Several analysts in the Western commu-
nity have accurately assessed the Kremlin’s changing means of achieving its
goals, most of which fall below the level of conventional warfare.*? Several major
studies have highlighted the key lines of the Kremlin’s hybrid warfare efforts
and proposed recommendations for countering them. The existing literature on
Russian hybrid warfare is inconsistent with the Russian understanding of the term
and uses “asset pool” rather than “type of war”. This is not to say that the U.S. and
its allies should not continue to develop their own frameworks, but the U.S.
cannot eliminate important Russian terms due to faulty Western definitions. The
U.S. and its allies must understand the Kremlin’s concept of hybrid warfare and
successfully counter the means involved in those wars — otherwise the West
risks winning one battle but losing a war it does not know it is fighting. The
thinking required to confront Russian hybrid warfare in current and future
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conflicts is critical. Western studies have analysed the key attributes of the
Russian military threat but have so far failed to synthesise them with the views
of the Russian military. The West cannot successfully counter the Russian threat
without a holistic understanding of the Russian military.*

The Russian approach

This section analyses the Russian military debate on hybrid warfare and Russia’s
assessment of the future of warfare from the perspective of the National Security
Strategy of the Russian Federation. The analysis of the Russian perspective
on hybrid warfare is of great importance for further research on the topic, not
only because of the great military power of the Russian Federation (RUS), but
also because of its Russian—Georgian conflict in 2008 and later in the sudden
annexation of the Crimean Peninsula in the spring 2014. Chief of the General Staff
of the Armed Forces of the RUS and First Deputy Minister of Defence — Army
General Valery Vasilievich Gerasimov is considered the founder of the Russian
concept of hybrid warfare. According to Gerasimov “hybrid war is a war of a new
generation, in which traditional military methods and procedures are replaced by
hybrid ones, that is, a wide range of political, economic, informational, interna-
tional, humanitarian and other tools”. General Gerasimov goes on to say that “in
the 21% century, a tendency begins to prevail, when the boundaries between war
and peace are blurred. Wars are not declared, and if they are started, they do not
follow the usual pattern. Experiences from conflict connected with the so-called
“colour revolutions” in North Africa and the Middle East point to the fact that
a prosperous state can become in a few months, or even days, an arena of military
struggle, a victim of foreign intervention, and reach a state of humanitarian
disaster, chaos, and civil war”.?* “In none of the countries” continues the general,
“where the so-called Arab Spring is not an officially declared war, but the social,
economic, and political consequences for individual states and societies are
comparable to the consequences of a real war. Weapons are no longer needed to
achieve political and strategic goals, there are more effective tools. To achieve the
set goals, it is often more appropriate to use political, economic, informational,
humanitarian, and other non-military measures, including the protest potential
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of the target country’s population”. As an example, Gerasimov cites the use
of humanitarian organisations or private security companies. According to
him, examples are operations in Syria, Ukraine, or Libya, where hired private
military companies worked closely with armed opposition units, or Greenpeace’s
activities in the Arctic. The Chief of General Staff and the Russian Government
are convinced that the West finances both the opposition and other organisations
in Ukraine and Russia. “All this is supplemented by cover military action of an
information nature or special forces. The open use of force under the pretext of
“peacekeeping and crisis management” only happens at the end of the conflict
to “achieve the ultimate goals”. In this context, Gerasimov goes on to ask: “Of
course, it would be easiest to say that the events of the Arab Spring were not
a war, and therefore we soldiers should not investigate them. But maybe it is
quite the opposite, aren’t these events a typical war of the 21% century?” And
at the same time he adds: “The very rules of war have changed. The role of
non-military methods of achieving political and strategic goals has increased,
and in many cases their effectiveness exceeds the power of weapons. Military
forces are often used under the guise of peacekeeping operations to achieve
reconciliation between hostile parties.” Frontal battles of large groups of soldiers
at the strategic and operational level are gradually receding into the background,
the general states. Influence on the adversary at a distance gradually becomes the
main strategy to achieve the objectives of the operation. Its objects are destroyed
throughout the depth of its territory. The distinctions between strategic and
tactical levels and defensive operations are being blurred. Very accurate weapons
are widely used. Weapons operating based on a new physical principle and
robotic systems are built as part of the armament. Symmetric military activity
is widely used, which makes it possible to level the superiority of the adversary
in armed combat. At the same time, members of the special forces and forces of
internal opposition are used to create a permanent front on the entire territory
of the hostile state. Information influence is also used, the forms and methods
of which are constantly being improved. Current events are reflected in the
military doctrines of various countries. General Gerasimov presented the view
(mentioned above) that the enemy can be defeated by a combination of political,
economic, technological, informational and ecological operations. His statement
is in line with the vision of war, which does not take place on the physical
battlefield, but, as the Russian theorist states, it takes place in the so-called psy-
chological sphere. According to him, future wars will not be fought in the classic
way, on the battlefield, but mainly in people’s minds. This is also why Russia
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currently places great emphasis on the field of information and psychological
operations. Information and psychological operations will no longer play the role
of only supporting auxiliary activities, as before, because a well-prepared and
conducted information and psychological war can, according to this concept,
in many cases replace traditional ways of conducting war without the need
to deploy many military units and equipment. In recent conflicts, according to
General Gerasimov, new methods and ways of conducting military operations
have appeared, the development, improvement and application of which will
continue and will bring fundamental changes in the character of future armed
conflicts. The biggest changes between traditional and non-traditional military
methods (ways) are shown in Figure 1. As part of clarifying the Russian view
of hybrid war, respectively new generation wars, it is also necessary to mention
the work of Colonel Sergey G. Chekinov and Lieutenant General Sergey A.
Bogdanov. The importance of their work mainly lies in the fact that, although they
emphasise the use of the most modern military and non-military technologies, the
war of the new generation should take place primarily in the psychological and
informational dimension. The enemy’s public institutions will be drawn into the
war in a subversive way, while these conflicts, in which asymmetric procedures
are to be largely used to undermine the enemy’s superiority, should be preceded
by intensive intelligence and reconnaissance activities. Chekinov and Bogdanov
divided the course of war of the new generation into the following phases:*

1. Non-military asymmetric warfare including informational, psychological,
ideological and economic measures as part of a plan to create favourable
political, economic and military conditions for the next phases of the war.

2. Special operations aimed at deceiving political and military officials
through coordinated measures along diplomatic channels, mass regula-
tions and directives.

3. Intimidating, lying and bringing government and military officials to
force them abandon their official duties.

4. Destabilising propaganda, which is supposed to increase the dissatisfac-
tion of the population, which will be intensified by the arrival of militant
groups and the escalation of subversive activities.

5. Establishment of non-fly zones over the country to be attacked, declaration
of blockade and extensive use of private military companies in close
cooperation with armed opposition forces.

3 CHEKINOV-BoGDANOV 2017.
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6. Initiation of military actions, which were preceded by extensive recon-

naissance and diversionary activity, i.e. all types, forms and methods
of operations, including special forces operations, space operations,
radio and electronic operations, diplomatic intelligence, intelligence and
industrial espionage.

Operations conducted through targeted information, electronic warfare,
air and space operation, continuous aerial intimidation in conjunction
with the use of high-precision weapon systems (long-range artillery) and
weapons based on new technology (including microwaves, radiation,
non-lethal biological weapons).

Liquidation of the remaining places of resistance and destruction of the
remnants of enemy groups through special operations conducted by recon-
naissance units, which search for enemy units and report their coordinates
to rocket and artillery units; fire using advanced weapons, focused on
destroying opposing units; deploying airborne units to surround the last
points of resistance; and terrain clearance operations through ground units.

Use of military force

Achieving political goals

Use of political, diplomatic, economic
and other non-military measures

New forms and methods

« initiation of combat activities after
strategic development

« frontal collision of large formations of
troops

« destruction of manpower and means of
fire, gradual control of lines and areas
with the objectives of gaining territory

« crushing the opponent, destroying the
economic potential and reclaiming its
territory

« conducting combat activities on land, in
the air and at sea

» management of military formation within
the hierarchical structure of

Figure 1: Changes in armed struggle

« the beginning of military activities by forces in
peacetime

« highly manoeuvrable non-contact combat activities
of mixed groupings and troops

« reducing the country’s military-economic potential
by destroying critical infrastructure in a short time

« mass use of the HPW, large-scale use of special
purpose forces, robotic systems and weapons built
on new physical principles, participation in combat
activities of the military-civilian component

« simultaneous action on the enemy’s troops and
objects in the entire depth of his territory

«armed struggle conducted simultaneously in all
physical environments and IT space

« use of asymmetric and indirect activities

- management of forces and resources in a common
information environment

Source: www.pk-news.ru/sites/default/files/pdf/VPK 08 476.pdf
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It follows from the above that the Russian view of conducting modern warfare
is based on a theory where the main battlefield is the mind and the main idea
of General Gerasimov is the fact that the difference between peace and war is
being blurred, and we are now in the stage of permanent war. The public debate
is a very good indicator of overall Russian military thinking, including what is
hidden from public view. In Russia, the new National Security Strategy (NSS)
of the Russian Federation (RUS) was published on 2 July 2021. It is the basic
document of Russia’s security policy, which defines the national interests and
strategic priorities of the RUS, as well as the goals and tasks of the country’s
security policy. The document states that the strategy is based on inseparable
relations and interdependence of the national security of the RUS and the
socio-economic development of the country. Among other things, the document
talks about the legitimacy of adopting symmetric and asymmetric measures
to eliminate hostile actions that would threaten the sovereignty and territorial
integrity of Russia. According to the strategy of the U.S. and its allies, they are
actively attacking traditional Russian spiritual, moral, cultural and historical
values. Foreign non-profit non-governmental, religious, extremist and terrorist
organisations are also taking the same steps. The document lists nine strategic
national priorities. These are the protection of people, defence, state and public
security, information security, economic security, scientific and technological
development, environmental security, protection of traditional values, strategic
stability. The strategy also sets goals in the country’s economic stability, which
should eliminate the effects of the adopted sanctions against the Russian Fed-
eration. The document replaces the previous security strategy from 2015.3¢ It is
likely that the Russian Ministry of Defence (MoD) is having both internal and
public discussions about hybrid warfare and the future of warfare as such. Much
of Russia’s discussion of hybrid warfare is conducted in public military journals.
The Russian military almost certainly additionally discusses the details of hybrid
warfare in secret forums and conducts assessments of the lessons learned about
ongoing hybrid wars, such as the Ukraine campaign. However, unclassified
publications in Russian reach a larger military audience than classified documents
and influence the thinking of more Russian officers. Theories and priorities of the
development of the MoD are published in recognised magazines, where senior
officers outline the main priority of the Russian Armed Forces, including the

3 Russian Federation Presidential Decree 2021.
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conduct of hybrid warfare.?” Open discussion of hybrid warfare and the future
of warfare benefits the quality of Russia’s educational process. Authorship is
easier in unclassified publications than in classified ones, which are likely to be
limited to select groups of officers and planners. Inputs to the open discussion
include contributions from officers with experience in waging war in Syria,
which the Kremlin views as a hybrid war. Military academics discuss the future
of the conflict in military journals, further discuss how they will synchronise
their information campaigns, military veterans and military educators provide
historical context for the conduct of the operation, among other things. Public
discussion is an iterative process that allows authors to share experiences and
learn from each other.?® Unclassified Russian military discourse occurs in two
types of sources such as military doctrine and Kremlin-run intelligence servers.
Russia mainly uses military magazines as a forum for discussing past operations
and planning future doctrines. Typical Objectives of Russian Hybrid Warfare,
as practised today, can have at least three objectives:*

1. Capturing territory without resorting to overt or conventional military
force. This was the objective of Russia’s successful annexation of Crimea
in 2014, the move that launched the debate over Russian “hybrid strat-
egies”. The annexation of Crimea relied heavily on the now infamous
“little green men” primarily Russian special forces operating through
a newly created Russian special operations command. The use of these
elite troops, in conjunction with an information warfare campaign and the
deployment of loyal Russian proxies, created circumstances that laid the
groundwork for a bloodless conventional takeover of Crimea. Russia used
some similar tactics ahead of its 2008 invasion of Georgia. The resulting
“frozen conflicts” in Ukraine and Georgia have hampered these countries’
efforts towards integration with Western Europe. In a much-referenced
2013 article on modern warfare, Russian Chief of the General Staff Gen-
eral Valery Gerasimov argued that non-military means are used four times
more often in modern conflicts than conventional military measures.

2. Creating a pretext for overt, conventional military action. Russia’s annex-
ation of Crimea generated concerns that the Kremlin might seek to use
a hybrid strategy to create a pretext for military action elsewhere, such

37 Security Council of the Russian Federation 2016.
3 Military Thought. A Russian Journal of Military Theory and Strategy.
3 CHivvis 2017.
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as in the Baltic states. Russia might seek to foment discord between the
minority Russian population in a country like Estonia, creating a narrative
that portrays the Estonian Government as repressive and then exploiting
this narrative to justify a Russian military intervention on behalf of the
Russian minority. Such an operation would likely be accompanied by
cyber operations aimed at inflaming tensions or complicating national and
NATO responses. It would almost certainly be accompanied by efforts
to influence broader European and world opinion in ways that favoured
Russia’s intervention. On the ground, it would involve the use of Russian
secret agents and proxies.

3. Using hybrid measures to influence the politics and policies of countries
in the West and elsewhere. This objective is currently the most pressing
challenge for Western governments, including the United States. Here, the
Kremlin does not seek to use hybrid strategies as a substitute for military
action or as a precursor for war. Instead, it seeks to ensure that political
outcomes in targeted countries serve Russia’s national interests. Most
vulnerable are countries with weak legal and anticorruption measures
or where key domestic groups share Russia’s interests or worldview.
However, even strong countries, such as the United States and Germany,
are far from immune.

Moscow has many mechanisms and levers for hybrid war. These are primarily
the following:*

1. Information operations. Russia has become notably more effective in its
use of strategic communications to shape political narratives in many
countries. Outlets such as Russia Today and Sputnik News are among the
most well-known vectors for this strategy, but Russia also uses targeted
television programming; funds European think tanks to promote its views;
and employs large numbers of Internet trolls, bots and fake news farms.
The objective of these information operations is primarily to muddy the
waters and cast doubt upon objective truths and to shape the political
discussion in ways that will benefit the Kremlin.

2. Cyber. The Kremlin now has access to a growing cadre of cyber warriors
that allows it to hack into Western information systems to collect valuable

40 CHivvis 2017.
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information. The information is then used to influence elections and other
political outcomes outside Russia’s borders.

3. Proxies. Russia also uses a range of proxies to further its interests. Proxies
are often groups that have broad sympathy with Russia’s objectives. One
of the Kremlin’s typical proxies is the Night Wolves, a biker club and
ultranationalist, anti-American gang, whose leader is a friend of President
Putin. The exact role of the Night Wolves is uncertain, although it can
be used to intimidate populations and may facilitate a range of hybrid
activities behind the scenes. Russia also seeks to exploit European protest
movements. For example, it backed anti-European Union (EU) groups
in a 2016 referendum on trade with Ukraine in the Netherlands. It is also
suspected of supporting the anti-shale gas and other protest movements in
Bulgaria that have complicated Bulgaria’s efforts to reduce its dependence
on Russian energy sources.

4. Economic influence. Russia uses both direct and indirect economic influ-
ence to affect European politics. Moscow used energy as a tool of foreign
policy when it shut off the natural gas supplies to Ukraine in the dead
of the winter in 2006 and 2009 in an overt effort to coerce Ukraine into
agreement on the price of its gas. The indirect influence Moscow has built
in Europe, however, may be even more important. Taking advantage of
the vast network of natural gas pipelines built in Soviet times, the Russian
state-owned gas giant Gazprom and its subsidiaries wield influence over
the politics and economics of many European countries. Russia has also
offered large-scale investment to build energy pipelines and other infra-
structure in countries that are dependent on Russian energy supplies as
ameans of growing its influence — often through murky backroom deals.

5. Clandestine measures. Russia also could use traditional espionage as
part of its hybrid methods, bribing, extorting and otherwise attempting
to influence vulnerable political figures to further its interests. As part
of its broader military modernisation program, Russia has invested in
strengthening its special operations forces. These forces have a variety
of roles, but one of their most dramatic tasks has been to infiltrate other
countries and lead hybrid warfare efforts there. Russian military intelli-
gence, for example, is believed to have instigated a 2016 lot to overthrow
the pro-NATO government of Montenegro. Russian Special Forces were
crucial in seizing Crimea and supporting separatists in the Donbass, and
they are likely operating in several NATO-allied countries.
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6. Political influence. Of course, Russian leaders also use traditional diplo-
macy to support their preferred political parties and candidates, offering
high-level visits in Moscow and otherwise attempting to champion their
claims, while deriding the positions of political leaders more critical of
Moscow. Behind these levers lies the implicit threat of Russian conven-
tional and, in the extreme, nuclear force. A discussion of Russia’s full
military capabilities is unwarranted in this testimony, but it is important
to recognise that these higher-end military capabilities are the backdrop
against which hybrid warfare is carried out.

Definitions and perceptions

The Russian Army is evaluating war in increasingly unusual, rapid and varied
ways in terms of the tools used and the people involved. Russian analysts believe
that the West is waging an ongoing hybrid war against Russia. The Kremlin also
believes that the likelihood of a conventional war against Russia is declining,
and this motivates Russia to engage in other types of conflict, namely hybrid
wars, to best prepare for a future war. The Russian Armed Forces define hybrid
war as a war in which all efforts, including military operations, are subordinated
to an information campaign.*' The Kremlin does not see hybrid war as a model
for all future conflicts. The operational approach within the broader conventional
war perceives Russia as a set of means to achieve state policy goals. The Krem-
lin considers hybrid warfare a state activity, including the use of conventional
military force. Russian analysts aim to gain the ability to determine the long-term
strategic orientation of the state with the use of hybrid warfare. In Russia’s view,
victorious states or coalitions in hybrid wars successfully assert their worldview,
values, interests, including the allocation of resources to fulfil the state’s goal.
The winning states or coalitions then gain power and, from the Russian point
of view, have the right to determine the future of the country.*” Researcher of
the Academy of Sciences of Russia Kiselev claims that the goal of hybrid art is
to divide states and change their governments to achieve their goal (it was the
goal of the Arab spring).* The Russian army uses a political goal as the primary

4 CHEKINOV—BOGDANOV 2017.
4 BarTOSH 2018.
4 KiseLEV 2015.
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prerequisite for action, while the broader goal is a hybrid war. With its help, they
gain control over the worldview and orientation of the state, which is an infor-
mation goal that requires the use of an information campaign centre.** Russian
analysts believe that hybrid wars represent protracted conflicts as the aggressor
uses a combination of “crush and starve” to undermine the will of the adversary
by targeting both its resource and political base.** A large set of works by
Western authors discusses hybrid means and uses various concepts such as “gray
zone conflict”, “hybrid warfare”, “hostile measures” and more. The Russian
military uses several vague terms to describe hybrid assets, loosely defined as
any action beyond traditional kinetic operations. Examples include “hybrid
conflict”, “asymmetric operations”, “information warfare”, “non-military
combat” and “unconventional warfare”.*® The Russian military identifies a broad
set of assets that are currently being discussed as the characteristic tools of hybrid
warfare. The Russian Armed Forces use the range of conflict objectives to define
the boundary between hybrid warfare and international competition. The
Kremlin holds the institutional worldview that the West has been waging a hybrid
war against Russia since the end of the Cold War. He further claims that his
civilised duty is to fight against the West’s attempts to dominate the world. The
Kremlin also believes it must adapt to the current situation to win this battle.
This worldview deeply shapes Russian military development and assessment of
future war. The Kremlin notes that many different conflicts are part of this
Western hybrid war against Russia. Russian military thinkers argue that the U.S.
is trying to maintain its status and is using NATO to consolidate its dominance
and limit Russia.*’ Since 1991, Russian analysts have assessed globalisation as
a concerted effort by the West to dominate the world.*® Russian analysts argue
that the hybrid war between the U.S. and Russia resembles the Cold War because
of its intention to shape the “basic moral core of humanity”.** This is claimed
by the leaders of the Russian armed forces, and this opinion is not marginal.
In March 2019, Gerasimov said that the U.S. and its allies are developing offen-
sive capabilities, including a “global strike” in several domains, to remove

4 BARTOSH 2018.

4 KISELEV 2015.
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unwanted governments, undermine the concept of sovereignty, change legally
elected governments such as in Belarus, Iraq, Libya, Ukraine and Venezuela.>
Russian military thinkers assess all these Western actions as an element of
a hybrid war against Russia, with Kiselev claiming that “the theory of hybrid
war was developed in the bowels of the Pentagon”®' They also say the U.S. is
adapting to the rising costs of conventional operations by developing hybrid
warfare. From the Russian perspective, Western hybrid wars are a change from
the previous U.S. model of “invasion to restore democracy”.*> Dvornikov, in July
2018 stated that the 1991 Persian Gulf War was the last conventional Western
war, and the West now achieves its political goals by forcing the enemy to
submit to its will by using other methods. The goal of this Western hybrid war,
conducted by using a mix of state forces with international legal coverage and
non-governmental organisations, is the creation of an obedient government in
the given territory.” Russian analysts report that NATO previously “picked
a victim” and forced other nations to join a large-scale military operation in
Yugoslavia and Iraq in order to eliminate unwanted governments and thus
achieve its goals. Gerasimov stated in March 2016 that “the falsification of
events and the use of mass media activities can be compared to the results of the
large-scale use of troops and forces”.> Gerasimov cites “Inciting Nationalism
in Ukraine” and the results of the Arab Spring as examples of Western hybrid
warfare. Western governments can now achieve regime change through hybrid
warfare primarily using information warfare rather than conventional force.*®
Prominent hybrid war theorist Bartosh further claims that the West is fine-tuning
this model in ongoing operations in Latin America, the Middle East and the
Balkans. Other Russian authors specifically cite NATO interventions in Libya,
the former Yugoslavia and the Syrian war as key examples of western hybrid
warfare.’” The Kremlin sees the Western hybrid war against Assad in Syria as
part of a wider, ongoing Western hybrid war against Russia, with the dual
purpose of pressuring Russia and allowing the West to further develop and refine
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its approaches to hybrid warfare.’® This Russian concept, according to which
the West is already waging a hybrid war against Russia, forms the basis of the
assessment of the future war. The need to reassess the future war is based on
“the West’s quest for world domination”, and it will include activities that would
not be considered war according to traditional definitions.* If the Russian army
does not adapt to the growing importance of hybrid warfare, the Kremlin will
lose the civilisation struggle for survival. The Russian narrative about the U.S.
and its involvement in global conflicts certainly serves the Kremlin’s propaganda
interests and often mischaracterises U.S. intent and capabilities. But this story
really shapes Russian military thinking and planning. Deeply paranoid and
frankly hyperbolic, the worldview ignores superpower conflicts, sidesteps other
actors, including China, and presents a truly distorted picture of events in the
U.S. Readers may legitimately question whether this worldview is intentional
for Russian information operations or propaganda. The Kremlin could intend
to use this rhetoric to shape Russian public opinion against the U.S., or to obscure
Russian discussions about how to conduct its own hybrid wars while describing
any offensive actions by the West.®® The worldview that the West is applying
a hybrid war against Russia permeates official Russian military planning and
discussions. The discussion about the Western hybrid war against Russia is not
limited to propaganda outlets like Russia Today and Sputnik News. Arguments
and analyses that shape this worldview are published in Military Thought, the
most respected discussion forum of the Russian Armed Forces. The highest
officers of the Russian army argue for this worldview in public speeches in
which they clarify the priorities of the armed forces. The researchers mentioned
above are recognised military academics and heads of major military research
institutions, not fringe analysts or junior officers. In addition, Russian military
analysts are openly discussing how to conduct offensive hybrid wars. The
Russian Army does not hide its intention to use hybrid means offensively.
Russia’s conception of continued hybrid warfare against the West shapes
strategic priorities and assessments of the future of warfare. Indeed, the Krem-
lin believes it is on the defensive against a Western hybrid war and is shaping
its preparations for a future war based on this assessment.®' Norwegian scientists

8 BARTOSH 2018.
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within the Countering Hybrid Warfare project® characterise hybrid warfare as
the involvement of state and non-state actors, the use of various means, while
the actors’ activities may differ. All actors exhibit the capability to synchronise
various instruments of power against specific vulnerabilities (weak spots) to
create linear and non-linear effects. Hybrid warfare is described as the synchro-
nised use of multiple instruments of power tailored to specific vulnerabilities
across a full spectrum of societal functions to achieve synergistic effects. They
came to the view that hybrid warfare is asymmetric and uses multiple instruments
of power along horizontal and vertical axes. This distinguishes hybrid warfare
from an attrition-based approach to warfare, where one force matches the strength
of the other, either qualitatively or quantitatively, to degrade the adversary’s
capabilities. A hybrid warfare actor can synchronise its military, political,
economic, civil, information (MPECI) instrument of power to escalate a series
of specific effects-producing activities vertically and horizontally. It also shows
how a hybrid warfare actor can either vertically escalate by increasing the
intensity of one or more instruments of power, and/or horizontally “escalate”
through synchronising multiple instruments of power to create effects greater
than through vertical escalation alone. The key is to understand that the various
instruments of power are used in multiple dimensions and at multiple levels
simultaneously and in a synchronised fashion. This type of thinking allows
hybrid warfare actors to use the various MPECI means at their disposal to
create Synchronized Attack Packages (SAPs) that are specifically tailored to the
perceived vulnerabilities of a target system. The instruments of power used will
depend on the capabilities of the hybrid warfare actor and the perceived vulner-
abilities of its opponent, as well as the political goals of the hybrid warfare actor
and its planned ways to achieve those goals. As with all conflicts and wars, the
nature of hybrid warfare depends on the context. [lmari K&ihko® in the article
The Evolution of Hybrid Warfare: Implications for Strategy and the Military
Profession (2021) emphasises that hybrid warfare and gray zone conflict suggest
that success in modern warfare depends on the coordination and combination
of military and non-military means. This is not a new argument and has been

¢ CULLEN — REICHBORN-KJENNERUD 2017.
% Tlmari Kdihko, PhD is Associate Professor of war studies in the Department of Security, Strategy,
and Leadership at the Swedish Defence University.
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debated since at least the so-called three block war® in the late 1990s. Neglect-
ing to analyse our own experiences in places like Afghanistan and equating
Russian action and hybrid war have contributed to a poor understanding of
Russia and how we can combine various means and ways to achieve our desired
political ends. Associating hybrid war with Russia alone also reflects the absence
of a major rethinking of war and warfare in general even though the Afghanistan
War alone illustrates how we struggle to wage this kind of war ourselves. It is
equally difficult to see any major organisational reforms these new insights have
heralded, for instance the need to coordinate and combine military and non-mil-
itary means. Considering that armed forces do not possess most of the
non-military means emphasised by notions of hybrid warfare, it is unsurprising
that the use of force and military technology have remained top priorities even
in Russia.® As its title suggested, even Gerasimov’s speech focused on carrying
out combat operations and soon turned to high-tech capabilities, including
artificial intelligence and robots. Military professionals around the world still
assume the centrality of traditional military operations and above all the use of
violence in war. This kind of narrow military strategy does not correspond with
the emphasis in contemporary conflicts that has shifted from use of force in war
to use of nonviolent means below the threshold of war. The evolution of hybrid
war indicates that the current emphasis lies in a grand strategy that applies all
available means an actor possesses, not in narrow military strategy that focuses
on mere violence.

Means used

Wars no longer appear according to typical (classical) templates but change
significantly. Russian analysts and senior military officials consider the course
of conflicts such as the flower revolutions of the Arab Spring, Ukraine and

% The Three Block War is a concept described by U.S. Marine General Charles Krulak in the late
1990s to illustrate the complex spectrum of challenges likely to be faced by Marines on the modern
battlefield. In Krulak’s example, Marines may be required to conduct full-scale military action,
peacekeeping operations and humanitarian aid within the space of three contiguous city blocks.
The thrust of the concept is that modern militaries must be trained to operate in all three conditions
simultaneously, and that to do so, leadership training at the lowest levels needs to be high.

% RENz 2016.
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conflicts in the Middle East as examples of hybrid warfare, during which, as
experience shows, quite happy countries can turn into an arena of bitter military
struggle in a few months or days, or become victims of foreign intervention,
plunge into the abyss of chaos, humanitarian disaster and civil war. We already
mentioned in the third part of the article that General Gerasimov considers just
such wars to be typical wars of the 21% century. According to him, the role of
the non-military to achieve political and strategic goals has increased, which in
many cases greatly exceed the power of weapons in their effectiveness. On the
other hand, Western countries consider it important to investigate the Chechen
War (William J. Nemeth), Israel’s war against Palestine (Frank Hoffman), the
civil war in Syria, the annexation of Crimea, etc. Hybrid War is not a new type
of war, but a form of war that has been present since the beginning of written
history. The combination of regular and irregular military forces, along with
other measures aimed at destabilising the opponent is not new. However, in
relation to hybrid struggle in the past, it is a key dimension today to achieve
domination in the information field. In the analysed examples of hybrid warfare
(Croatia, Ukraine), the importance of achieving information dominance is visible.
The use of propaganda psychological struggle in combination with intelligence
operations and other types of coercion is aimed at destabilising society and facil-
itating external intervention aimed at obtaining control of it. A very important
means and a characteristic symptom of hybrid warfare is the use of the protest
potential of the population (dominant in the conflict of the Arab Spring, Syria,
Ukraine). Violence in any form has an important position in the definition of
hybrid war. Different means for the guide of hybrid warfare can be considered
e.g. classical (symmetrical) and asymmetrical warfare, regular and non-regular
armed groups (unmarked, unidentified, insurgents), political, economic and
diplomatic missions, propaganda dissemination in various types of media that
disrupt the basic principles of democracy, especially through social networks,
cyber and activities of organised criminal groups, etc. The important thing is
that these activities are carried out synergistically in time and space and with
the sole goal: to defeat the opponent, or to impose our will. Schematically, the
means of hybrid warfare are shown in Figure 2.

As part of the research at the Armed Forces Academy General Milan Rastislav
Stefanik, Slovakia, the team led by Vojtech Juréak worked on the project “Identi-
fying the Symptoms of Hybrid Warfare”. Within research, we analysed the course
of hybrid war in Croatia, Ukraine, Georgia, Libya, Isracli—Palestine conflict
and Islamic state, and identified the means used to conduct hybrid warfare in
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individual conflicts. We analysed the course of the hybrid warfare and concluded

that the most common means of guiding a hybrid warfare are:*

— political means, focused primarily against the foundation of a democratic

state and membership in the Regional or Security Alliance

— information means, represent the spread in the media, social networks, etc.
— cyber means, nowadays an increasingly important area in terms of
security and defence policy, as evidenced by the decision of the NATO
Summit in Warsaw in 2016, where the Alliance defined cyberspace as

the fifth dimension of combat activities

— propagandist means, directed against central state administration bodies,
the NATO and the EU membership, constitutional officials and consti-

tutional authorities

In addition to these means, the ways of the protest potential of the population are
also used in which the credibility of the constitutional and management bodies

of the country is undermined and their decisions are questioned.

Special Convention
Forces al Armed
(Units) Forces

Terrorist
Activities

Intelligence
Activities Hybrid warfare

ways of guiding a war

ive
ities
Cyber
Warfare Information
Warfare and

Propaganda

Figure 2: Possible means of guiding a hybrid war
Source: Compiled by the authors

6 JURCAK et al. 2017.
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This group also includes asymmetrical means to cause fear in the population
by using terrorist attacks, destabilising the security situation, manifestations of
extremism, criminal groups, etc.

If we want to operate preventively in relation to hybrid wars, it is necessary
to reduce the vulnerability of the areas where these funds are used to wage
hybrid wars, which means analysing their weaknesses and then increasing their
resilience or restoring the disrupted areas of politically, socially and economically
weaker countries. Moscow uses a wide array of subversive tools, many of which
are non-military, to support Russian national interests. Moscow is trying to use
hybrid warfare to achieve several specific political objectives: to divide and
weaken the NATO; subvert pro-Western governments; create excuse for war;
attach the area and ensure access to European markets under its own condi-
tions. Experts use the term “hybrid war” in different ways. Currently, several

LRI

related expressions are used, including “gray zone strategies”, “competition
without conflict”, “active measures” and “new generation war”. Despite the
subtle differences, all these terms point to one direction: Russia uses several
instruments of power with an emphasis on non-military instruments to promote
their national interests outside their borders — often to the detriment of the U.S.
and the interests of their allies. Russian use of hybrid strategies has increased
significantly in recent years. This growth is a key dimension of the overall
increase in Russian military capabilities and the antagonistic attitude of the
Kremlin towards the West. Of course, Russian sources for hybrid warfare are
not infinite, and Russia faces many of the same difficulties as any other country
that has to coordinate its multifaceted foreign policy. Its hybrid tactics will
also not be effective everywhere. Nevertheless, the U.S. and their allies need
a clear understanding of the threat and strategy to effectively face Russian hybrid
strategies before the U.S. critical interests are damaged in Europe and elsewhere.

Conclusion

The aim of the article was to analyse the approach of the Russian Federation to
hybrid threats, what they consider important, how representatives of the Russian
Army perceive this term and its characteristics, what is their goal and how they
applied theoretical conclusions and ideas in practice. It is possible to state that
General Gerasimov can be considered the creator of the concept of hybrid war,
who researched and characterised it based on the conflict of the Arab Spring,
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wars in the Middle East, etc., also known as the Gerasimov Doctrine, which is
the basis of conventional and unconventional means in hybrid warfare, or also
called “new war” or “permanent war”. There is also disagreement concerning
the notion of gray zone. From the Russian point of view, the entire gray zone is
part of a hybrid warfare, which additionally involves the use of military forces
above its upper limit. The U.S. debate on hybrid warfare focused heavily on
unconventional means of conflict. Russian theorists insist that all conflict is
now hybrid in nature. Therefore, the Russian Army is adapting its capabilities to
hybrid warfare and does not hide its intention to conduct offensive hybrid warfare,
in which political, military, economic, civil and environmental means are used.
The challenges posed by Russia’s hybrid war and preparations for future wars
are not insurmountable. The Western community must fully understand Russian
threats and successfully confront the Kremlin. Russia is shaping military and
non-military instruments of state power to combat hybrid threats.®” The Russian
military defines hybrid warfare as an effort at the strategic level to shape, direct
and geostrategically orient a target state in which all means received, including
the use of conventional military forces in regional conflicts, are subject to an
information campaign. Russia sees the Venezuelan presidential crisis, the Libyan
conflict, the Syrian civil war and the crisis in Belarus and Ukraine as examples
of hybrid warfare. The Russian military is actively focusing on preparing for
future conflicts and increasing the capabilities it deems necessary to win the
hybrid war. In relation to hybrid warfare, there are also critical comments.
Hugo Klijn and Engin Yiiksel,*® reflect on the word “hybrid” and consider it
a buzzword, which is appropriate because it aims to describe something that is
impressive, hardly Russian, and hardly new. After General Gerasimov’s article
was published, the Russian way of waging hybrid warfare emerged, which was
a combination of traditional tools and tactics and preparing for unconventional
warfare. The annexation of Crimea was the result of social and political changes
in Ukraine and within it a favourable situation for Russia to acquire (legal
presence of Russian forces in Sevastopol, majority population, dismal quality
of the Ukrainian armed forces) and maintain the availability of the Russian naval
forces to warm seas, that was a unique circumstance not “easily reproducible”
in another country. Nevertheless, whatever Russia has undertaken since this
episode, which otherwise might have been labelled as ‘integrated’, ‘non-linear’,

7 JURCAK et al. 2017.
68 KLIN-YUKSEL 2019.
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‘cross-domain’, ‘informational’ or even ‘public diplomacy’ activities, has been
grouped under ‘hybrid’ methods of conflict or, indeed, warfare. Meanwhile,
strong evidence that Russian outlets have been actively engaged in influencing,
not deciding, election or referenda outcomes in a number of Western countries
has boosted the prominence of the ‘hybrid’ category headings, and tilted inter-
pretation towards disinformation efforts — purportedly serving as precursors
to other forms of conflict that are “conveniently categorized as being under
the threshold of war”. Various authors have, patiently but fruitlessly, debunked
the notion of a Russian hybrid warfare doctrine or the newness of some of its
apparent components. Rather, it appears the West has attempted to cast a mirror
image of its own concepts onto Russian military thinking. By doing so, the West
has framed a distracting threat perception that may keep it from addressing the
right issues.® Both in his now famous 2013 article and in a more recent, March
2019 strategy speech at the Academy of Military Sciences, Gerasimov pointed to
the increased role of non-military methods by Western states to achieve strategic
objectives. Indeed, according to Russian military thinkers “gibridnaya voyna” is
about (Western) attempts to erode the socio-cultural cohesion of the adversary’s
population, ultimately leading to the replacement of an unfriendly regime by
a colour revolution, with minimum (if any) military intervention. It is important
to note that in his 2019 speech Gerasimov concluded that the decisive role in
conflict is still played by military force.”

Questions

1. What is the view of the Western community on hybrid war in relation
to Russia?

2. How Russian theorists define the theory of hybrid warfare?

What is Russia’s view of future conflicts in the world?

4. What measures should the international community take to effectively
eliminate hybrid threats?

et

% KLIN-YUKSEL 2019.
70 KLIN-YUKSEL 2019.

39



Vojtech Juréak — Jan Marek

References

Asymmetric Warfare Group (2016): Russian New Generation Warfare Handbook. Online:
https://info.publicintelligence.net/AWG-RussianNewWarfareHandbook.pdf

BARrTOSH, Aleksandr A. (2018): Strategy and Counter Strategy in Hybrid Warfare. Online:
https://dlib.eastview.com/browse/

BarTOSH, Aleksandr A. (2021): Gray Zones as Key Elements of the Current Operational
Space in Hybrid Warfare (Part II). Military Thought, 30(2), 17-32. Online: https://
dx.doi.org/10.21557/MTH.69110446

BLANK, Stephen J. ed. (2019): The Russian Military in Contemporary Perspective.
Carlisle, PA: U.S. Army War College Press. Online: https:/publications.armywar-
college.edu/ pubs/3705.pdf

BRUHL, Marie von (2016): Dielo ,,O vojne* vydala Clausewitzova manzelka 1834 po jeho
smrti. Banska Bystrica: Belianum.

CHAMBERS, John (2016): Countering Gray-Zone Hybrid Threats: An MWI Report.
Modern War Institute at West Point. Online: https:/mwi.westpoint.edu/countering
-gray-zone-hybrid-threats-mwi-report/

CHEKINOV, Sergey G. — BoGpaNov, Sergey A. (2017): Evolution of the Essence and
Content of the Concept of “War” in the 2I** Century. Online: https:/dlib.eastview.
com/browse/doc/50724910

CHivvis, Christopher S. (2017): Understanding Russian “Hybrid Warfare” and What Can
Be Done about It. Santa Monica: RAND. Online: www.rand.org/pubs/testimories/
CT468.html

CLARK, Mason (2020): Russian Hybrid Warfare. Institute for the Study of War. Online:
www.understandingwar.org/sites/default/files/Russian%20Hybrid%20Warfare%20
ISW%20Report%202020.pdf

CLAUSEWITZ, Carl von (1832): Vom Kriege. Berlin: Ferdinand Diimmler. Online: www.
clausewitzstudies.org/readings/ VomKriege1832/ VKwholetext.htm

CONNABLE, Ben — YOUNG, Stephanie — PEZARD, Stephanie — RADIN, Andrew — COHEN,
Raphael S. — MIGACHEVA, Katya — SLADDEN, James (2020): Russia’s Hostile Measures.
Combating Russian Gray Zone Aggression Against NATO in the Contact, Blunt, and
Surge Layers of Competition. Santa Monica: RAND. Online: www.rand.org/pubs/
research_reports/RR2539

CULLEN, Patrick J. — REICHBORN-KJENNERUD, Erik (2017): MCDC Countering Hybrid
Warfare Project: Understanding Hybrid Warfare. A Multinational Capability
Development Campaign. Online: https:/assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment data/file/647776/dar mcdc_hybrid warfare.pdf

40


https://info.publicintelligence.net/AWG-RussianNewWarfareHandbook.pdf
https://dlib.eastview.com/browse/
https://dx.doi.org/10.21557/MTH.69110446
https://dx.doi.org/10.21557/MTH.69110446
https://publications.armywarcollege.edu/ pubs/3705.pdf
https://publications.armywarcollege.edu/ pubs/3705.pdf
https://mwi.westpoint.edu/countering-gray-zone-hybrid-threats-mwi-report/
https://mwi.westpoint.edu/countering-gray-zone-hybrid-threats-mwi-report/
https://dlib.eastview.com/browse/doc/50724910
https://dlib.eastview.com/browse/doc/50724910
http://www.rand.org/pubs/testimories/CT468.html
http://www.rand.org/pubs/testimories/CT468.html
https://www.understandingwar.org/sites/default/files/Russian Hybrid Warfare ISW Report 2020.pdf
https://www.understandingwar.org/sites/default/files/Russian Hybrid Warfare ISW Report 2020.pdf
http://www.clausewitzstudies.org/readings/VomKriege1832/_VKwholetext.htm
http://www.clausewitzstudies.org/readings/VomKriege1832/_VKwholetext.htm
https://www.rand.org/pubs/research_reports/RR2539
https://www.rand.org/pubs/research_reports/RR2539
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/647776/dar_mcdc_hybrid_warfare.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/647776/dar_mcdc_hybrid_warfare.pdf

Russian Practices

DALTON, Melissa — SHEPPARD, Lindsey R. — DONAHOE, Megan — CONKLIN, Matthew —
KIERNAN, Joseph — Hicks, Kathleen H. — FEDERICI, Joseph — MATLAGA, Michael eds.
(2019): Gray Zone Project. Center for Strategic and International Studies. Online:
WWW.csis.org/grayzone

Defense Intelligence Agency (2017): Russia’s Military Power. Building a Military to
Support Great Power Aspirations. Online: www.dia.mil/portals/27/documents/news/
military%20power%20publications/russia%20military%20power%20report%20
2017.pdf

Dvornikov, Alexander (2018): Staffs for New Wars. Online: https://vpk-news((.))ru/
articles/43971

Encyclopedia Britannica (s. a.): Wars, Battles & Armed Conflicts. Online: www.britan-
nica.com/browse/Wars-Battles-Conflicts

GERASIMOV, Valery (2016): On the Experience of Syria. Online: https://vpk-news((.))ru/
articles/29579

GERASIMOV, Valery (2019): Vectors of Military Strategy Development. Online: http:/
redstar.ru/vektory-razvitiya-voennoj-strategii/?attempt=1

Ivancik, Radoslav (2016): Hybridna vojna — vojna 21. storo¢ia. Kultura Bezpieczenstwa
Nauka — Praktyka — Refleksje, 22(22), 205-239.

Joint Chiefs of Staff (2019): Joint Doctrine Note 1-19. Competition Continuum, 03 June
2019. Online: www.jcs.mil/Portals/36/Documents/Doctrine/jdn_jg/ jdnl_19.pdf

JURCAK, Vojtech — BUCKA, Pavel — KREDATUS, Ondrej — LABUZIK, Milan — GANOCZY,
Stefan — S1pko, Adrian eds. (2017): Identifikdcia priznakov vedenia hybridnej vojny.
Vyskumny projekt. Liptovsky Mikulag: AOS GMRS.

KIiseLEv, Viktor (2015): Hybrid War as a New Type of War of the Future. Online: https:/
dlib.eastview.com/browse/doc/45952340

KIseLEV, Viktor (2017): What Wars the Russian Armed Forces Will Be In. Online: https://
dlib.eastview.com/browse/doc/50729309

KrunN, Hugo — YUKSEL, Engin (2019): Russia’s Hybrid Doctrine: Is the West Barking
Up the Wrong Tree? Clingendael Magazine, 28 November 2019. Online: www.
clingendael.org/publication/russias-hybrid-doctrine-westbarking-wrong-tree

KowmpaN, Jaroslav — HRNCIAR, Michal (2021): The Security Sector Reform of the Fragile
State as a Tool for Conflict Prevention. Politické Vedy, 24(2), 87-107.

MAJUMDAR, Dave (2018): How The Russian Military Turned War-Torn Syria into a Testing
Playground. Task and Purpose, 31 July 2018. Online: https://taskandpurpose.com/
russian-military-syria-weapons-testing

41


https://www.csis.org/grayzone
https://www.dia.mil/portals/27/documents/news/military power publications/russia military power report 2017.pdf
https://www.dia.mil/portals/27/documents/news/military power publications/russia military power report 2017.pdf
https://www.dia.mil/portals/27/documents/news/military power publications/russia military power report 2017.pdf
https://vpk-news((.))ru/articles/43971
https://vpk-news((.))ru/articles/43971
https://www.britannica.com/browse/Wars-Battles-Conflicts
https://www.britannica.com/browse/Wars-Battles-Conflicts
https://vpk-news((.))ru/articles/29579
https://vpk-news((.))ru/articles/29579
http://redstar.ru/vektory-razvitiya-voennoj-strategii/?attempt=1
http://redstar.ru/vektory-razvitiya-voennoj-strategii/?attempt=1
https://www.jcs.mil/Portals/36/Documents/Doctrine/jdn_jg/ jdn1_19.pdf
https://dlib.eastview.com/browse/doc/45952340
https://dlib.eastview.com/browse/doc/45952340
https://dlib.eastview.com/browse/doc/50729309
https://dlib.eastview.com/browse/doc/50729309
https://www.clingendael.org/publication/russias-hybrid-doctrine-westbarking-wrong-tree
https://www.clingendael.org/publication/russias-hybrid-doctrine-westbarking-wrong-tree
https://taskandpurpose.com/russian-military-syria-weapons-testing
https://taskandpurpose.com/russian-military-syria-weapons-testing

Vojtech Juréak — Jan Marek

Military Thought. A Russian Journal of Military Theory and Strategy. East View
Information Services. Online: www.eastview.com/resources/journals/military
-thought/

MUuUELLER 111, Robert S. (2019): Report on the Investigation into Russian Interference
in the 2016 Presidential Election. U.S. Department of Justice. Online: www.justice.
gov/storage/report.pdf

NATO (2023): NATO's Approach to Countering Disinformation. Online: www.nato.int/
cps/en/natohqg/topics_219728.htm?selectedLocale=en

RENz, Bettina (2016): Russia and ‘Hybrid Warfare’. Contemporary Politics, 22(3),
283-300.

Roskg, Frank A. (2018): As Russia and China Improve their Conventional Military
Capabilities, Should the US Rethink its Assumptions on Extended Nuclear Deterrence?
Brookings Institute. Online: www.brookings.edu/blog/order-from-chaos/2018/10/23/
as-russia-and-china -improve-their-conventional-military-capabilities-should-the-us
-rethink-its-assumptions-on-extended-nuclear-deterrence/

Rossiyskaya Gazeta. Eurotopics. Online: www.eurotopics.net/en/192468/rossiyskaya
-gazeta

Russian Federation Presidential Decree (2021): Yka3 Ilpe3unnenta Poccuiickoit
Denepannu O CTpareruu HaMOHAIBHOU Oe30macHocTH Poccuiickoit deneparmu
[Decree of the President of the Russian Federation on the National Security Strategy
of the Russian Federation]. Online: http:/publication.pravo.gov.ru

Security Council of the Russian Federation (2016): Doctrine of Information Security of
the Russian Federation. Online: www.scrf.gov.ru/security/information/DIB_engl/

SokoLsky, Richard (2017): The New NATO—Russia Military Balance: Implications for
European Security. Carnegie Endowment for International Peace. Online: https://
carnegieendowment.org/2017/03/13/new-nato-russia-military-balance-implications
-for-european-security-pub-68222

Stratégia narodnej bezpec¢nosti RF 2021. Online: http:/mepoforum.sk/staty-regiony/europa/
vychodna-europa/rusko/strategia-narodnej-bezpecnosti-ruskej-federacie-2021/

The Government of Hungary (2020): Hungary’s National Security Strategy. Online:
https://honvedelem.hu/hirek/government-resolution-1163-2020-21st-april.html

U.S. Congress, House, Armed Services, The Evolution of Hybrid Warfare and Key
Challenges 115 Cong., 1t sess., 2017. Online: www.govinfo.gov/content/pkg/CHRG-
115hhrg25088/html/CHRG-115hhrg25088.htm

U.S. Department of Defense (2010): Joint Publication 1-02. Department of Defense
Dictionary of Military and Associated Terms. Online: https:/irp.fas.org/doddir/dod/
ipl_02.pdf

42


https://www.eastview.com/resources/journals/military-thought/
https://www.eastview.com/resources/journals/military-thought/
https://www.justice.gov/storage/report.pdf
https://www.justice.gov/storage/report.pdf
https://www.nato.int/cps/en/natohq/topics_219728.htm?selectedLocale=en
https://www.nato.int/cps/en/natohq/topics_219728.htm?selectedLocale=en
https://www.brookings.edu/blog/order-from-chaos/2018/10/23/as-russia-and-china-improve-their-conventional-military-capabilities-should-the-us-rethink-its-assumptions-on-extended-nuclear-deterrence/
https://www.brookings.edu/blog/order-from-chaos/2018/10/23/as-russia-and-china-improve-their-conventional-military-capabilities-should-the-us-rethink-its-assumptions-on-extended-nuclear-deterrence/
https://www.brookings.edu/blog/order-from-chaos/2018/10/23/as-russia-and-china-improve-their-conventional-military-capabilities-should-the-us-rethink-its-assumptions-on-extended-nuclear-deterrence/
https://www.eurotopics.net/en/192468/rossiyskaya-gazeta
https://www.eurotopics.net/en/192468/rossiyskaya-gazeta
http://publication.pravo.gov.ru
http://www.scrf.gov.ru/security/information/DIB_engl/
http://mepoforum.sk/staty-regiony/europa/vychodna-europa/rusko/strategia-narodnej-bezpecnosti-ruskej-federacie-2021/
http://mepoforum.sk/staty-regiony/europa/vychodna-europa/rusko/strategia-narodnej-bezpecnosti-ruskej-federacie-2021/
https://honvedelem.hu/hirek/government-resolution-1163-2020-21st-april.html
https://www.govinfo.gov/content/pkg/CHRG-115hhrg25088/html/CHRG-115hhrg25088.htm
https://www.govinfo.gov/content/pkg/CHRG-115hhrg25088/html/CHRG-115hhrg25088.htm
https://irp.fas.org/doddir/dod/jp1_02.pdf
https://irp.fas.org/doddir/dod/jp1_02.pdf

Russian Practices

U.S. Department of Defense (2018): Summary of the National Defense Strategy of the
United States of America. Online: https://dod.defense.gov/ Portals/1/Documents/
pubs/2018-National-Defense-Strategy-Summary.pdf

U.S. Department of Defense (2022): National Defense Strategy. Online: https://apps.dtic.
mil/sti/trecms/pdf/AD1183539.pdf

VLADYKIN, Oleg (2018): Military Science Looks to the Future. Online: http://redstar.ru/
voennaya-nauka-smotrit-v-budushhee/?attempt=2

43


https://dod.defense.gov/ Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
https://dod.defense.gov/ Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf
https://apps.dtic.mil/sti/trecms/pdf/AD1183539.pdf
https://apps.dtic.mil/sti/trecms/pdf/AD1183539.pdf
http://redstar.ru/voennaya-nauka-smotrit-v-budushhee/?attempt=2
http://redstar.ru/voennaya-nauka-smotrit-v-budushhee/?attempt=2

