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Hybrid Warfare: Case Studies

The primary motivation for choosing the topic under the name Hybrid Warfare:
Case Studies was that many ambiguities and problematic areas in this area
had not been addressed in the past. Suppose individual countries are to be
sufficiently prepared and leading government officials can respond adequately
to the impact of hybrid threats. In that case, it is necessary to streamline deci-
sion-making processes. This publication’s primary goal is to analyse selected
topics of international political and social events and their subsequent application
to the concept of hybrid threats. The case studies examine different forms of
hybrid threats and, simultaneously, allow gathering information from which
to build a “database” for crisis management, national or international. Case
studies present valuable lessons that can be used to streamline decision-making
processes and create new strategies. The importance of case studies increases if
we want to learn from mistakes that have occurred in the past. The problem can
be their misunderstanding and eventual rejection by the competent authorities
or the public. The basis for the preparation of the publication was the scientific
research activity of the author, as well as the opinions and attitudes of many
professionals and experts from various domestic and foreign institutions dealing
with the issue of hybrid threats.

Theoretical background

The number and severity of hybrid threats have been increasing in recent years.
This phenomenon began to come to the fore especially after the annexation of
Crimea by the Russian Federation. Individual countries are confronted with
many requirements, the aim of which is to ensure the required level of crisis
prevention with an emphasis on hybrid threats and the ability to effectively
and efficiently respond to real threats. This is connected with the need to make
optimal decisions and effectively use the available resources needed to deal
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with hybrid threats. With the development of more complex techniques and
technologies, the possibility of the emergence of hybrid threats that hurt the
natural evolution of human society increases quite often. Questions about
preventing their occurrence and solutions are becoming an increasingly topical
subject. They can affect a large number of inhabitants and hurt a large area. Their
consequences primarily negatively affect the human community and the material,
social and cultural values in the territory affected by the influence of hybrid
threats. In some cases, the functionality and stability of the overall operation of
the state’s economy may be threatened and disrupted. In the introduction of the
paper, it is necessary to define the basic terms and concepts related to the solved
problem. These will be part of the theoretical basis for analysing selected case
studies and will allow us to assess the conditions in which different forms of
hybrid threats operate. Several factors influenced the choice of individual terms
and their concepts. The issue of fighting in a mixed way is quite complicated.
It is necessary to have specific knowledge about systems’ behaviour, functions
and connections to manage the negative consequences of hybrid threats. Hybrid
threats are defined as threats using a specific combination of political, military,
economic, social and information means and conventional, irregular, cata-
strophic, terrorist and criminal activity methods with various state and non-state
actors.? Hybrid threats are interconnected and operate in the disruption of state
functions. As part of conducting a mixed operation in the grey zone, the space
is not limited by physical barriers. In this context, actors can use cyberspace,
media, operational space, diverse spaces of operations, etc.’> A tool of hybrid
threats can be massive disinformation campaigns and the use of social media
for propaganda or radicalisation, recruitment and direct control of supporters.
A hybrid attack represents the synchronised use of several power tools adapted
to specific weaknesses in the entire spectrum of social functions to achieve
a synergistic effect. The advantage of a hybrid attack is that it is complicated to
assess whether the application of hybrid tools is taking place in the initial stages.
These can be applied for a more extended time, with the damage starting to show
itself only after a delay when the target’s ability to defend themselves effectively
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due to these attacks is already significantly impaired.* Hybrid threats can also
be directly or indirectly related to Chaos Theory. The butterfly effect points
out that the movement of a butterfly’s wings on one side of the planet can, over
time, cause a hurricane on the other side of the earth. These are relatively minor
events that can trigger crises. A prerequisite for proper and effective prevention,
as well as an effective solution to hybrid threats, is an understanding of their
essence, the function and tasks of the bodies responsible for their preparation
and resolution, their purpose, culture and processes taking place within them.’
In case of hybrid threats, it is difficult to predict their emergence and compre-
hensive course. In addition, the negative impact of hybrid threats can cause
several secondary crises, whether in the public or private sector. For this reason,
the existence of a specific type of management that deals with this issue and
is known as crisis management is essential. For the first time, the term crisis
management was used and practically applied in 1962 during the Cuban crisis.
American President John Fitzgerald Kennedy assembled a group of experts
from various fields whose task was to prevent the outbreak of World War 111
and to find a peaceful solution to the international crisis during the Cold War.6
Over time, crisis management has established itself in various areas not only of
military but especially of a non-military nature, such as politics, the economy
and the field of public administration. The subject of crisis management can be
a state, or a group of conditions for joint activity, for example, in the military
or the economy. Crisis management, as one of the primary tasks in the field of
security, includes various military and non-military procedures that must be
carried out, whether in the phase of prevention or response to emerging crises.
The North Atlantic Alliance (NATO) has various political-military tools at its
disposal to deal with problems with an emphasis on hybrid threats that may
threaten the security of the territory and the population of all members of the
Alliance.” The fundamental theoretical model of crisis management (Figure 1)
consists of four crisis management processes — prevention, crisis planning,
response and recovery.
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Prevention Crisis planning

Emergence of crisis event
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for prevention of new technology

Figure 1: The basic theoretical model of crisis management
Source: HOREMUZ 2010

In the prevention phase, the essential step is identifying and assessing all current
risks and threats, followed by processing crisis forecasts and scenarios. The
primary goal of prevention is the prevention of adverse consequences of crises
through various measures and activities. A separate and no less critical phase
of crisis management in the preparatory phase is crisis planning, within which
different types of crisis plans are processed.® The protection of society created the
prerequisites for connecting the prevention phase and the planning documents.
The period of preparation for solving crises and their emergence is followed by
the period of solving problems. An immediate response to a situation requires
the rapid deployment and coordination of the forces and resources necessary to
solve it. This phase follows from the direct acquisition of information about the
emergence of a crisis and its correct assessment and evaluation. The immediate
response is carried out through various activities, the primary objective of
which is to save human lives and material values, the environment and cultural
monuments. The recovery phase is predominantly developmental, allowing the
system to return to its original stabilised (pre-crisis) state. Feedback is of great
importance in the basic model of crisis management. It represents a means for
improving the quality of crisis management at its various levels.’ Crisis manage-
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ment is one of the primary tasks of NATO. As part of implementing an adequate
response to emerging crisis phenomena of a natural or military nature, Marinov
developed a strategic concept of crisis management within NATO. The model
assesses the current situation and creates a comprehensive response through
a six-phase crisis management process:

— identification of risk factors with subsequent warning of the population
and notification of specific bodies and institutions involved in crisis
management

— comprehensive assessment of the crisis phenomenon

— planning phase

— phase of the adequate reaction

— implementation of other necessary measures to minimise the negative
consequences of crisis phenomena of a natural or military nature

— transition to a phase that no longer poses a threat to countries that are
members of NATO

Marinov’s model allows crisis staff and committees within the NATO institution
to coordinate their work and provide information to the North Atlantic Council.
The individual phases are not precisely given from a time and organisational
point of view. They can overlap, and their length depends on the specific sit-
uation. One of the basic approaches that will allow us to assess the conditions
in which different forms of hybrid threats operate is the analysis of selected
case studies. There are five stages to creating a good case study. In the first
phase, deciding whether a case study is a suitable method for investigating the
selected problem is necessary. The second phase consists of defining the case,
the third of data collection and the fourth of their analysis. In the fifth, i.e. the
final step, the interpretation occurs, where the researcher’s task is to state what
he found out about the case during the research." Similarly to the definitions of
“hybrid threats” and “crisis management”, it is also possible to note considerable
terminological inconsistency and ambiguity in the purpose of the term case
study. A case study is an ideographic investigation of one individual, family,
group, organisation, village or society; its primary purpose is a description.
Attempts at explanations are also acceptable.'” The basis of a case study is
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capturing the complexity of cases, describing relationships and their integrity."
The premise of the case study is that we can understand many similar cases
based on the analysis of one point."* A high-quality case study should contain
five essential characteristics: the significance of the case, the completeness of
treatment, consideration of alternative perspectives, a sufficient amount of data,
creativity and attractiveness in therapy.”> A case in a case study can be explained
as a spatially bounded phenomenon observed at one point in time or one period
of time. A case in a case study can also represent a fixed phenomenon that is
an example of a class of similar phenomena forming a population.!® The objective
of the quantitative research strategy is to standardise specific work procedures.
Within the framework of a qualitative research strategy, it is essential how the
process of working with the researched object and the specifics of the researched
case proceeds, as well as understanding ongoing changes and interactions. As it
follows from the individual characteristics of the case study as a research method,
many data sources are essential, especially for methodological triangulation. Data
analysis is a demanding activity due to its complexity and quantity.

Case study: Czechoslovak Sudetenland

When examining the definition of the term hybrid war in detail, it can be con-
cluded that the manifestations of this specific type of war are not only
characteristic of the period of the 21% century but can be dated much earlier. One
of the first ways of conducting a hybrid war was, for example, the annexation of
the Czechoslovak Sudetenland to Nazi Germany. The creation of the Czecho-
slovak Republic in 1918 was preceded by a long academic debate between
prominent Czechoslovak politicians and philosophers, which, since the time of
Jungmann and Bolzano, concerned the issue of the organisation of the Czech
state (territorial principle versus national principle). Tomas Garrigue Masaryk,
the first Czechoslovak President, with his idea of Czechoslovakism, eventually
became the most influential thinker and figure in the creation of the
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Czechoslovak Republic.'” The problem lay in the designation “Czechoslovak”
being somewhat imprecise. About 50% of Czechs (approximately 6.8 million),
24% of Germans (approximately 3.2 million), 15% of Slovaks (approximately
1.9 million) and other national minorities such as Hungarians lived in the terri-
tory of the then Czechoslovak Republic, in addition to Ukrainians (Rusyns),
Jews, Poles and others.!”® President Masaryk offered the Germans to eliminate
their anti-Czech attitude and try to build a Czechoslovak state with other citizens.
He promised them minority rights and a democratic way of dealing but assured
them that the border territory would remain with Czechoslovakia.'” Soon after
the declaration of the Czechoslovak Republic, the military occupation of pre-
dominantly German-inhabited territories followed, which, since the end of the
19™ century (especially in the Chebsko region), formed one of the pillars of
extreme pan-Germanism.? The process of assimilation of the Sudeten Germans
took place mainly in the form of migrations of the Czech population to create
ethnically diverse areas.?! The year 1938 became a fundamental turning point
in the Czechs’ view of the Sudeten Germans, especially after the events connected
with the signing of the Munich Agreement. The then President Edvard Benes,
in his statement in 1942, stated, among other things, that “the word ‘Sudeten’,
‘Sudetenland’, ‘Sudetak’ will forever be associated in the Czech lands with the
Nazi brutality against us Czechs and democratic Germans carried out in the
fatal crisis before and after 1938”. Even shortly after the end of the Second World
War, various measures were issued that prohibited the use of the designation
Sudetenland and similar derived terms.?* Hitler planned to take responsibility
for the Germans in Czechoslovakia. He decided to proceed differently than in
the case of Austria. He counted on the use of the Sudeten Germans, who were
supposed to facilitate his seizure of Czechoslovakia.”® If Germany wanted to
implement its plans with Czechoslovakia, there had to be a closer German—Italian
alliance. This would eliminate the possibility of intervention by France and
Britain in favour of Czechoslovakia.** The instruction from Berlin was to submit
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proposals that Czechoslovakia could not fulfil, so there could not be an agreement
between Czechoslovakia and Germany.”® A typical example of conducting
a hybrid war was the demand of the Sudeten German party, whose goal was the
establishment of autonomous municipalities, districts and territorial adminis-
tration. They should have been under the leadership of district governors,
councils and committees and the administration was conducted in the language
of the population.?® Hitler’s fascism was greatly strengthened by the withdrawal
of the Czechoslovak borderland, especially by the economic and human poten-
tial and the weakening of the Czechoslovak army, which Hitler’s generals feared.”’
A hybrid war can have different aspects, for example, economic, energy or
logistical. Most coal mining, energy bases, and metallurgical and chemical
industries were located in separate territories. In the region that remained in
Czechoslovakia, agriculture prevailed over the industry. Germany wanted to
turn the rest of Czechoslovakia into an agrarian “pendant” of the German
industrial wheel. They cleverly determined the new Czechoslovak borders to cut
through all the main transport links, which made economic consolidation and
eventual defence against attack impossible. The state, territorially crippled in
this way, was also crippled by a change in its internal structure. Fascist Germany
directly interfered in internal affairs, regardless of the central government.
In Munich, the Czech bourgeoisie sacrificed their nation and important positions
of power. She left Slovakia to the will of the people’s clero-fascists and believed
that the economically weak Slovak bourgeoisie would need the cooperation of the
Czech capitalists.?® In the occupied sectors, so-called card files were lists of
defendants, where it was written what status belonged to them. It was distin-
guished, e.g. arrest, resolve, confiscate, police surveillance, etc. The commandos
were supposed to provide all the tasks performed by the state police authorities
in Germany.” The national aspect was one of the most critical aspects of con-
ducting a hybrid war. Most of the German population renounced Czechoslovak
citizenship after the occupation of the border and the declaration of the protec-
torate of Bohemia and Moravia. On the one hand, this change increased their
enthusiasm that the territory they lived in was annexed to Germany after many
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years. On the other hand, accepting the citizenship of the German Empire also
meant military duty. After the outbreak of war in the fall of 1939, most Sudeten
men were conscripted into the German army. The border areas suddenly began
to face a labour shortage, and, in addition to political issues, they also had to
deal with economic and social problems.*® Czech historians often view the
displacement of the Czech population as an expulsion by the Germans and
Hitler. Still, most of the Czech population fled “voluntarily” due to the loss of
employment and livelihood. Moreover, the Czech population was not expelled
by the German authorities but by the Sudeten German Freikorps and the Volun-
tary Protection Services, which Karl Hermann Frank®' later stopped. Of course,
the biggest concern was the part of the population who moved to the Sudetenland
in the interwar period as part of the development of the Sudetenland. The
number of old settlers who had always lived there mostly stayed in the Sudeten-
land. Those residents who owned property acquired through the land reform,
Czech nationalists, members of the defence units, officials of the physical edu-
cation association Sokol and former legionnaires also voluntarily left the
Sudetenland. They were all associated with the oppression of the Sudeten
Germans for the past twenty years, and they were all worried about how Hitler
would react to them.* In addition to the controlled eviction, there was also the
evacuation of the Czech intelligentsia, especially doctors, judges, officials,
teachers, etc., who were heading to the interior or the villages located on the
demarcation line.** Czechs lived in the city without any cultural and social
activities. Only German films were shown in the cinemas, the same in the theatre
or concerts. The success was the rescue of four thousand books from the Czech
city and district library destined for liquidation. German members of the Hitler
Youth group attacked Slovak pupils to prevent them from saving the books.*
There were arrests of German anti-fascists, communists and social democrats,
e.g. in Odary, Opava, Bielovci or Ptibor. In the first years of the occupation, the
resistance movement was mainly concentrated around the industrial centres of
Novoji¢in and Ostrava. Deputations, petitions and even demonstrations were
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organised against the work in Czech areas, such as P¥ibor, Koptivnice, Stramberk
or Stranik. In the autumn of 1938, illegal groups of Czech and German anti-fas-
cists were formed in Kopfivnica, Strambersko and P¥iborsko.?s An exciting
example of German propaganda was the change of the printed newspaper
Neutitscheiner Zeitung to Deutsche Volkszeitung. The motif of liberation was
visible on all sides. Everything was coloured red, and everything was decorated
with portraits of Hitler and swastikas. Hands with broken shackles became
an important symbol of liberation from twenty years of suffering alongside the
Czechoslovakians. We would also find Germans who did not care about joining
the Reich. The Head of the district court and the district judge in Bystrica pod
Hostynom wanted to stay in the rest of Czechoslovakia because they had Czech
families and lived in a Czech environment, and did not know the German
language. The relocated District Office in Hranice was even involved in staying
in the republic. Czech cities and towns sent petitions against the German
occupation, and demonstrations were held, due to which martial law was
declared. While martial law was not declared in Novoji¢in in September,
October and November 1938, this measure was taken due to Czech protests.*
Germany built the occupation administration gradually, and its ultimate goal
was to pursue a “final solution” to the Czech question. The Nazi occupation
was supposed to culminate in the “Germanisation of space and people”. It means
the ethnic and, thus, for the most part, the physical liquidation of the Czech
nation. Efforts for the intellectual liquidation of the country were already
manifested after the university riots on 28 October 1939. The shooting of student
Jan Opletal and the demonstration at his funeral gave the occupiers an excuse
to close all universities, and Czech students lost the right to education. The
tactic of dividing Czechoslovakia worked out for Hitler precisely as he planned.
Since the Munich Agreement, nothing has prevented him from doing so.
Questions of what would have happened if the Western powers had not accepted
Hitler’s game are difficult to solve today. Richard Chamberlain’s policy of
“saving peace at all costs” led to the demise of Czechoslovakia and the strength-
ening of the power of Nazi Germany.*’
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Case study: The first and second wars in Chechnya

The first and second wars in Chechnya between 1994 and 1996, respectively
from 1999 to 2009, can be considered another example of conducting war in
a hybrid way. The conflicting groups in the first Chechen war were Russia on
one side and Chechen separatists on the other, supported by a smaller number of
Islamic fighters from various Islamic countries.*® At the time of the war, Russia
and the Russian army were headed by Boris Yeltsin. On the side of Chechnya,
it was mainly the then-president Dzhokhar Dudayev. But military commander
Shamil Basayev also played an important role.* Within the framework of the
first and second wars in Chechnya, specific instruments of warfare were used
in a hybrid way. One of the ways can be referring to the nation’s collective
historical memory. Individual arguments, whether in the form of historical facts
or myths, were used as a tool to approve participation in the war conflict and
the mobilisation of society. On both sides of the conflict, the nation’s historical
memory was activated in Chechnya. For example, part of the Chechen ideology
was mainly a traumatic history, full of suffering, oppression and fights with
Russia for freedom, their land, and the image of Russia as a constant danger
and threat.*® The wars in Chechnya were, among other things, labelled as
an information war. The victory of Chechnya in the first war was helped by its
victory in the information campaign, namely that Movladi Udugov, a Chechen
politician, ideologist and propagandist, created a favourable image of Chechnya.
However, in the second Chechen war, Russia learned from its mistakes and
used the situation in the information environment to its advantage. Chechen
ideology worked with the fact that Chechens are historically, culturally, ethnically
and religiously different from Russians and Russia. For centuries, they were
variously oppressed, persecuted, or even liquidated by the Russians. Chechnya
always had a special status during the Soviet era. This region claimed the right
to self-determination and independence after the collapse of the Soviet Union.
On the other hand, the Russian side considered Chechnya an integral part of its
territory and did not want to give it up.* During the war, Chechen separatists
combined the conventional way of conducting an armed struggle with the
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guerrilla way of fighting. Psychological operations were carried out to sway
the local population to their side and, at the same time to carry out criminal
activities and terrorist attacks not only on the Chechen Autonomous Republic
but especially on the rest of the territory of the Russian Federation. Many of the
Chechen separatists’ activities have been labelled war crimes. They have resulted
in the deaths of many innocent civilians, including children, such as in the Beslan
massacre in 2004.% In case of the first Chechen war, it is possible to observe
hostile groups, the presence of leaders, a clear conflict ideology, demonstrable
organisation and communication in groups, and sufficient financing of both sides
of the conflict. The conflicting groups in the second Chechen war were the same
as in the first, the only difference being the higher rate of involvement of groups
of Islamic fighters.* A typical manifestation of the leadership conflict in a hybrid
way is various terrorist and sabotage actions. The causes and consequences of
terrorism in the post-Soviet space as the most severe non-military threat would
require a unique analysis. It is a severe problem that the Russian Federation will
probably have to face in the future to an increasing extent or to work closely with
other states to eliminate it.* Terrorist acts of armed men (bandits) related to the
so-called first Chechen war (terrorist acts in Budjonnovsk, Kizlar, in 1995 and
1996) had the task of transferring violence and instability beyond the borders of
Chechnya. Terrorist acts in the second Chechen war (the controversial explosions
of residential buildings in Moscow in 1999, which preceded the invasion of
Chechnya by federal troops, the last terrorist attack on the theatre in Dubrovka
in 2002, or on the school in Beslan in 2004) were in some way connected with
the so-called “Chechen trail” — by persons of “Caucasian nationality” (explosion
of trains on the Moscow — St. Petersburg line in 2007 or 2009). However, it
is essential that in the fight against terrorism, the Russian political leadership
took an uncompromising position and tried to solve the situation violently. The
political solution to the Chechen conflict was also influenced by the fact that the
majority of the population of Chechnya did not identify with violent (terrorist)
ways of fighting nor with Islam, to which Dudayev’s regime initially began to
lean.* Within the first Chechen war framework, it is also possible to discuss the
conflict due to the dispute over raw materials. In the Chechen territory, there
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are relatively large reserves of oil and plants for processing this raw material,
and an oil pipeline passes through there, which was already in the Chechen
territory during the Soviet era. Therefore, it is possible to assume that, among
other things, Russia did not want to lose the stocks of this strategically important
raw material and control over the oil pipeline. Economic enrichment was present
during the first Chechen war in various criminal activities, but the funds obtained
from it were used to finance the conflict.*® During the second Chechen war, the
situation in the case of economic enrichment was different. Before the outbreak
of the second Chechen war, individual leaders of military groups in Chechnya
also competed for power. For this competition, they used financing from Islamic
states and criminal activities of various natures. This financing was used in the
interwar period to gain influence and power in Chechnya. Most of them were
carried out in exchange for accepting Islamist ideas. This indicates that individual
Chechen leaders were not only interested in the future of Chechnya (although
it still played a primary role) but also for personal benefit, which is connected
with economic enrichment.*’

Case study: The second Lebanon War

In 2006, the second war occurred in Lebanon, where Israel and Hezbollah fought
against each other. This conflict was not successful on the part of Israel. The row
erupted on 12 July 2006, after Hezbollah began shelling Israeli military positions
and border villages in northern Israel with rocket launchers and mortars. One of
the reasons the Israeli army failed to fulfil its goals was the false hope for the suc-
cess of the new operational concepts and strategies associated with the revolution
in military affairs. The main problem of the Israel Defense Forces, which became
apparent in the war with Hezbollah, was that the Israeli army did not function
as a whole.*® In practice, it looked like the structure and equipment of the Israeli
army had already been adapted to the new standards related to the revolution in
military affairs. However, operationally the army still functioned based on the
concepts of low-intensity conflict and limited conflict. Among other things,
the fact that Hezbollah knew how to use the experience of the wars against Israel
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to counter many aspects of the new strategy, inspired by the revolution in military
affairs, played an important role. Hezbollah demonstrated this approach, for
example, by hiding its soldiers among the local population so that the Israeli army
would not be able to identify key Hezbollah positions and neutralise them with
precision-guided weapons. In addition, Hezbollah also focused on counterattacks.
These consisted, for example, of guerrilla forms of attacks, asymmetric tactics, or
persistent rocket attacks aimed at Israeli population zones.* No operational and
tactical doctrine with elements of a revolution in military affairs can effectively
act against an ideologically motivated and determined enemy, who uses simple
but effective technologies and relies on decentralised forms of management and
command. On the other hand, attributing the failure and low effectiveness of
the Israeli forces in the war in Lebanon in 2006 is an oversimplified perception
of reality. The Lebanon war cannot serve as empirical evidence for the new
operational strategy of the Israel Defense Forces because it was not actually
implemented in this conflict.*® A typical manifestation of the hybrid war in the
conflict between the Lebanese Hezbollah and Israel can be considered to be
the use of, for example, the partisan way of conducting information warfare,
psychological warfare, and criminal and terrorist activities. In the fight against
the Israeli armed forces, the leadership of Hezbollah was able to concentrate,
use and coordinate the attacks and movements of paramilitary units, criminal
groups and terrorist cells, set traps and use Iranian military, financial, material
and technical support. Attacks on Israeli troops were preceded by a massive
information campaign aimed at Arab and Muslim communities and the world
public as part of the hybrid way of conducting the battle. Photos of dead civilians,
destroyed buildings, and videos showing the suffering of older men, women and
children, bombed civilian homes, schools and hospitals after Israeli attacks were
intended to gain sympathy for themselves and condemn Israel. Photos and videos
were immediately sent to all the world’s media and published on the Internet.
As a result, there were reactions from many countries, which demanded an end
to Israeli attacks on Lebanese territory, accused of committing war crimes, and
psychological pressure was put on the leading political and military leaders of
the Jewish state.
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Case study: Russian Federation cyberattack on Estonia

The large-scale and sophisticated cyber operation began on 1 May 2007, and
lasted 22 days. The reason for the attack was supposed to be the relocation of
a Red Army monument from the centre of Tallinn. First, the opening pages
of the official websites were removed and replaced with images that defamed the
Prime Minister. Several hacked websites were replaced with Russian propaganda
or fake apology sites, but most attacks were aimed at shutting them down. An
Estonian Ministry of Defence spokesman compared these attacks to those against
the United States of America on 11 September 2001.5' Internet communication
immediately collapsed, and servers were overwhelmed. Russian-speaking resi-
dents took to the streets of the capital Tallinn. The domestic population of Estonia
began to feel fear and insecurity. The attack was directed not only at press insti-
tutions but also at large commercial banks. Information systems were blocked,
and Estonians of Russian origin invaded the capital’s centre. Subsequently, the
sale of fuel and typical food commodities was interrupted. Estonia expected the
Russian Federation to send military convoys to their country. However, no alarm
was declared, the border guard did not announce any interventions, and Estonian
airspace was not violated. It was about operations in cyberspace. The situation
was also complicated because attackers constantly improved their malicious
attacks to avoid filters. It means that whoever was behind it was sophisticated, fast
and intelligent.>? At the time of the attack, about 98% of the territory of Estonia
was covered by the Internet, two-thirds of the population used the Internet daily,
and more than 95% of banking operations were conducted electronically.” The
only possible defence was to cut the Internet connection between Estonia and
the rest of the world. The main goal of the attack was to destabilise society in
Estonia. A Botnet network was used in the attack. This technique, working on the
principle of the Trojan horse, makes it possible to carry out attackers’ commands
directed at tens of thousands of computers, control them remotely and conduct
massive attacks. It was necessary to ensure the protection of the media. Without
access to information, people are unable to understand individual contexts. The
cyberattacks on the Estonian Government are considered the first-ever case of
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cyber warfare. As it was a politically motivated and highly coordinated attack
on the government of a sovereign state by another state, the definition of cyber
terrorism, in this case, is no longer sufficient.>

Case study: The war in Georgia

The war in Georgia began on 1 August 2008, when Georgian troops started
shelling Tskhinvali — the capital of the separatist region South Ossetia, including
residential areas — with mortars, grenade launchers and small arms. The first
people died, the first material damage occurred, and as Georgia continued to
concentrate and deploy its forces on the borders of South Ossetia, the evacuation
of civilians to North Ossetia began.> On 7 August, units of the Georgian armed
forces shelled Tskhinvali and other Ossetian cities again. The war finally broke
out in full on 8 August 2008, the opening day of the 29" Summer Olympics in
Beijing. Georgia surprisingly attacked South Ossetia after signing a ceasefire,
surrounded its capital and launched a massive offensive. They also attacked
the Russian barracks and killed ten Russian soldiers during the attack. Russia
requested an extraordinary session of the UN Security Council. After Georgian
troops continued to attack Tskhinvali and other Ossetian cities by land and air,
the South Ossetian Parliament asked Russia for help. This launched a counter-
offensive a few hours later by units of the 58" Army, which radically changed the
balance of forces on the battlefield. After the expulsion of Georgian troops from
South Ossetia, Russian military units continued to attack Georgian armed forces,
military facilities, warehouses, bases and command posts and advance through
Georgian territory. They stopped 55 km from Tbilisi when Russian President
Dmitry Medvedev ordered them to end military operations in Georgia.’® Both
sides of the armed conflict waged an intense information war, which made
it difficult to separate the facts from the deliberately spread misinformation.
In addition to Moscow and Thbilisi accusing each other of killing civilians and
creating a humanitarian disaster, Moscow blamed Georgia for unleashing the
bloodshed and likened its actions in South Ossetia to genocide. In contrast,
Georgian President Mikheil Saakashvili accused Russia of trying to subjugate
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his country. Later, a report (commissioned by the European Union) was drawn
up by a team led by Swiss diplomat Heidi Tagliavini directly stating that there
was a massive Georgian sniper and artillery attack on the city of Tskhinvali on
the night of 7-8 August 2008. This was considered the beginning of the state of
war.”’ Three years later, the Prime Minister of Georgia, Bidzina Ivanishvili, also
accused President Saakashvili and his supporters of being responsible for starting
the war with Russia in 2008. The independent Georgian commission of inquiry
reached the same conclusion, which dealt with the causes and consequences of
escalating the situation in the Caucasus in 2008.%® On the other hand, Russia was
criticised by several parties and by several prominent politicians for the entry of
Russian troops into the territory of Georgia. In the report above, the European
Union accused Moscow of provocations and his disproportionate reaction to the
attack on Russian soldiers. Three main themes dominated the information war:
— Georgia and especially its President Saakashvili were the aggressors
— Russia was forced to intervene to defend its citizens and prevent a human-
itarian catastrophe
— The West has no legitimate reason to criticise Russia because Russia only
did what the West did in 1999 in Serbia and Kosovo

In parallel with the information war against Georgia, cyber warfare also occurred.
Several prominent Georgian websites were hacked and altered, including those of
the Georgian President, the Ministry of Foreign Affairs, the National Bank, the
Parliament and the Supreme Court. These cyberattacks were centrally directed
and coordinated. In addition, Russian airborne troops and special purpose forces
played an important role.

Case study: Cyberattacks on Iran’s nuclear facilities

Cyberattacks also often affect such areas as the energy industry and the supply
of network services and utilities in general (heat, water, etc.). An attacker or
their group tries to gain access to crucial information or infrastructure elements
(power plants, distribution systems, control centres) to control them or upload
malicious code into them that will execute specific commands. This is helped by
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the fact that, at present, there is almost no complex energy or network system that
would be managed without the use of information technology.* One example of
a cyberattack on an energy facility is the attack on a uranium enrichment plant
in 2010. This attack aimed to delay or completely stop the start-up of a nuclear
power plant in Iran. From the point of view of cyber warfare, the most significant
is the Stuxnet worm, also called the “father of cyber weapons™.®® This specific
form of hybrid warfare aimed to disable and destroy several hundred uranium
enrichment centrifuges by altering their rotational frequency. First, they spun
above the permitted limit and then slowed down to an extended speed. This
caused their collapse, financial losses and delays in commissioning the power
plant itself. Given the architectural complexity of Stuxnet, it is very likely that
its authors were experts with substantial financial potential. For this reason, the
USA and Israel were suspected of the attack.®' The capabilities of this worm
were such that it is considered the most expensive and challenging project in the
history of malware to date. Stuxnet reportedly contained security certificates
stolen from legitimate software companies, used several zero-day vulnera-
bilities, and was able to spread both over a computer network and via a USB
device. The initial infection is believed to have originated from an employee or
supplier’s USB drive. The attack itself had three phases. In the first phase, the
infected worm targeted the MS Windows OS. In the second phase, it infiltrated
the Windows-based Siemens Step7 software, which he further compromised
and gained access to the PLC (programmable logic automaton) controlling
the uranium enrichment centrifuges, which also became infected. In the final
phase, Stuxnet used two techniques to self-destruct the centrifuges. First, there
was an adjustment of the frequency of change of spins of centrifuges above
and below safe operating values. Subsequently, it caused over pressurisation
of the centrifuge and thus an increased load on the rotor. Stuxnet was also
able to hide its presence both because it had control over communication with
the PLC and also through the use of rootkit functions. In one year, Stuxnet is
believed to have damaged a fifth of the centrifuges at Natanz and contributed
to the slowdown of Iran’s nuclear program.®
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Case study: The war in Libya

The causes of conflict are identical to the objects of mutual incompatibility, that
is, the publicly declared incompatible interests of the primary actors involved.
We can register the split of opinion and attraction between the parties involved
on several levels, namely political, ideological, religious and economic. In the
political dimension, understanding the incompatibility of interests is relatively
simple. The decentralisation of political power and the absence of a central, gen-
erally acceptable government represented an opportunity for several militarily
significant and influential actors to try to legislate their political agenda and
thus become a dominant actor in post-revolutionary Libya.®® The revolutionary
public sentiment that began to spread across the Middle East also hit Libya on
15 February 2011, when security forces in Benghazi arrested prominent lawyer
Fathi Terbil, representing the families of more than 1,000 prisoners killed by
security forces during the Abu Salim prison riot in 1996. After being released
on the same day, Terbil set up a web camera in Benghazi’s main square to
film families protesting his arrest. Security forces intervened and suppressed
the protests. The video quickly spread across the Internet. This demonstration
occurred two days before the so-called “day of anger” planned by youth groups
via Facebook and Twitter for 17 February 2011. The protests, concentrated in
the eastern part of Libya, centred on Benghazi, soon spread to other cities. By
21 February 2011, almost all of Libya, fuelled by the regime’s brutal response,
which also brought casualties and was marked by panic, was in revolt. By the end
of the month, the insurgents (although organisationally incompetent) imposed
control over the eastern half of the country. But Muammar Gaddafi made it
clear that he was ready to fight. In early March, forces loyal to the leader began
successfully attacking cities and oil facilities in the east of the country to regain
lost territory.** The insurgents suffered thousands of casualties but were able to
seize and control several cities, including Benghazi. The rebels and volunteers
could continue to the port of Cyrenaica. These troops were undisciplined, poorly
trained and confused; they controlled less than one-third of the territory and even
less of the natural resources. An incredible number of rivalries emerged between
the self-proclaimed members of the transitional council.® The specific reason
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for conducting a hybrid war in Libya was, of course, also an economic interest.
Libya currently has an oil wealth of more than 48 billion barrels of oil. Control
of oil fields and elements of the oil infrastructure is therefore desirable for all the
essential actors of the civil war. This was also reflected in the dynamics of the
conflict since locations rich in oil or necessary in the context of its transportation
or processing are the places of the most frequent and intense armed clashes.®

Case study: Russia’s annexation of Crimea

Having learned from the conflict with Georgia, Russia used a wide range of
military (symmetric and asymmetric), political, economic, information, propa-
ganda, diplomatic and cyber means of warfare during the successful annexation
of Crimea in the spring of 2014. By Gerasimov’s concept of a hybrid war, it
turned out that Moscow was not about eliminating the enemy but dominating
him. The use of conventional military force has become almost useless. Con-
trolling the minds of the Crimean population, soldiers, sailors and members of
other armed forces resulted in them betraying their state and supporting the
aggressor under the informational and psychological influence (pressure). By
doing so, they enabled Russia to achieve the set goal.®” The operation took place
according to the prepared scenario. After the transfer of well-armed, equipped
and trained personnel, critical administrative buildings, offices, airports and
military bases were quickly occupied. A supply of destabilising civilian groups
was ensured to provoke discontent among the local population. Special forces,
intelligence services and members of private security agencies with experience
in Transnistria, Chechnya and Bosnia and Herzegovina were deployed. At the
same time, informational and psychological warfare continued, focusing on the
elimination of places of resistance.®® Ukraine was not at all prepared for such
a situation. Its new political leadership was incapable of taking decisions ade-
quate to the problem and issuing meaningful orders to the state’s armed forces.
Due to the absence of orders from the highest representatives of the country,
their command was unable to manage, organise and certainly not coordinate the
activities of individual armed and security forces and take effective and efficient
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countermeasures to prevent the annexation of the peninsula. The problem also
consisted of the Ukrainian army and the security troops being underfunded,
insufficiently armed, equipped and supplied for a long time. Low levels of pre-
paredness and training, with little or no experience in combat operations, resulted
in low levels of loyalty to the government.® In case of the annexation of Crimea
and the conflict in Southeastern Ukraine, unlike the Russian—Georgian war in
2008, all methods of conducting a hybrid war, both military and non-military,
have already been fully demonstrated. Russia and its supported separatists can
deploy many troops and military equipment into the conflict within the military
dimension. According to the U.S. Department of Defense, in November 2014,
Russia had 7,000 soldiers in Ukraine (not including Crimea). More than 40,000
of them have been deployed in Ukraine, which Russia denies. On the contrary;, it
accuses the United States and NATO countries of helping the Ukrainian armed
forces, both regular and irregular, through advisers from the armed forces, special
forces and intelligence services and private military and security companies
financed by them. Russia and Russian organisations, on the other hand, actively
support (logistically, materially and personally) the separatists, who represent
a combination of the local population, citizens of Russia and other countries of
the former Soviet Union, including several volunteers from Slovakia, the Czech
Republic and other European countries. Within the non-military dimension, it is
necessary to point out the use of diplomatic, economic, informational, cyber and
humanitarian tools. For example, Russian diplomacy strives on the ground of
world organisations to defend its activities and weaken Kyiv’s position, mainly
by promoting the federalisation of Ukraine. Among the economic instruments,
it especially concerns the manipulation of the price of imported Russian natural
gas and restrictive non-tariff measures on Ukrainian food products. Sanctions in
the form of a ban on importing various types of food and goods to Russia or using
Russian airspace by Ukrainian airlines are also unpleasant for the Ukrainian
economy. Russia also uses the so-called new propaganda, which does not aim to
convince the recipient of the information, but mainly to make him uncertain about
what is true and what is not and what can be believed. To maintain the support
of the domestic population, Russia uses a wide range of media, especially state
television, which, with its coverage of Ukraine, can significantly influence not
only trained but also Ukrainian public opinion. An essential role in this area is
also played by paid internet bloggers, who contribute to discussions on domestic
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and foreign websites expressing support for Russian activities and question-
ing anti-Russian views and actions. As part of the use of cyber tools, several
cyberattacks on websites and systems of Ukrainian state institutions, transport
networks, websites of volunteer battalions, and cyberattacks using malware or
spyware can be mentioned. Within the framework of non-military instruments,
we cannot forget the supply of food, medicines, material and equipment through
humanitarian convoys from Russia and the fulfilment of other tasks under the
guise of humanitarian activities.”” The conflict in Ukraine has shown that some
key battles may take place in cyberspace or the communications sphere rather
than on land, sea or air. This conflict is an example of an operation in which
the use of conventional forces was minimised. Throughout the conflict, Russia
used the possibilities offered by modern technology and media. This led to the
mobilisation of his supporters, the demonisation of his enemies and the enemy
government’s demoralisation.” In this context, we can talk about the so-called
information war, which represents a set of activities, often mutually coordinated
in terms of goal, place and time. They extract, disable, change, damage or destroy
the information or its resources. This makes achieving advantages in combat or
victory over a specific opponent. Thus, through informational and psychological
influence, Russia managed to influence the minds of the Crimean population,
military and other armed forces, who subsequently switched to Russia’s side and
thus helped the annexation of Crimea.”

Results and discussion

The paper’s primary goal is to analyse selected cases of international political and
social events and their subsequent application to the concept of hybrid threats.
The content of the methodology is the analysis and comparison of selected forms
of hybrid threats through case studies. An evaluation table of these case studies
was created to analyse selected forms of hybrid threats through case studies,
followed by their comparison (Table 1). The columns contain chosen case stud-
ies, and the rows represent the criteria — selected characteristics of individual
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case studies. The desired characteristics are the different types and forms of
means used for the conduct of hybrid warfare.

Table 1: Evaluation table of selected case studies

Criteria — Case Studies 1 2 3 4 5 6 7 8

Military means Yes Yes Yes No Yes No Yes Yes
Political means Yes Yes Yes Yes Yes No Yes Yes
Economic means Yes Yes Yes No No No No Yes
Information resources Yes Yes Yes Yes Yes No Yes Yes
Cyber means No No No Yes Yes Yes Yes Yes
Propaganda means Yes Yes Yes Yes Yes No Yes Yes
Diplomatic means No No No No No No No Yes
Psychological means Yes Yes Yes Yes Yes Yes Yes Yes
Terrorist means No Yes Yes No No No No No
Media resources Yes Yes Yes Yes Yes No Yes Yes
Controlling the minds of the population No No Yes Yes No No Yes Yes
Destabilising units No No Yes No Yes No No Yes
Protest potential of the population Yes Yes Yes Yes No No Yes Yes

Source: Compiled by the author

The evaluation table of selected case studies was processed through comparison.
The assessment of the case studies was carried out primarily based on selected
professional literature from various authors dealing with the issue of hybrid
threats, including consultations with specialists and experts from institutions
dealing with the issue of hybrid threats, such as the Armed Forces Academy of
General Milan Rastislav Stefanik in Liptovsky Mikulas, the Academy of the
Police Force in Bratislava, the General Tadeusz Ko$ciuszko Military University
of Land Forces in Wroclaw and the Occupational Safety Research Institute in
Prague. The selection and formulation of evaluation criteria, or characteristics of
individual case studies, were influenced by several facts. The evaluation criteria
were designed to consider the structure and nature of hybrid threats in the past
with practical application to the current global security environment. All the
mentioned case studies have a different nature of the action of various forms of
hybrid threats. Each selected case study has its specific position, principles and
environment in which the participants used the mixed threat factors. Hybrid
warfare is not a new type of warfare but a form that has been present since the
beginning of written history. The combination of regular and irregular military
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forces and other measures aimed at destabilising the adversary is not new. How-
ever, about hybrid warfare in the past, the critical dimension today is to achieve
dominance in the information domain. The importance of acquiring information
dominance is visible in the analysed hybrid war examples (Lebanon, Crimea).
The use of propaganda-psychological warfare in combination with intelligence
operations and other types of coercion is aimed at destabilising society and
facilitating external intervention to gain control over it. An essential means and
characteristic feature of conducting a hybrid war is the use of the population’s
protest potential (dominant in the conflicts of the Arab Spring, Estonia and
Ukraine). When discussing defence against hybrid threats, the role of external
factors (NATO, EU) is often emphasised. However, suppose the attacked society,
nation, or state cannot face the first attack. In that case, the external assistance
could be delayed or fail if the attacking party achieves the desired goals with
quick actions. This means that the first line of defence is the preservation of the
social cohesion of the attacked community (example of Chechnya). The state’s
resistance to hybrid combat will be maintained and built. In hybrid warfare, the
aggressor seeks to quickly achieve victory in situations where he is unprepared
or unable to launch a conventional military attack. Suppose the attacked state
can successfully counter the first attack. In that case, the aggressor is faced
with withdrawing or further escalating the crisis by conducting direct military
intervention (a situation sought to be avoided by using hybrid warfare). Even if
the aggressor succeeds, maintaining long-term social cohesion in the attacked
state creates an opportunity to negate the aggressor’s success. National identity
is crucial for maintaining social cohesion.

Conclusion

States have power structures that manage available resources in peace. These
structures aggregate various military headquarters, facilities and organisations
created for filling, training and arming military units. The tactical level mainly
uses standardised forms, but they are different from the structures built in times
of war and other crises. The military system includes regular and active units,
reserves and militias. Some elements even cooperate with irregular forces.
Analysing new threats and preparing to act against them is essential to ensure
security. However, in case of hybrid threats, this process is complex. The hybrid
adversary is fast-changing, flexible and adaptable. This contribution had the
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ambition to clarify its structure to understand its possible action better. How-
ever, it is necessary to realise that its structure is extensive and diverse. The
activities of the individual components can be managed from one coordination
centre to achieve the maximum synergistic effect, or the individual elements
are independent, and each pursues its interest. When creating enemy forces of
a hybrid nature for the needs of military exercises, it is, therefore, necessary to
simulate the complexity of individual actors in the operational environment,
determine their mutual relationships and create combat formations in which they
will operate on unique battlefields. Hybrid threats are a new type of threat in the
global security environment. For the effective elimination of hybrid threats, it
is necessary to prepare the security forces of the state focused on these threats.
Preparation should include the implementation of interdepartmental and military
exercises aimed at the decision-making process, command and control systems,
and tactical activities. For the practices to be as similar as possible to reality, it is
necessary to focus primarily on creating the structure and combat formations of
hybrid threats. Training units before deployment into an operational environment
requires a different approach than in the past. Teams must be prepared to carry
out a full range of operations in the face of a wide range of possible threats
and, simultaneously, be ready to face third parties whose interests may differ.
None of the hybrid threats is purely military. The above analysis of the content
of the training aid can be an inspiration for the future training of units of the
Slovak Armed Forces. Even though the concept of hybrid wars has undergone
a complex development since its beginnings, numerous conferences, workshops,
round tables and publications, we cannot say that it has reached clear limits.
We cannot precisely characterise this type of war, what else belongs to it and
what does not. It is documented by several definitions, which are empirical,
and almost every conflict, whether state or non-state, can be included in this
type of war. Instead, the concept is associated with the complex action of various
actors, with the problematic use of military and non-military tools, which are
aimed not only at the state’s military power, or the North Atlantic Alliance but
at the whole society. The presented structure of hybrid threats serves primarily
as a training aid. The threat must be an uncooperative adversary, able to screen
all the capabilities and critical tasks necessary for success. However, it must
be tailored to the specific requirements of particular training. In most cases,
however, in addition to creating the structure itself, it is also necessary to develop
the battle’s organisation and the units’ assignment to tasks and activities. Various
tools and means for modelling and simulating hybrid threats or their secondary
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consequences also serve this purpose. Their primary goal is to facilitate the work
of commanders in making decisions from the point of view of the offered options,
even if the commander himself must make the final decision. It is advantageous
to use this possibility either during the preparation and planning of operations or
only during exercises for real situations at different levels and types of command.

Questions

1. What significance did the personality of Tomas Garrigue Masaryk have
in connection with the independence of Czechoslovakia?

2. What terrorist and sabotage actions took place during the first and second
Chechen war?

3. Describe the main problem of the Israel Defense Forces during the second
Lebanon war.

4. Describe the three main themes that dominated the information war in
Georgia in 2008.

5. Inwhich case studies has protest potential of the population not been used
as part of the tools of hybrid warfare?
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