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Introduction

“It’s not good for Europe to be the permanent security vassal of the United 
States.” For the United States Vice President J. D. Vance, Europe is a vassal 
of the United States. 1  This is also the conclusion of the latest National 
Security Strategy of the United States of America, dated November 2025: 

“Enabling Europe to stand on its own feet and operate as a group of aligned 
sovereign nations, including by taking primary responsibility for its own 
defence, without being dominated by any adversarial power.” 2  Europe 
would therefore be lagging behind, unable to steer itself, and the United 
States would be the unexpected saviour of the Old Continent. 3  The United 
States is indeed preeminent in many sectors, including the digital and space 
sectors. Europe – meaning this term in a broad sense, both the European 
Space Agency (ESA), the European Union (EU) and the states of the 
European continent (in the narrow sense, excluding Türkiye and Russia) – is 
struggling to compete. Without focusing on the veracity of such a statement, 

1	 France 24 2025a.
2	 The White House 2025a: 27.
3	 This other quote helps to understand the spirit of the document: “But this economic 

decline is eclipsed by the real and more stark prospect of civilizational erasure” (The White 
House 2025a: 25).

https://doi.org/10.36250/01374_11
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it must be recognised that in the satellite communications sector, the U.S. 
mega constellations – namely the two main constellations, Starlink from 
the company SpaceX and soon Amazon LEO – dominate the world market 
pending the arrival of Chinese constellations.

At first glance, there is nothing to worry about: not all countries are 
destined to send such infrastructures into space; Europe is therefore not 
necessarily threatened by such activities and can even benefit from them, 
with, for example, the launch of Amazon’s future satellites with Ariane 6. 
At first glance, only because the data that passes through these satellites is 
not protected. In contrast, U.S. law is designed to prevent legal protection. 
In this demonstration, we will explain the legal architecture that allows 
U.S. authorities to access all this data and the vulnerabilities it poses for 
European countries and their populations. This demonstration can only 
be complete after an understanding of the place of data and of the U.S. in 
our contemporary world.

Context – Data, space and Europe

To understand the issues surrounding space telecommunications capabilities, 
it is necessary to explain first why and how data is at the heart of our society. 
Only once this element is understood and explained will we be able to 
contextualise the space sector in this environment. Finally, it will be time 
to show the respective places of the United States and Europe in this world 
of data.

Digital data at the centre of the world

The term data is very broad and can be defined in several ways. We will retain 
a broad but numerical definition: data is information, such as an image, 
a message, a document, but also more subtle information, such as the time 
a user uses an application, or his or her personal information. Metadata, data 
that provides information about other data, is included in this definition. In 
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short, everything that is created and/or informed and/or communicated 
on/by an electronic device is digital data that interests us. Digital data is 
created by a variety of actors: the average person, through their use of the 
internet, emails and other applications, but also companies (quotes, invoices, 
orders, patents, etc.), governments and armies. It is also becoming essential 
to take into account data generated by artificial intelligence of all kinds.

The numbers are uncertain, but the volume of data created each year 
continues to increase. In 2025, it is estimated that just over 400 million 
terabytes (TB) of data will be created each day, which would amount to 
about 147 zettabytes (ZB) by 2025. 4  For 2029 alone, this figure is expected 
to reach 527.5 zettabytes. 5  Figures so large that it becomes difficult to realise 
what they represent. 6  For example, if a film weighed 1 gigabyte (GB), 1 
zettabyte would be equivalent to 1,000,000,000,000 films, or 1 trillion films, 
i.e. a thousand billion films. This impressive amount of data, created and 
transmitted around the world, has even given its name to the Zettabyte Era. 7  
It can be difficult to determine which country generates the most data, as it 
depends on the parameters chosen: the nationality of the person creating the 
data, the nationality of the company publishing the software used to create it, 
and the place of storage. An analysis method considers four criteria: volume, 
use, accessibility and complexity. Without going into details, the countries 
that lead in data creation are considered rich and highly developed, with 
the United States leading the way. France comes sixth. 8  Other European 
countries are generally at the top of the ranking, with the United Kingdom 
in second place, Switzerland in fourth, Sweden in eighth, and Germany in 
thirteenth, ahead of Spain, Ireland, Italy and Portugal, which are ranked 
14th to 17th, respectively. And, of course, China ranks third. Software based 

4	 Dua rte 2025.
5	 Tay lor 2025a.
6	 Ionos 2021.
7	 For further information see https://en.wikipedia.org/wiki/Zettabyte_Era.
8	 Zoox Smart 2020.

https://en.wikipedia.org/wiki/Zettabyte_Era
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on artificial intelligence will further increase the volume of data created, 9  
a sector in which the United States excels, even dominates. 10 

Another way is to look at the global distribution of data centres: the 
United States comes first with more than 45% (5,381 data centres in March 
2024), followed by Germany, the United Kingdom, China, Canada and 
France in sixth place. 11  However, this does not reveal the nationality of the 
data centre’s owner, which may differ. It is therefore interesting to note that 
the companies with the most data centres in the world are mainly American: 
Amazon Web Services (AWS) in first place, followed by Microsoft Azure, 
Google Cloud and Meta 12  – four of the five GAFAMs. 13 

This data represents significant potential for exchanges around the 
world, including online. However, not all of the data stored necessarily 
passes through the internet: some is used as a backup or archive or is rarely 
consulted. It should also be added that some data is stored on so-called local 
networks, which are therefore not directly connected to the internet. 14  
According to the International Telecommunication Union (ITU), global 
traffic will reach about 9 zettabytes in 2025, a figure that continues to grow. 15 

This data can take various forms: a video accessible online, a message 
posted on a social network or sent via a connected application, or a document 
sent by email. Data, as such, does not necessarily have great value, except 

9	 Foley 2024.
10	 Koetsier 2025.
11	 Lu 2025. The ranking is therefore slightly different from the previous one, but developed 

countries remain at the top, demonstrating the link between wealth, digital usage and 
control of infrastructure.

12	 Jackson 2024.
13	 It should be noted here that we are focusing on GAFAM, but U.S. companies are present 

everywhere, all the time, at all levels. The problem is therefore systemic and requires 
global awareness, not just digital awareness. We are thinking, for instance, of McKenzie 
Wark’s work on the vectorialist class, which refers to economic agents who own and/
or control the vectors through which information and emotions circulate between us 
in digital form. Guill aud 2025: 132–133.

14	 It is estimated that half of the data is stored on servers that are not directly connected 
to the network, but it is obviously impossible to know. Edge Delta 2024.

15	 ITU 2025.
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for the creator and the recipient. In other cases, the data may have great 
intrinsic value, such as plans for a new technological innovation.

First of all, it should be noted that data can be produced by different cat-
egories of people: private individuals, companies, governments, institutions 
and armies. The importance of the data and its level of protection depend 
on the data itself: an individual’s medical data is highly sensitive, as is the 
document describing a state’s military strategy or the merger plan of two 
companies. The value of the data, therefore, depends greatly on the creator 
of the data and on the person who wants to use it: the personal messages 
of a private person may be of little importance to an army, but of great 
importance to a government or a company. Military strategic documents, on 
the other hand, are of no use to a private person, while a foreign government 
will know how to make good use of them. So, depending on where the data 
comes from, where it is going, and what it can be used for, the value of the 
data changes. Therefore, data accessibility is also a criterion to consider 
when evaluating its value.

Data, no matter what it is, is at the centre of our capitalist 16  society, 17  
but data is never neutral, nor is the algorithm that processes it. 18  For this 
demonstration, we will focus on two uses of data: commercial exploitation 
and a use that could be described as regalian, encompassing both govern-
mental and military aspects. Regarding the commercial use of data, it is 
accepted that companies selling goods and services seek to maximise their 
profits at all costs. This requires a massive accumulation of data from private 
individuals – sometimes through problematic methods 19  – to analyse the 
preferences and behaviours of the greatest number. This analysis then makes 
it possible, through many means such as advertising and marketing, to orient 

16	 The concept of “capitalism” is multifaceted. We will not enter into the debate, but will re-
tain an element of the IMF’s definition that we believe is sufficient for our demonstration: 
“The essential feature of capitalism is the motive to make a profit” ( Ja h a n – Sa ber 
M a hmud s. a.).

17	 Sa dowsk i 2019.
18	 Guill aud 2025: 28.
19	 European Commission 2018: 67–87.
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the consumption of the masses. 20  This is a surprising phenomenon at first 
glance, but it has been demonstrated: the behaviour of individuals can be 
largely influenced by companies. 21  This accumulation of data, combined 
with in-depth analysis, also allows these companies to influence public 
policies through intensive lobbying. 22  Through this lobbying, companies 
now have access to the highest levels of power to keep their interests at the 
top of the state’s priorities.

Regarding the sovereign use of data, States have an obvious – but not 
necessarily legitimate – interest in accumulating the private data of their 
nationals (private or legal persons) or foreigners. 23  The state, and therefore 
the government, seeks to maintain its stability, civil peace and coherence, 
and thus its economic growth, a high employability rate, and a decent 
standard of living; in short, the prosperity of its inhabitants. The control 
and surveillance of the said inhabitants make it possible to achieve this goal 
in part. Data surveillance helps guard against both internal and external 
threats. 24  The government and its authorities, therefore, have every interest 
in accessing as much data as possible. 25  The best example remains the 
mass surveillance of civilian populations by the U.S. Government and 
some of its allies. 26  Furthermore, beyond the simple survival of the state, 
a government may seek to acquire more power. Armies, constantly preparing 
for the possibility of conflict, have just as much interest in accumulating 
this data and predicting future conflicts, as well as their form and nature. 27 

These two examples of data use 28  serve as a basis for reflection to 
demonstrate the importance of maintaining a certain degree of sovereignty 
over our data.

20	 Zuboff 2019: 25–30.
21	 Zuboff 2019: 271–314.
22	 HATVP 2025; Zandt 2022; Thuy D. 2025; Vou 2020; Sieraczek-Laporte 2025.
23	 Ta mbou – Ba r bou des Pl aces 2020.
24	 SGDSN 2016; Ga r r igou 2025.
25	 SGDSN 2025.
26	 Unter singer 2022.
27	 Koch 2018; Droff–M a liza r d 2024; H a r dy 2021.
28	 Data can be used in many ways, and sometimes positively. For example, space data is 

also being used to combat climate change.
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The space sector’s place in this world of data

The vast amount of data generated and exchanged every day requires a dense, 
global infrastructure. As we have seen, online data is stored in data centres. 
Most – almost half – are in the United States, and the rest are spread around 
the world, mostly in Asia and Europe. Data centres are at the heart of this 
global network. These multiple cores are accessible anywhere in the world 
thanks to a network of cables and waves. The vast majority of countries 
worldwide are connected by submarine cables: more than 99% of data traffic 
passes through them. 29  Then the land cables take over. All these cables 
connect continents, countries, and data centres to enable data transfers. 
Today, the last few meters are often made by Wi-Fi or 5G, waves generated 
by antennas connected to the cable network. 30 

The user – regardless of whether it is a private person, a company or 
a state – creates, consumes and transfers data, thanks to an electronic 
device – hardware – and one or more software. To access the network, the 
user needs a device (computer, smartphone) connected, either via cable 
(e.g. Ethernet) or wirelessly (e.g. 5G or Wi-Fi). These waves are emitted by 
devices (such as internet boxes or antennas) that are themselves connected 
to the local cable network, which is in turn connected to the global cable 
network. Service providers (e.g. Orange or Vodafone) act as intermediaries 
at the local level between data centres and users, via this network of cables 
and other ground infrastructure. Users consume data stored in data centres 
around the world and store their own data in those same centres. While 
users choose for themselves which services – and software – to use, and 
even which service provider to subscribe to, they generally do not decide 
exactly which data centre their data is stored in, or which submarine cable 
it travels through.

29	 Gaur 2026; International Telecommunication Union 2026.
30	 International Telecommunication Union 2025.
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Figure 1. Network connecting a European user to data centres in 
Europe and the United States (excluding the space sector)

Source: Compiled by the author.

What is the place of space infrastructure in this network? Historically, 
satellites have been used to provide intercontinental television services (e.g. 
sports broadcasts or news channels). 31  Private satellite communications 
were also possible, but rarer because they were very expensive. 32  Of course, 
generously endowed armies had access to these technologies. 33  The New 
Space phenomenon has radically changed the space telecommunications 
sector: the falling cost of access to space and the miniaturisation of technol-
ogies have enabled the rise of low-Earth orbit mega constellations, allowing 
the provision of satellite telecommunications services to a wide range 
of consumers at a much more affordable cost: 34  in 1998, Iridium offered 
calls costing $6 for 30 minutes from a $3,000 phone, while Starlink offers 

31	 Cité de Télécoms s. a.; Sa ill a nt 1994.
32	 CNES 2025a.
33	 Lacomi a 2025; Guillou 2013; Paolini 1987.
34	 CNES 2025b; Ra inbow 2024; Fer nholz 2024; Croshier 2022.
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high-speed internet access for a subscription starting at €29 per month and 
an antenna costing a few hundred euros. 35  The Starlink constellation is the 
most emblematic and developed to date, but others exist or are in devel-
opment, including OneWeb, Amazon Leo, and many Chinese projects. 36 

These satellite networks can be inserted into the global network in 
different ways. In the first scenario, the satellites simply replace the submarine 
cable. The information passes from the data centre to the satellites via 
a ground station. It is then transmitted via another ground station to the 
user or another data centre via the existing network.
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Figure 2. Satellite network connecting a European user to data 
centres in Europe and the United States via a ground station

Source: Compiled by the author.

35	 H eijm a nn 2022; Starlink s. a.
36	 McDow ell 2026.
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In a second scenario, the user has a private antenna that acts as an individual 
ground station. The satellite network acts directly as a network provider 
here. This integration is particularly indicated in rural areas not connected 
to the grid.
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Figure 3. Satellite network connecting a European user to data centres 
in Europe and the United States via an individual ground station

Source: Compiled by the author.

The third scenario connects the satellite network directly to the user’s device: 
this is the direct-to-device. There is no longer a need for antennas; the user 
is directly connected to the satellites. On the other hand, we typically find 
a ground station connected to the data centres and, more generally, to the 
network.

Satellite telecommunications are therefore part of a broader system 
of users, devices, data centres and submarine cables. The question of 
infrastructure control, therefore, arises.
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The United States: An unmissable digital 
space superpower for Europe

The United States is at the centre of the global network. In particular, com-
panies in the digital and space sectors are omnipresent. Social networks, 
submarine cables, mega constellations of telecommunications satellites, 
cloud: these private players are everywhere and are massively supported 
by the state. Before dwelling on U.S. regulations, it is first necessary to 
study the place of these U.S. private actors in our global network scheme.

Let us take the elements of our diagram one by one. First of all, as far 
as electronic devices – hardware – are concerned, while most of them are 
built in Asia, 37  the responsible companies are often American. With a few 
foreign exceptions – Samsung in South Korea, 38  Huawei in China 39  and, far 
behind, Nokia in Norway 40  – American companies have a good share of the 
market (Apple, Dell, Microsoft, Google, HP). 41  Not to mention the software 
used on these devices: mainly Android (Google), Windows (Microsoft) 
and Apple systems. 42  Users, both in the professional and personal spheres, 
therefore use American hardware and software solutions. These devices 
connect to antennas, which again mostly come from American companies, 
although Chinese (Huawei, ZTE) and European (Nokia, Ericcson) com-
panies are also present. 43  In the cloud, U.S. companies are taking over the 
market, with Amazon having nearly one-third of the market share, with 
Microsoft, Google, and other U.S. and foreign companies competing for 
the remainder. 44  Submarine cables are largely financed and owned by U.S. 

37	 Lu 2023.
38	 Companies Marketcap 2026a.
39	 Goh–Pa n 2025.
40	 Companies Marketcap 2026b.
41	 Encelot 2024.
42	 Global Stats 2026.
43	 Statista 2025; Tay lor 2025b; Tay lor 2025c.
44	 Richter 2025.
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companies. 45  The same is true for mega constellations, a sector that is 
nevertheless undergoing a major transformation. 46 

Some of these mega companies – the largest – are grouped under the 
acronym “GAFAM” for Google–Apple–Facebook–Amazon–Microsoft. 47  
Each of these five companies focuses on the activities mentioned above, 
except for the mega constellations, which are then forced to form part-
nerships: Google Cloud hosts SpaceX’s Starlink ground stations, 48  and 
Microsoft Azure also works with SpaceX. 49 

These giant companies are therefore concentrating their digital activities 
on applications and software that enable users to create data, as well as on 
data transfer and storage solutions. In short, they are present at each stage, 
often concurrently. It therefore becomes difficult not to use their services, 
voluntarily or involuntarily. The data, from its creation to its storage and 
transmission, is often controlled by a U.S. company, even when a European 
user is involved. In addition to the GAFAMs, the company SpaceX should 
now be added. Originally a simple launch company, the ecosystem that its 
boss, Elon Musk, is building is gradually getting closer to these digital giants: 
the Starlink mega constellation (equivalent to an underwater cable), the X 
social network, Tesla self-driving cars, the Grokipedia website, rumours 
about devices (phone, 50  robot 51 ). Data control is at the heart of this 
empire. 52  Should we now talk about the GAFAMS? 53 

45	 The Economist 2017; M auldin 2024; Qiu 2019; McM a hon 2025.
46	 K nott et al. 2025; Julienne 2023.
47	 Géoconfluences 2025.
48	 Google Cloud Press Corner 2021.
49	 Sokolowsk y 2020.
50	 Tesla Pi Phone 2026.
51	 Robot Tesla Optimus (https://fr.wikipedia.org/wiki/Tesla_Optimus).
52	 Iuli a n Flor e a 2025.
53	 It is possible to find a few blogs in this direction on the internet. Beyond the traditional 

GAFAMs, we often consider the “magnificent seven”, an expression that refers to the 
seven technology companies with exceptional performance: Nvidia, Meta (Facebook), 
Tesla, Amazon, Alphabet (Google), Microsoft, Apple. We notice the presence of Tesla, 
owned by Elon Musk. SpaceX is still unlisted on the stock exchange, but that could well 
change.

https://fr.wikipedia.org/wiki/Tesla_Optimus


Lega l a nd Policy Aspects of the Use of Satellites300

Waves

Waves

User
(private individual, 

company, government, 
military)

Device
Hardware

+
Software

Service provider

Antennas
(e.g.5G)

Cables

Landing 
point Cables

Data 
center

CablesLanding 
point

Submarine
Service provider

Cables

Data 
center

Cables

European UnionUnited States

Antenna
(ground 
station)

Antenna
(ground 
station)

Cables

Cables

Waves

Telecommunication
satellite Waves

Antenna 
(individual 

ground 
station)

Waves

Waves

Waves (direct to cell)
Satellite producing 

data (e.g.earth 
observation)Waves

Software and other 
applications

cable

Figure 6. U.S. pre-eminence in telecommunications (in red)
Note: Other elements (in blue) may be non-European and non-U.S.

Source: Compiled by the author.

European users who want to use sovereign services, therefore, could feel 
trapped: they use American services, both personally and professionally, 
every day or almost every day. In itself, one could argue that it is not a serious 
issue. This could be true, at least if U.S. law were data protective. In fact, the 
legal framework governing GAFAMS is not data-protective.

Lawfar e: When the United States 
uses its law against Europe

One of the foundations of international society is the possibility for each 
State to determine its own domestic law. Each state, including the United 
States, decides on the rules governing data, including its protection: how it 
is collected, who can access it, and under what conditions. Because the real 
challenge of data is its protection: the user wants to protect their privacy 
and prevent third parties from accessing it; these same third parties, public 
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authorities (States) and companies, want to have access to it to exploit it. 
The key is to find a happy medium between protecting users and economic 
and security interests (including national ones).

The European Union is a pioneer in the field, with its regulations protect-
ing Europeans’ personal data, even when collected by foreign companies: the 
famous GDPR (General Data Protection Regulation). 54  Other countries do 
not protect data as much: this is the case in the United States, as we will see 
in this section. A notion, therefore, appears in the background, that of lawfare, 
i.e. war by law. It is not a war as it is generally understood, with weapons 
and fighting, but rather a search for power through national regulations. 55  
Some countries have integrated this tactic into their broader strategy, such 
as China. 56  In our case, U.S. regulations do not provide sufficient data 
protection, enabling both the U.S. Government and companies to gain 
relative power over European users. The data is therefore first collected, 
controlled, and transmitted in bulk by companies, including GAFAM and 
others, and then U.S. law allows U.S. authorities to consult this data.

Stored data: The cloud, a giant reserve of data 
legally accessible by U.S. authorities

Several criteria must be taken into account: the nationality of the company 
storing the data; where the data is stored; the nationality and nature of the 
person storing the data (physical or legal, civil, military or governmental); 
what the U.S. authorities can do with the data; and finally, the reasons 
justifying such an action.

Starting with the Stored Communications Act (SCA), 57  which allows 
authorities to access data stored by American companies. The authorities 
can thus obtain a warrant to recover the content of the communications 
of interest:

54	 European Commission 2022.
55	 Deveaux-Moncel 2025; Fér ey 2022.
56	 Kosuk e 2025.
57	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703.
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A governmental entity may require the disclosure by a provider of electronic 
communication service of the contents of a wire or electronic communica-
tion, that is in electronic storage in an electronic communications system 
for one hundred and eighty days or less, only pursuant to a warrant issued 
[…] by a court of competent jurisdiction. 58 

For requests concerning “the contents of a wire or electronic communication 
that has been in electronic storage in an electronic communications system 
for more than one hundred and eighty days”, 59  the authorities may obtain

[a] court order for disclosure […] issued by any court that is a court of 
competent jurisdiction and shall issue only if the governmental entity offers 
specific and articulable facts showing that there are reasonable grounds 
to believe that the contents of a wire or electronic communication, or the 
records or other information sought, are relevant and material to an ongoing 
criminal investigation. 60 

To obtain such legal authorisations from a judge, the authorities must 
generally justify probable cause. 61 

In addition to content, the authorities can demand “a record or other 
information about a subscriber to or customer of such service (not including 
the contents of communications)” 62  thanks to a warrant 63  or thanks to the 
consent of the interested party. 64  Finally, the U.S. authorities can obtain 
data if they request it from service providers and the latter, “in good faith, 
believes that an emergency involving danger of death or serious physical 

58	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(a).
59	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(a).
60	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(d).
61	 Congress 2022.
62	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(c)(1).
63	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(c)(1)(A) and (B).
64	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(c)(1)(C).
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injury to any person requires disclosure without delay of communications 
relating to the emergency”. 65 

The U.S. authorities can therefore access certain data if authorised by 
a judge. The judge is the guarantor of the protection of private data managed 
by American companies, by extension of the Fourth Amendment. 66  But 
when reading the SCA, the uncertainty surrounding the location of the 
data is noticeable: what if the American company stored the data of its 
foreign customers… abroad? It would then probably be impossible for 
the authorities to recover them without violating the sovereignty of this 
foreign state. The judges came to the same conclusion, pushed by the 
American company Microsoft, which refused to communicate data stored 
on an Irish server: “§2703 of the Stored Communications Act does not 
authorise courts to issue and enforce against U.S.‐based service providers 
warrants for the seizure of customer e‐mail content that is stored exclusively 
on foreign servers.” 67 

The Clarifying Lawful Overseas Use of Data Act of 2018, 68  better known 
as the CLOUD Act, closes the gap by amending the SCA and requiring U.S. 
companies to communicate data stored abroad:

A provider of electronic communication service or remote computing 
service shall comply with the obligations of this chapter to preserve, backup, 
or disclose the contents of a wire or electronic communication and any 
record or other information pertaining to a customer or subscriber within 
such provider’s possession, custody, or control, regardless of whether such 
communication, record, or other information is located within or outside 
of the United States. 69 

So if the service provider is subject to U.S. jurisdiction and the authorities 
have the legal authority to retrieve the data, the fact that the data is stored 

65	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2702(b)(8).
66	 Congress 2026: Constitution of the United States 1787, 4th Amendment.
67	 Justia U.S. Law 2016.
68	 Congress 2018.
69	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2713.
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abroad is no longer an obstacle. But the judge remains the custodian of this 
data, and the U.S. authorities must absolutely go through this step to access it.

However, a clarification:

A provider of electronic communication service to the public or remote 
computing service, that is being required to disclose pursuant to legal process 
issued under this section the contents of a wire or electronic communication 
of a subscriber or customer, may file a motion to modify or quash the legal 
process where the provider reasonably believes – (i) that the customer or 
subscriber is not a United States person and does not reside in the United 
States; and (ii) that the required disclosure would create a material risk that 
the provider would violate the laws of a qualifying foreign government. 70 

A company that is asked to transmit data of a non-U.S. person who violates 
foreign law (e.g. European) may contest such a request by authorities. 71  
It is then up to the judge to decide whether or not the request is justified 
in the light of the “interests of justice”. A rather weak measure, therefore, 
which looks more like an attempt to reassure economic partners than a real 
protection of foreigners and their data stored abroad. It does not matter 
what the GDPR or any other European or domestic law says: U.S. law is 
superior and extra-territorial. Europeans must trust the American judge.

In parallel with these texts allowing classic surveillance in the context 
of legal cases, the U.S. authorities can demand data from foreign persons, 
stored abroad, as part of foreign intelligence. This is permitted by the Foreign 
Intelligence Surveillance Act (FISA), 72  updated several times:

Notwithstanding any other law, the President, through the Attorney General, 
may authorize electronic surveillance without a court order under this 

70	 Legal Information Institute 2026b: 18 U.S. Code Chapter 121, § 2703(h)(2)(A).
71	 It should be remembered, on the subject of personal data, that the CNIL considers 

the United States to be a “country in partial compliance” with European regulations. 
Commission Nationale de l’Informatique et des Libertés 2025.

72	 Legal Information Institute 2026d: 50 U.S. Code Chapter 36.
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subchapter to acquire foreign intelligence information for periods of up 
to one year; 73 

the Attorney General and the Director of National Intelligence may authorize 
jointly, for a period of up to 1 year from the effective date of the authorization, 
the targeting of persons reasonably believed to be located outside the United 
States to acquire foreign intelligence information. 74 

The judge is completely bypassed here: nothing and no one protects the 
data and interests of Europeans anymore.

The surveillance of foreign persons using the services of American 
companies is therefore legally organised. It would then be strategic for 
these people not to use this type of service to protect the confidentiality 
of their data. But the SCA applies to any company under U.S. jurisdiction; 
as this term has not been defined by the texts concerned, it seems coher-
ent to consider the classic rules of personal jurisdiction applicable in the 
United States, the minimum contact test: a foreign entity is subject to U.S. 
jurisdiction if the ‘minimum contacts’ with the U.S. threshold is met in such 
a way that exercising jurisdiction seems reasonable. 75  A European company 
with data centres in the United States could be concerned and subject to 
the SCA. In any case, the GAFAM(S) are fully concerned.

Data transfer: The open door for U.S. 
telecommunications services

For the moment, we have studied the question of the U.S. authorities’ capture 
of data stored on U.S. territory or abroad. Another key measure comple-
ments the United States’ legal arsenal: the authorities can directly intercept 
communications during their transfer, without waiting for them to be stored. 
Starting with the Wire and Electronic Communications Interception and 

73	 Legal Information Institute 2026d: 50 U.S. Code Chapter 36, §1802(a)(1).
74	 Legal Information Institute 2026d: 50 U.S. Code Chapter 36, §1881a(a).
75	 Justia U.S. Supreme Court 2012.
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Interception of Oral Communications (Wiretap Act), 76  including section 
2511, 77  which states that “providers of wire or electronic communication 
service” 78  can “intercept wire, oral, or electronic communications or to 
conduct electronic surveillance” 79  if the authorities provide a warrant 80  
or a written attestation that a warrant or court order is not required. 81  It 
should be noted that the definitions are very broad: 82 

“electronic communications system” means any wire, radio, electromag-
netic, photooptical or photoelectronic facilities for the transmission of 
wire or electronic communications, and any computer facilities or related 
electronic equipment for the electronic storage of such communications; 83 

“electronic communication service” means any service which provides 
to users thereof the ability to send or receive wire or electronic communi-
cations; 84  – the important notion here is again jurisdiction.

The authorities can also set up a “pen register or trap and trace device”, 85  
but only to obtain metadata, without the content of the telecommunica-
tions. 86  Finally, the FISA, of course, concerns both stored and transmitted 
data, once again without any particular control by the judge. 87  This analysis 
of U.S. law shows that U.S. authorities can access data transmitted and/or 
stored by U.S. companies, both inside and outside the United States, and 
potentially data stored by foreign companies on U.S. territory. These texts 

76	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I.
77	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2511. 
78	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2511(2)(a)(ii).
79	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2511(2)(a)(ii).
80	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2511(2)(a)(ii)(A).
81	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2511(2)(a)(ii)(B).
82	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2510.
83	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2510(14).
84	 Legal Information Institute 2026a: 18 U.S. Code Chapter 119 Part I, §2510(15).
85	 Legal Information Institute 2026c: 18 U.S. Code Chapter 206 Part II.
86	 Legal Information Institute 2026c: 18 U.S. Code Chapter 206 Part II, §3121(c).
87	 It should be noted that the Verizon telephone information retrieved by the NSA and 

revealed by Edward Snowden was obtained through a court order obtained under FISA. 
Gr een wa ld 2013.
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also concern data of space origin or transmitted by space: they are, therefore, 
necessary to consider them when consuming U.S. space services.

In summary, U.S. companies have positioned themselves in such a way 
that European users are instinctively drawn, if not forced, to use their 
services, both in their personal and professional lives. These same users, 
in order to use the global network, also unknowingly use U.S. services. 
These services are now complemented by satellite constellations. On the 
one hand, these U.S. companies can directly exploit the data provided by 
users. On the other hand, the U.S. authorities also have access to this data 
through the extraterritorial legal framework in place in the United States. 
Control infrastructures and services to control data and use it for various 
purposes. Faced with this, Europe must react.

European law: Protective, but insufficient?

The European Union is also responding through its legislation. Aware of 
the dominance of U.S. digital services, two key pieces of legislation have 
recently come into effect, establishing a framework for the provision of 
internet services within the European Union: the Digital Services Act 
(DSA) and the Digital Markets Act (DMA). These two pieces of legislation 
have different objectives, and we will not take the time to examine them in 
detail here, but it is still worth understanding the motivations behind them.

The DSA applies to all companies, but the most significant obligations 
primarily target the largest platforms identified by the European Com-
mission. The DSA imposes transparency requirements on companies 
regarding the management of online content, algorithms and advertising; 
enhanced protection for minors; improved traceability of online sellers; 
and a design intended to exert less control over consumers. 88  It is difficult 
to assess the legislation’s actual impact on the sector after only a few years 
of implementation, but it has enabled European authorities to launch 
investigations. 89  National courts can also apply the DSA: this was the case 
88	 Vie Publique 2025a; European Commission s. a.a; European Commission 2026a.
89	 Directorate-General for Communication of the European Commission 2026.
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with a Dutch court, which ruled that Meta did not comply with the rules 
regarding users’ choice to use Facebook and Instagram in chronological 
order rather than via the algorithm. 90  As for the DMA, it aims to combat 
anti-competitive practices by internet giants and address the imbalances 
in their dominance of the European digital market. This legislation targets 
so-called “systemic” services. It should allow European users to benefit from 
a wider choice of digital services by stimulating competition – thanks, among 
other things, to service interoperability – and, at the same time, reduce the 
power held by large companies such as GAFAM. 91  Its success has yet to be 
proven, and difficulties appear to have already been identified. 92 

Thus, European consumers could be better protected thanks to these 
regulations. However, their data remains at the mercy of U.S. authorities, 
regardless of where it is stored, if a U.S. company gains access to it. EU 
Member States are now exploring “sovereign cloud” solutions, which offer 
specific safeguards for governments and their agencies. One player in 
this market is Amazon Web Services. While promising security measures 
that offer complete data security, 93  one cannot help but question the 
effectiveness of such a solution, given the extraterritorial reach of U.S. law, 
a concern also raised by the French Parliament. 94  Other players, this 
time European ones such as OVHCloud, offer sovereign solutions. 95  
Governments must choose the best solution for themselves and the EU, 
without compromising on data security and, ultimately, their independence.

In addition to this structural weakness of European law compared to 
U.S. law, U.S. companies and authorities are working to undermine the legal 
framework established at the EU level. 96  Through aggressive lobbying, 
they might well succeed. 97  If the European Union wants to protect its 

90	 M eijer 2025; Ster ling 2026.
91	 Vie Publique 2024; European Commission s. a.b; European Commission s. a.c.
92	 EDRi 2025.
93	 Terw ellen 2025.
94	 Lopez-Liguor i 2025.
95	 OVHCloud s. a.
96	 Pa muk 2025.
97	 Soa r es 2026.
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data and strategic independence from the United States, it must develop 
its own infrastructure.

Vulner a ble Europe: The development 
of sover eign European space 

infr astructur es as a solution

American companies are therefore at the heart of the data sector, and 
particularly in space telecommunications. However, U.S. law is structured 
so that U.S. authorities can access the data of these companies, even if the 
owner (private or state person, including armies) is European. This poses 
two main risks: the first concerns our sovereignty and thus security, the 
second concerns our economy.

A loss of sovereignty and therefore of 
independence: A risk for our security

European countries, including France, are very fond of the notion of 
sovereignty, and their inhabitants are very attached to it. A central and 
sacred notion in international law, enshrined in particular by the Charter of 
the United Nations, it is, according to Jean Bodin, a famous French thinker 
of the sixteenth century, defined as “absolute and perpetual power”. 98  
More prosaically, sovereignty is the power of the state (an abstract figure, 
a legal fiction represented by its government or head of state) to do what 
it wants on its territory – in other words, internal sovereignty. This also 
translates into independence from other states – this is external sovereignty. 
Each State decides on its own laws, and, more generally, on its internal 
behaviour and responses to the international community, in compliance 
with international law.

98	 Bodin 1576.
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Above all other criteria, independence is military – meaning that military 
capabilities enable independence, and therefore these capabilities must not 
depend on another state, because despite the prohibition of the use of force, 99  
some states still use their armies not exclusively to maintain their integrity, 
but also to conquer new territories. The Russian invasion of Ukraine in 2022 
is an example, 100  as is Israel’s colonisation policy, 101  as well as U.S. threats 
to Greenland 102  or Panamá. 103  A state must preserve its military capacity 
to act and defend itself, which translates into the total independence of its 
army. Telecommunications are at the heart of any armed conflict. Plans, 
strategies, objectives, operational organisation, troop strength, arms control 
and drones; the transmission and storage of this data are sensitive operations 
that must be protected to ensure military independence. This U.S. control 
of data could eventually prevent European armies from being independent. 
Data control is also inseparable from infrastructure control; a rumour has it 
that Elon Musk, founder of SpaceX, has cut off connectivity to the Starlink 
mega constellation to prevent Ukraine from attacking Russia. 104  Italy, 
before backtracking due to concerns about national security, announced it 
wanted to use Starlink for its armed forces. 105  The risk here is twofold: the 
deletion of the service as such, as well as the risk of spying on all data that 
passes through American services. While the United States has historically 
been our ally, espionage was not a problem back then. Still, the situation 
has changed, and the protection of European sovereignty cannot rest on 
a status quo that is all the more fragile today.

The hesitation regarding military aid to Ukraine 106  or the U.S. admin-
istration’s criticism of European policies regarding the conflict in Iran 107  

99	 Charter of the United Nations 1945: 2.4.
100	 Cl a r k e 2025. 
101	 UN News 2025.
102	 Brya nt 2026.
103	 Franceinfo 2024.
104	 Cr e a m er 2023. 
105	 A m a nte 2025.
106	 Gr een et al. 2025.
107	 Wä lde 2026.
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points to a growing danger for European countries of a shift in international 
relations. Let us also recall the conclusions of the Draghi Report:

European collaborative procurement accounted for less than a fifth of 
spending on defence equipment procurement in 2022. Member States also 
do not favour competitive European defence companies. Between mid-2022 
and mid-2023, 78% of total procurement spending went to non-EU suppliers, 
out of which 63% went to the US. 108 

The EU is militarily dependent on the United States even as it can no longer 
rely on this ally. Yet, in the event of a conflict with the United States, the 
consequences are threefold: our data will be siphoned off by the U.S.; U.S. 
services will cease to function; and the armed forces of EU Member States 
will no longer receive U.S. weapons, ammunition, or military technology. The 
consensus is nearly unanimous: 109  the EU must regain its full independence 
from the U.S. 110  NATO currently provides a significant portion of Europe’s 
military deterrence; yet “alliances are no longer secure”, 111  and at least 
a portion of European public opinion would like to see the EU play a greater 
role in this common defence. 112  The European Commission’s 2026 Work 
Program embodies this commitment: “To be able to take care of its own 
defence and security”; 113  as does the Strategic Agenda 2024–2029: “We 
will invest substantially more and better together, reduce our strategic 
dependencies, scale up our capacities and strengthen the European defence 
technological and industrial base accordingly.” 114 

108	 European Union 2025a: 8.
109	 It should be noted that while the EU appears unanimous in its strategies regarding its desire 

for independence from the United States, the perception of these issues in Eastern Europe 
is different, partly due to the region’s proximity to Russia, but also because of its internal 
political landscape. Dell’A nna–Yılm a z 2025; K r astev–Leona r d 2025.

110	 Hutaga lu ng 2025.
111	 Vie Publique 2025b.
112	 Kubilius 2026.
113	 European Commission 2025a.
114	 European Council 2024: 4.
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Beyond this necessary military independence, which cannot be subject 
to any exceptions, European states must also maintain their infrastructural 
independence. Because the use of foreign constellations, cables and equip-
ment represents an intrinsic risk: the cessation or limitation of the services 
provided, the software made available, the hardware, the spare parts, up to 
the extraction, refining and, more generally, the availability of resources and 
raw materials. If it is impossible to produce all this infrastructure nationally 
and provide all these services, then a state concentrating its infrastructure 
to such a large extent poses a disproportionate risk. It is now tempting 
to take this risk, because it often amounts to savings at least in the short 
term, 115  but it is a guaranteed loss of sovereignty in the long term. The 
Draghi Report urges European policymakers to break free from external 
industrial dependencies, 116  a call that is beginning to bear fruit through 
several funding programs. 117  Defence budgets across the EU have risen 
significantly between 2021 and 2024 and continue to rise. 118 

Let us look at two examples to illustrate this point. First, China dominates 
the production, refining and exportation of rare earth elements, which are 
essential for new technologies. 119  However, the country is increasingly taking 
steps to limit these exports, putting pressure on global supply chains. 120  
The second example concerns the U.S. practice of imposing an embargo not 
on a country but on an individual. For if an individual anywhere in the world 
behaves in a way that displeases the U.S. Government, the U.S. Government 
can prevent them from using any services provided by U.S. companies. 
Windows, Outlook, Visa, Mastercard, Google: the targeted individual finds 
themselves unable to use services they previously used frequently. This was 
the case for several judges and prosecutors at the International Criminal 
Court (ICC), who were targeted for their involvement in proceedings 

115	 Casa nova Tor mo 2025.
116	 European Union 2025b: 159–171.
117	 European Commission 2024.
118	 Council of the European Union 2026.
119	 Pitron 2023: 187–210, 323; Feng 2025.
120	 Szczepa ńsk i 2025; France 24 2025b.
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concerning U.S. and Israeli nationals. 121  Thierry Breton, a former European 
Commissioner and a leading figure in the fight against the unchecked power 
of GAFAM and efforts to regulate them, along with other high-ranking 
European officials, are also being targeted by sanctions. 122  Some leaders of 
Member States are protesting, calling this an unacceptable interference in the 
EU’s internal affairs; 123  Emmanuel Macron has contacted Donald Trump to 
request that the sanctions be lifted. 124  No one is safe, then; a French judge 
reportedly received a visit from U.S. diplomats regarding a case involving 
Marine Le Pen, leader of the far-right political party Rassemblement Na-
tional. 125  The White House is said to have considered sanctions against the 
judges handling this case. 126  The solution, therefore, lies partly in sovereign 
infrastructure and partly in the diversity of foreign services, so as not to 
depend on a single third country.

The independence to be protected is also political in the broad sense: 
the protection of our democracies, but also of our societies as such, our 
values, our fundamental rights, our social protection and the functioning 
of our societies. Controlling data, especially access to it, means knowing 
exactly what the masses of individuals in a society think. It is therefore 
necessary to understand how this society works, to know how to influence 
it, and to disrupt and ultimately control it. 127  U.S. lobbying efforts aimed at 
dismantling the European Union – particularly its digital regulations – are 
significant in terms of the resources they deploy. 128  This ideological war 129  in 
which the United States is attempting to circumvent European regulations 
is perfectly illustrated by a U.S. website project: freedom.gov, where it is 
alleged that Europeans could access banned – illegal – content on the 

121	 The White House 2025b; International Criminal Court 2025a; International Criminal 
Court 2025b.

122	 France 24 2025c.
123	 Clavier 2025.
124	 Le Monde 2026.
125	 Franceinfo 2026.
126	 M a zuir 2026.
127	 Zuboff 2019: 657–695.
128	 Pollet 2025.
129	 Va n Middel a a r 2026.
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European internet. 130  The principled fight that European countries should 
have waged decades ago is now a matter of civilisational survival. 131  The 
European Union is aware of this, 132  and the 2019–2024 agenda reflects it: 

“The EU needs to pursue a strategic course of action and increase its capacity 
to act autonomously to safeguard its interests, uphold its values and way of 
life, and help shape the global future.” 133 

Finally, our independence must be economic, because the main challenge 
for digital companies is to monetise this data. But the monetisation of 
data is not the only issue: the economic threat manifests at different levels. 
First of all, it is a threat to European companies, which cannot develop in 
the digital sector because of this almost impossible-to-beat competition. 
As for the U.S. mega constellations, their use by European users prevents 
both ground operators (using cables and antennas) from maintaining 
themselves and investing, but also European constellations from developing. 
Secondly, American companies offering services through applications and 
other software exert significant influence on users (including Europeans) 
through algorithms. 134 

Developing Europe’s own satellites and 
other sovereign infrastructures

SpaceX’s Starlink constellation now represents more than half of the sat-
ellites in orbit. 135  According to its availability map, the company provides 
telecommunications on all five continents. It is therefore interesting to 
take the service provider as an example to illustrate this need to develop 
our own infrastructure.

130	 Dow n 2026. The concept of freedom of expression in the United States and Europe 
is radically different, and that’s okay: sovereignty allows each country to develop its 
own values, laws and systems. The fact that a country seeks to circumvent this is simply 
interference.

131	 Suther l a nd 2026. 
132	 Ba r iga zzi 2019.
133	 European Council 2019: 6.
134	 Picca r di 2025; Sée 2019; Berta il et al. 2019; Gir a r dot 2017.
135	 Orbital Radar 2026; Robinson-Smith 2026.
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Figure 7. Accessibility map of Starlink services around 
the world as of the 26th of March 2026
Source: https://starlink.com/map

If SpaceX registers its satellites abroad, 136  the company, under its real 
name, Space Exploration Technologies Corp., is legally American. Initially 
incorporated in Delaware, 137  a U.S. state, the company has recently moved 
to Texas, 138  another U.S. state; the jurisdictional link is obvious. Starlink 
is a constellation of telecommunications satellites, and as such, SpaceX is 
a telecommunications service provider. Regarding data storage, SpaceX’s 
Starlink does not normally store data: it is not a cloud or online storage, but 
a way to connect users to the internet. Starlink gateways, which connect 
the satellite network to the internet, 139  do not store data. On the other 
hand, SpaceX does transmit data, which is therefore vulnerable to the 
indiscretions of the American authorities. It should also be remembered, 
as we have seen, that SpaceX works hand in hand with American cloud 
providers, thereby increasing the risks. The Starlink telecommunications 
network is therefore particularly vulnerable to the U.S. legal spider’s web, 
which should encourage European states not to use this service to protect 
their data. However, not every country receiving the Starlink signal today 
has made this choice.

136	 De Selding 2023.
137	 United States Securities and Exchange Commission 2017.
138	 Shetti–K hushi 2024.
139	 Starlink Insider 2025; Linkson 2025.

https://starlink.com/map
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One could argue that this legal espionage – which is therefore not 
really espionage, since it is allowed and regulated by law – is not a big deal, 
especially in Europe. After all, the United States and European countries 
are allies. However, all the arguments push Europe against using Starlink.

First of all, a government must not use a foreign system to communicate 
sensitive data internally, i.e. to other entities in the same state. To commu-
nicate both governmental and military data between national entities, the 
system should be entirely sovereign; state- or EU-owned. Using a U.S. system 
means exposing oneself to obvious, announced espionage – written into 
U.S. law – by U.S. authorities. This strategy must concern not only American 
companies but also all suppliers of goods and services outside Europe. 140  
Regarding external communications, the state should also use sovereign 
infrastructure, at the risk of sensitive government or military data being 
spied on by third parties. This is why it is essential that European states 
develop their own space capabilities.

It is also important to consider the change in the position of the U.S. 
administration towards Europe and the world to encourage our European 
leaders to emancipate themselves from services across the Atlantic. The 
United States has always oscillated between isolationism and interven-
tionism. Still, Donald Trump’s second term in office is a real turning point 
in the United States’ relationship with Europe: 141  economic pressure on 
taxes, 142  military pressure on Greenland, NATO, 143  Ukraine and Iran. 
European states must interpret the signals as they are – Venezuela as sufficient 
proof – and seek to emancipate themselves.

This step is precisely to produce, on a European or national scale, the 
missing systems and operate them at the national or regional level. Of 
course, developing a mega constellation is not within the reach of all 
states. Still, Member States are fortunate within the European Union to 
be a collective of states with the capacity to trust one another enough to 
develop common sovereign infrastructures: this is the promise of the Iris2 

140	 In this respect, we recall the scandal of Chinese 5G antennas. Schmidt 2024.
141	 Gatinois–R ica r d 2025.
142	 Cl a r k e 2026.
143	 Cook 2025.
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constellation. Galileo 144  is a success story – the world’s most widely used 
and most accurate geolocation system 145  – as is Copernicus, 146  whose data 
is massively used by researchers around the world. 147  Europe, through its 
European Space Agency and its joint projects, has succeeded in conceiving, 
developing, building and operating a sovereign launcher, Ariane. 148  The 
benefits for the European Union and its members are enormous: total 
control over infrastructure and its operations, a controlled production 
chain, data protection, job creation, economic stimulation through the 
consumption of European services, and strengthening of government and 
military capacities. On a larger scale, the European Union has launched 
the Global Gateway program, which aims to make massive investments 
across various sectors worldwide, 149  including the digital sector 150  and 
undersea cables. 151  The stated goal is to strengthen ties between the EU 
and third countries and to enhance the resilience of intra-EU systems. This 
is a response to China’s Belt and Road Initiative, 152  but could also be a way 
for the EU to reduce its dependence on its American ally. The development 
of sovereign systems will also enable the EU to set its own technological 
and strategic agenda, based on its own priorities rather than those of other 
countries. 153 

144	 European Union Agency for the Space Program 2025.
145	 European Space Agency 2024.
146	 Climate Data Store 2026.
147	 European Union 2022.
148	 ESA and its Member States have abolished the rule of the single regional launcher: 

from now on, countries develop private launchers at the national level. Is this the right 
method to counter U.S. space hegemony?

149	 European Commission 2026b.
150	 European Commission s. a.d.
151	 European Commission 2025b; European Commission s. a.e.
152	 Belt and Road Portal s. a.; Bil a l et al. 2026.
153	 As this article is being finalised, the space sector is being shaken by two announcements 

from NASA: the Artemis program has been completely overhauled, replacing the lunar 
orbital station with a lunar surface station; and the ISS will not be replaced by fully 
independent commercial Earth-orbiting stations. The ESA Member States and the EU, 
key partners of the U.S., are affected by these changes. Low 2026.
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Conclusion

The current digital, space and data situation in the European Union is not 
particularly enviable. Its population massively uses U.S. services, and much 
of the world’s digital architecture is directly owned by U.S. companies. 
Europe is vulnerable, politically, structurally and economically. Our military 
independence is, for the moment, generally maintained, but promises 
of short-term investment savings could well change the situation. This 
structural dependence is aggravated by U.S. law, which legally allows U.S. 
authorities to access all data collected, processed, stored and transmitted 
by U.S. companies. Unequal lawfare, because the American objectives are 
not the protection of the fundamental rights of the people, but the power 
of the state. A legal war already lost.

This observation is well known. This article has no merit beyond applying 
what is already known in digital law to the space sector, and it provides no 
interlocking vision of the issue. The space solution to this problem is simple: 
EU Member States need to develop sovereign, national and/or European 
infrastructures. The Member States are capable of doing so; they have 
already done so with Galileo and Copernicus. They might 154  be on their way 
to success again with Iris2. There is therefore no shortage of skills, nor even 
political will or cooperation. Funding these projects can be an obstacle, but 
sovereignty comes at a price. The massive funding of European armies 155  
shows that decision-makers are beginning to recognise this, even if it is far 
from being solved. 156  By the way, the European Commission’s work program 
for 2026 is entitled “Europe’s Independence Moment”. 157  A message full 
of hope for the future. 158 

154	 Ruga m er – Lo Nostro 2026.
155	 Cl a pp 2025; Le Monde 2025.
156	 The Economist 2025.
157	 European Commission 2025.
158	 To some European leaders, Donald Trump appears to be a threat. But he can also be 

seen as a way to recognise the EU’s actual dependence on the United States and to act 
accordingly. For the EU, the second term of Donald Trump could be an opportunity. 
Coustillier e 2025; K r astev–Leona r d 2025.
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However, two things must be clarified. First of all, it must be made clear 
here that the solution does not lie in cutting all ties with the United States 
or its companies. The European Union must rethink its relations with the 
United States, interact differently and deny them the central place that 
the world has allowed them to take. This primarily involves diversifying the 
services and hardware on which the EU depends, including developing 
certain sovereign space and digital capabilities, developed and operated 
by the European Union and/or its Member States. At the same time, it 
is necessary not to rely on foreign infrastructure to maintain a sufficient 
market for this new infrastructure. The reasoning applies to the United 
States but also to any other foreign power. To take just one example, China 
is currently developing many mega constellations: the stakes are identical, 
as is the solution. Some space activities can be shared with the United States, 
such as large-scale international projects like the James Webb telescope or 
Earth observation constellations for scientific purposes.

This solution, therefore, seems simple. But is it even possible to refuse the 
use of foreign services on European soil? This is the advantage of sovereignty: 
each state has the power to prohibit the reception of a service on its territory 
or the sale of a product. For example, Starlink is only received in Europe 
because the Member States have individually agreed to receive the signal. 
States generally have to comply with their domestic competition laws, 
but protectionism is legally justifiable. It is time for EU Member States to 
understand the potential of lawfare and to develop their legal framework 
in this regard. 159 

The second clarification concerns the need to develop such services; 
we live in a finite world with finite resources. EU must therefore not seek 
to develop goods and services only to have sovereigns, but because there is 
a demand, a need, on the part of the Member States and/or the European 

159	 Member States, within the framework of their national sovereignty, must also take into 
account the European Union’s internal market. If they can coordinate their efforts, this 
market – the largest in the world – can serve as a lever to compel third countries to 
comply with European law. The EU Space Act, currently under discussion, holds real 
potential – though it has yet to be fully realised – with regard to foreign operators such 
as SpaceX that provide services in Europe. European Space Policy Institute 2025.
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Union. This article, therefore, does not argue for the mandatory development 
of European infrastructures per se. Still, if Member States decide to use them 
instead of terrestrial infrastructure, they must develop sovereign, sustainable 
infrastructure. When it comes to digital technology, our societies have 
already chosen to use these services on a massive scale, so it is high time to 
become independent. It is not necessary to develop for the sake of developing, 
but to develop well to serve a precise and socially useful objective. At the 
same time, this should apply to all foreign commercial activities, goods and 
services. It is also in the field of soft power that Europe must present itself and 
occupy space in its own way, preserving it for future generations, without 
necessarily following the American model of development. In the meantime, 
submitting to U.S. extraterritorial law does not seem to be an attractive or 
desirable solution. Let us build capacity; together, Europeans have the skills 
and the means to do it. It is at this price that European sovereignty, as well 
as the future of Earth and space activities, will be preserved.
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