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Introduction

More than a hundred different Global Navigation Satellites orbit the Earth 
providing Positioning, Navigation and Timing (PNT) services, with the latter 
capability being the least appreciated or understood.

PNT does more than guide motorists, aviators, sailors and hikers. Many 
industries such as construction, mining, surveying, package delivery, logistical 
supply chain management, farming, fixed and wireless communications networks, 
banking systems, defence, security and emergency services, financial markets, 
water utilities and power grids depend on the accuracy and availability of PNT.

How robust is this ‘invisible utility’, what are the consequences of com-
promised PNT on critical national infrastructure and what contingencies 
exist to protect it?

Most of the terrestrial-based PNT systems have been or are being progres-
sively decommissioned leaving satellite-based PNT as a vulnerable single point 
of failure for many users.

Several natural and human threats can temporarily or permanently deny 
access to accurate satellite PNT. Low probability but high-impact risks to 
satellites can come from space weather or meteor showers, as well as space 
debris or anti-satellite attacks. Terrestrial threats such as jamming and spoofing 
are far more prevalent and insidious. These can come from unfriendly state 
actors, domestic military tests and even civilians using low-cost equipment to 
evade surveillance.

https://doi.org/10.36250/01208_19
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Mariners and aviators regularly report jamming and spoofing attacks that 
could have serious consequences. These attacks have also affected communi-
cations networks and financial services.

The financial impact on society from the loss of PNT has been estimated to 
be up to $1 billion per day for some countries, but there are initiatives underway 
to improve the resilience or availability of PNT. This includes alternative 
capabilities in space as well as from terrestrial networks, self-contained inertial 
navigation and timing systems or diverse radio signals of opportunity on Earth.

Governments, society and industry should have a greater awareness of the 
risks and impact of compromised PNT so that further investments to protect 
this essential invisible utility can be considered.

A compromised PNT world

While far out at sea in the middle of the night, the crew of a merchant vessel 
wakes the captain to tell him they have lost all control of the ship’s steering 
and throttle.

A few hours later, an airline pilot aborts a landing after receiving warnings 
that there is an error in the approach guidance system and is forced to make 
a night landing in dangerous conditions.

Later, a young girl is sent home early when school is unexpectedly closed 
owing to a national incident disrupting all electricity, water and heating. She 
cannot call home because the cellular mobile phone networks are down. She tries 
to withdraw money from the nearest Automated Teller (cash) Machine (ATM) 
to pay for a taxi home, but the banking system is not working. Meanwhile, 
police cannot manage traffic gridlock in the city as their emergency services 
radio network is also out of action.

This is not an extract from a sci-fi or disaster movie. Each of these scenarios 
involving compromised Positioning, Navigation and Timing (PNT) from 
Global Navigation Satellite Systems (GNSS), such as the Global Positioning 
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System (GPS), are derived from actual events. The schoolgirl scenario is an amal-
gam of several separate occurrences, but compromised GNSS PNT is not rare.

In 2016, a timing error in the GPS network disrupted TV, radio, banking 
and emergency services communications for over half a day in different locations 
worldwide. 1 A large container ship lost control in the Mediterranean in 2017 
after its navigation system was hacked, 2 while an airliner lost all GPS position 
information, forcing the pilots to make a hazardous pre-dawn landing in 2020 
at El Paso International Airport without vertical guidance. 3

These events provide a chilling reminder of our dependency on GNSS PNT.
This analysis will explore some of the risks and impacts of compromised 

GNSS PNT, while reviewing the adequacy of several existing, planned and 
proposed resilience initiatives.

PNT evolution and GNSS dependency

We cannot imagine life without the four essential public utilities that we 
take for granted: water, energy, communications and waste disposal. Yet in 
less than half a century, almost every aspect of our life has become reliant 
on an ‘invisible fifth utility’ – GNSS PNT. Positioning provides a two or 
three-dimensional location of the user. Navigation lets the user determine 
the current and desired relative or absolute position and apply corrections 
to course, speed and heading. Timing provides and maintains accurate time 
locally or globally from a standard reference such as Coordinated Universal 
Time (UTC). 4 For many, the T (timing) in PNT is often overlooked and taken 
for granted as a hidden element embedded in this invisible utility. When GPS 
was initially established for the military, it was never envisaged that timing 
would become a critical service that many communities depend on globally.

1 Kovach et al. 2016.
2 Blake 2017.
3 Harris 2021.
4 Ordnance Survey 2023.
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GNSS PNT is not only used by motorists, hikers, mariners and aviators. 
Many industries, such as construction, mining, surveying, package delivery, 
logistical supply chain management, farming, fixed and wireless communica-
tions networks, banking systems, security and emergency services, defence, 
financial markets, water utilities and power grids, all depend on the global 
availability and accuracy of GNSS-based PNT.

Life in a world before GNSS PNT

In 1904, the first time signals were sent to ships by radio to allow navigators 
to check their chronometers. This was followed by the first radio navigation 
beacon installed in 1921. 5 By the end of World War II, a global network of 72 
high-power, Low Frequency (LF) radio transmitters provided Long Range 
Navigation (LORAN) 6 services, including the U.K.’s Decca Navigator system. 
Radio navaids for aviation and some maritime users progressively expanded after 
World War II. The number of Very High Frequency Omnidirectional Range 
(VOR) beacons peaked in 2000 when thousands of stations were operational in 
the United States 7 along with other radio navaids such as Distance Measuring 
Equipment (DME) and Non Directional Beacons (NDB).

All commercial airlines and aircraft flying in conditions without adequate 
outside visual references must fly under the Instrument Flight Rules (IFR). The 
Instrument Landing System (ILS), developed in the 1930s, provides precision 
radio navigation that allows suitably equipped IFR aircraft to approach and land 
at night and in bad weather by providing vertical (glide slope) and horizontal 
(localiser) guidance to and from the runway.

5 Bowditch 2022.
6 Bartlett et al. 2015.
7 Harris 2021.
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GNSS is progressively replacing radio navigation systems

The age of space-based navigation was launched in 1978 with the (then) $12 
billion investment in the US GPS operating in Medium Earth Orbit (MEO) 
of approximately 20,200 km. 8

The business case for replacing radio navigation systems with their sig-
nificantly higher installation and operational costs compared to GPS was 
compelling. The U.S. closed their last LORAN-C and Enhanced LORAN 
(eLORAN) stations in 2010, followed by Europe and the U.K. in 2015. 
LORAN-C and eLORAN services remain operational in several countries, 
including equivalent LF systems in Russia and China. 9

The U.S. is also progressively decommissioning VOR stations, which 
will be reduced to 580 sites by 2030. 10 The Australian Civil Aviation Safety 
Authority removed half of Australia’s radio navigation network after mandating 
GNSS as the primary means of navigation for IFR aircraft from 2016. 11 In 
a similar cost-saving measure in 2018, the U.S. Federal Aviation Administration 
(FAA) approved IFR aircraft equipped with suitable avionics to make precision 
approach and landings using GNSS as an alternative to ILS at those airports 
that have installed Ground Based Augmentation Systems (GBAS). 12

GNSS has also enabled the replacement of traditional navigation methods 
in the air. American Airlines achieved $1.2 million annual fuel cost savings 
in 2013 by removing 16 kg of flight manuals and navigation charts from the 
flight deck, becoming the first airline to operate through all phases of flight 
with iPads. 13

8 ESA 2021a.
9 Bartlett et al. 2015.
10 Alwin 2023.
11 Casa 2016.
12 FAA 2023.
13 Huguely 2013.
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GNSS is an essential service for all mariners

In 2000, the International Maritime Organization amended regulations to 
allow Electronic Chart Display and Information Systems to replace paper 
nautical charts for seagoing vessels, eventually becoming mandatory for 
new and existing ships from January 2011. 14 Plans to withdraw paper charts 
by 2026 and replace them with digital equivalents were announced by the 
U.K. Hydrographic Office in 2022. However, this deadline was subsequently 
extended to 2030. 15 It is now common for pleasure yachts to be equipped with 
GNSS-enabled chart plotters that sailors often use as their primary means of 
passage planning, pilotage and en route navigation. The Automatic Identi-
fication System (AIS) uses Very High Frequency (VHF) radio to broadcast 
their GNSS-determined ship location, direction and identity automatically. 
AIS is compulsory for all vessels over 300 Gross Registered Tonnes and is also 
becoming more popular with pleasure yachts. 16

Motorists and pedestrians rarely use paper maps for navigation today. 
To find their way to an unfamiliar address, almost all motorists and some 
pedestrians once carried a street directory, atlas or paper map. After Garmin 
launched the first portable Street Pilot GPS navigation system in 1998, drivers 
eventually became more dependent on this convenient technology. 17

The growth of Satnav has reduced the demand for printed maps. For exam-
ple, in 2017, the Map Shop stopped printing the once popular Fuller’s Street 
Directory. 18 The end of this once indispensable travel aid is representative of 
similar trends worldwide. More than one billion people use and rely on Google 
Maps every month. 19

14 IMO 2011.
15 UKHO 2022.
16 NATO 2021.
17 Leite 2018.
18 Whetham 2021.
19 Mukherjee–Zalani 2024. 
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PNT will play an important role in autonomous vehicle operations

The International Standards Organization and the Society of Automotive 
Engineers International have jointly established performance and system 
requirements for autonomous vehicles. There are six defined levels of driving 
automation, ranging from no driving automation (Level 0) to full driving auto-
mation (Level 5). 20 These vehicles must achieve 95% confidence of horizontal 
position accuracy of around 20 cm with availability greater than 99.9%. 21 They 
accomplish this by integrating multiple sensors and technologies, including 
GNSS, to accurately ascertain the vehicle’s environment and maintain optimal 
real-time control. 22

Financial services globally depend on reliable precision timing. Almost all 
aspects of financial services utilise GNSS timing for compliance, operational 
analytics, market transparency, automated share trading algorithms and 
ATM operations. Regulators require mandatory timestamping of at least 
100 microseconds accuracy for the Consolidated Audit Trail in the USA and 
Markets in Financial Instruments Directive II in Europe. These systems rely 
on atomic clocks synchronised between Earth and GNSS satellites, which 
provide accurate UTC down to the nanosecond. 23

GNSS is a key enabler for precision agriculture. Nearly 40% of large farms 
in the U.S. employ some form of Precision Agriculture (PA). Adoption of 
PA by large farms has reached 30% in Germany, 20% in Australia and almost 
10% in Hungary. 24 PA relies on GNSS in 4 key areas: 1. guidance and steering 
systems; 2. land preparation; 3. yield monitoring and mapping; and 4. Variable 
Rate Application (VRA). Sensors, maps and GNSS are used in VRA to auto-
mate the application of irrigation, fertilisers, chemicals and seeds. Other PA 

20 ISO 2021.
21 Petovello 2019.
22 Giannaros et al. 2023.
23 Hoptroff 2023.
24 Trimble 2022.
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applications reliant on GNSS include field planning, soil sampling, pest and 
crop monitoring, as well as farm vehicle and drone guidance.

Global and regional PNT systems

The military relies on assured GNSS PNT for everything from navigation 
and positioning of ground vehicles and dismounted ground forces to weapon 
guidance. It is used to synchronise elements of Command, Control, Com-
munications, Computers (C4) Intelligence, Surveillance and Reconnaissance 
(ISR) (C4ISR). 25 Consequently, adversaries now recognise the strategic value 
of GNSS PNT, making it a high-value target for Electronic Warfare.

GPS is often incorrectly used as a generic term for GNSS, which can also 
refer to augmentation systems used to improve the accuracy and stability of 
PNT. There are currently four operational GNSS and two Regional Navigation 
Satellite Systems (RNSS), which are listed in Table 1.

Galileo is the only civilian controlled GNSS, and it also currently offers 
the highest accuracy down to 20 cm horizontally and 40 cm vertically with 
its High Accuracy Service. 26

Each GNSS and RNSS transmits data on more than one dedicated fre-
quency, some of which is encrypted, to enhance availability accuracy and 
mitigate Radio Frequency Interference.

GNSS plays a vital role in society, delivering (mostly) reliable, accurate and 
ubiquitous positioning, navigation and timing services worldwide for Critical 
National Infrastructure (CNI) and services that include:

 – cellular, emergency services and defence telecommunications
 – autonomous vehicles and drones
 – air, sea, road and rail transportation
 – power and water utilities
 – financial services
 – digital broadcast and land mobile radios

25 Ascencio 2021.
26 ESA 2023a.
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Table 1

Global and regional navigation satellite systems

Name FOC* Constellation** Control Type
GPS

(Global Positioning 
System)

1995 24 MEO U.S. 
Government GNSS

GLONASS
(Globalnaya 

Navigazionnaya 
Sputnikovaya Sistema, 
or Global Navigation 

Satellite System)

2011 24 MEO Russian 
Government GNSS

BDS
(BeiDo Navigation 

Satellite System)
2020 30 MEO,

5 GEO***
Chinese 

Government GNSS

Galileo 2021 24  MEO European 
Union GNSS

NavIC
(Navigation Indian 

Constellation)
2017 3 GEO,

4 IGSO****
Indian 

Government

RNSS
(1,500 km around the 

Indian mainland)
QZSS

(Quasi-Zenith Satellite 
System)

2018 1 GEO,
3 IGSO

Japanese 
Government

RNSS
(East Asia and 

Oceania)

Notes: *Full Operating Capability; **Baseline constellation; ***Geostationary 
Earth Orbit; ****Inclined Geosynchronous Orbit

Source: ESA 2023

The dismantling of ground-based systems such as VOR, LORAN and other 
radio navigation systems further increases dependency on GNSS PNT, which, 
in some cases, has created a single point of failure for CNI.

There is no doubt that we now live in a world where all aspects of life are 
directly or indirectly dependent on GNSS PNT.
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PNT risks and impact

Many human threats and some natural hazards could compromise GNSS PNT, 
affecting its accuracy, integrity, continuity and availability. Most of society and 
some industry segments are unaware of the fragility of this ubiquitous, free 
and ‘invisible utility’, expecting it always to be globally available.

Jamming, spoofing and cyberattack are threats to GNSS PNT. To illustrate 
one aspect of this vulnerability, consider that the strength of a GNSS signal 
is less than one billionth of a watt by the time it travels over 20,000 km to 
Earth. This is like trying to see a 20-watt light bulb in Lisbon from Moscow 
at midday. Therefore, it does not require a very strong or sophisticated source 
of interference to jam or spoof GNSS.

A direct Line of Sight (LOS) signal must be received from at least 4 GNSS 
satellites to obtain an accurate 3D fix (latitude, longitude and altitude). The 
user’s environment can impact LOS, where high terrain or buildings (known 
as Urban Canyons) can either block direct signals or generate reflected signals 
off these objects. These multipath reflections can degrade the accuracy of GNSS 
positions. Loss of primary LOS creates a vulnerability that can make it easier 
to inject false signals or jam them.

GNSS jammers are not only used by adversarial state actors. Construction of 
GNSS jammers with off-the-shelf components only requires a basic knowledge 
of radio and electronics. Jammers are illegal to use in most jurisdictions, but 
the production and sale of these devices are not universally regulated. Portable 
vehicle and fixed installation ‘chirp jammers’ are small devices that can be 
plugged into a car cigarette power socket. These units, known as Personal Privacy 
Devices (PPD), can be purchased online from around US $10.00 an example 
of which is shown in Figure 1. 27

27 DHgate 2024.
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Figure 1
Low-cost in-vehicle GPS jammer

Source: DHgate 2024

A common use of PPD jammers is taxi and Heavy Goods Vehicle drivers 
evading rules on maximum driving hours, toll payments or trying to stop 
employers from tracking them. PPDs block GNSS and can cause inadvertent 
interference to other users when operating near sites such as airports or even 
fixed GNSS PNT users. The London Stock Exchange was affected by repeated 
GNSS outages caused by passing PPDs that impacted the timestamping of 
financial transactions. 28

Jamming and spoofing represent the greatest immediate threat of all the 
risks that could compromise GNSS PNT. Unfriendly and friendly actors can 
affect GNSS PNT. The U.S. defence forces have been responsible for several 
compromised GPS events while developing countermeasures against jamming. 
In 2007, a U.S. Naval exercise testing GPS interference in San Diego harbour 
prevented residents from making ATM cash withdrawals, and doctors’ emer-
gency pagers stopped working – it took three days to identify their warships 
as the cause. 29

28 Champion 2020.
29 Champion 2020.
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Aviation Safety Reporting System (ASRS) data released by the FAA, 
revealed that hundreds of aircraft lost GPS reception near military tests in 
2017 and 2018. One day in March 2018, Los Angeles Air Traffic Control (ATC) 
received as many as 21 reports from aircraft experiencing GPS navigation 
problems, with some pilots requesting help to re-establish their correct course. 
Figure 2 shows a six month extract of aircraft types affected in 2017. 30

GNSS anomalies may impact some aircraft more than others because of the 
way complex automated flight control and navigation systems are integrated. 
In 2016, the FAA issued a Notice to Airman (NOTAM) warning pilots and 
operators of one of the best selling light jets, the Embraer EMB-505 Phenom 
300, that in the event of GPS failure, the aircraft could enter a dangerous ‘Dutch 
Roll’ condition (unexpected rolling and yawing oscillations) at high airspeeds. 31
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Figure 2
NASA ASRS GPS problems by Type of Aircraft Affected released by the FAA 

(February to July 2017)
Source: Harris 2021; FAA 2016

30 Harris 2021.
31 FAA 2016.



479Security in Outer Space

Since GNSS is so widespread, reliable and easy to use, an important human 
factor should also be considered. Aviators, mariners, motorists and hikers, to 
name just a few, may be more vulnerable to compromised GNSS if they lack 
basic traditional navigation proficiency. In 2019, a passenger airliner lost GPS 
near Salt Lake City. The pilot stated in his ASRS report: “To say that my raw 
data navigation skills were lacking is an understatement! I’ve never done it on 
the Airbus and can’t remember having done it in 25 years or more.” 32

Automatic Dependent Surveillance Broadcast (ADS-B) is an unencrypted 
surveillance and tracking technology required by all aircraft operating in IFR. 
It provides position, velocity, heading and identification data to ATC and 
other ADS-B users to maintain safe separation. Position is mainly determined 
automatically by GNSS.

Figure 3
Screenshot with dark spots representing GPS interference >10%

Source: gpsjam.org

32 Harris 2021.
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The screenshot from gpsjam.org in Figure 3 uses data provided by ADS-B 
Exchange to generate maps of likely GPS interference based on aircraft 
reports of reduced navigation system accuracy without specifying the type of 
navigation system. It could be caused by GPS, another GNSS like GLONASS, 
or an Inertial Navigation System (INS) issue. Most navigation accuracy deg-
radation occurs in the Middle East, especially in the eastern Mediterranean. 
Jamming activity is often observed in Iraq, Lebanon, Cyprus, Turkey and 
Armenia. In North Africa, Libya is also affected. Suspected jamming activity 
in Europe has occasionally been detected in Poland, Romania, Lithuania, 
Latvia and Finland. 33

Researchers analysed air traffic impacted by GPS interference over Eastern 
Europe between February and August 2022. On some days, this affected more 
than 1,000 flights or 60% of the daily traffic in the analysed area. 34 In February 
2023, the European Union Aviation Safety Agency issued a Safety Information 
Bulletin warning pilots of degraded navigation or surveillance because of GNSS 
outages from jamming and possible spoofing. 35

GNSS jamming is harmful, but spoofing is a far more insidious threat. Accord-
ing to David Last, former president of the U.K.’s Royal Institute of Navigation: 
“Jamming just causes the receiver to die, spoofing causes the receiver to lie.” 36

Malicious actors spoof or replicate satellite navigation signals by blocking 
the original transmission with a stronger, false, identical signal that the GNSS 
receivers then use. Meaconing is the most common form of spoofing attack, 
where GNSS signals are intercepted and rebroadcast on the same frequency, 
resulting in misleading location, velocity and heading. 37

GNSS are essential enablers for today’s shipping which heavily relies on 
integrated IT networks and Industrial Control Systems (ICS). Many merchant 

33 Wiseman 2022.
34 Figuet et al. 2022.
35 EASA 2023.
36 Dawson 2018.
37 Lo 2019.
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vessels’ ICS will not even allow engines to start or leave port without receiving 
a valid GNSS signal. 38

Malicious state and non-state actors could use GNSS spoofing to create 
ship-to-ship or ship-to-shore collisions, diversion into hostile territories for 
military gains or terrorism purposes or be used by pirates to intercept and 
divert ships into vulnerable areas.

A maritime transport industry source reported that the captain of 
a Post-Panamax 39 class container ship en route from Cyprus to Djibouti in 
February 2017 could not manoeuvre when “the IT system of the vessel was 
completely hacked”. For 10 hours, pirates successfully remotely hacked the 
vessel’s satellite navigation system to effectively control the throttle and steering 
to divert the vessel to an area where they planned to board and take over. 40

Students demonstrated how easy it was to ‘hijack’ and reroute an $80 million 
superyacht 30 miles off the coast of Italy using a $1,000 device they built to 
spoof GPS signals, without triggering an alarm or alert. In March 2016, GPS 
jamming signals along the North Korean border affected over 1,000 aircraft 
and 700 ships for over a week. 41

Since February 2016, nearly 10,000 suspected instances of GNSS spoofing 
have been identified, affecting more than 1,300 commercial vessels. The dis-
ruptions appear to have originated from ten or more locations in Russia and 
Russian-controlled areas in Crimea and Syria. 42 One of many examples of 
adversarial jamming occurred during the Ukraine war in October 2023. The 
Russians deployed their Pole-21 GNSS jammer (which also blocks GLONASS) 
to interfere with incoming drones and other precision-guided munitions. 
However, on this occasion, the Russian jammer became the target and was 
destroyed. 43 In October 2023, the U.S. Department of Transportation (DoT) 
38 Akpan et al. 2022.
39 A merchant vessel with 8,250 Twenty-Foot Equivalent Unit (TEU) container capacity, 

~366 m long and 49 m wide.
40 Blake 2017.
41 Akpan et al. 2022.
42 Center for Advanced Defense Studies 2019.
43 Axe 2023.
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Maritime Administration issued a warning that “significant GPS interference 
has been reported worldwide” and that the unencrypted AIS can be spoofed. 44

On 25 September 2023, twenty civil aircraft in northern Iraq experienced 
a GNSS spoofing attack, creating false track positions of around 60 nautical 
miles. A Boeing 777 airliner was so far off course that the crew asked Baghdad 
Air Traffic Control: “What time is it, and where are we?” Two days later, 
the FAA issued a NOTAM warning of potential spoofing activities in Iraq 
and Azerbaijan that could pose a safety of flight risk, leading to potential 
accidents or loss of life. 45

According to reports from some of the affected pilots, the built-in safety 
systems, such as Receiver Autonomous Integrity Monitoring (RAIM), could 
not identify or discriminate between a legitimate and spoofed GNSS signal. 
Modern Flight Management Systems (FMS) use navigation inputs from 
Radionav and GNSS, with some also equipped with Inertial Measurement 
Units (IMU) or Inertial Navigation Systems (INS), which integrate an IMU 
with GNSS. Unless the flight crew is aware of a GNSS spoofing event and can 
disengage the GNSS inputs, the FMS will accept the invalid spoofed PNT 
data, affecting the entire system.

Space weather is a natural hazard that can affect GNSS. In 1859, a solar 
Coronal Mass Ejection (CME) caused the most intense geomagnetic storm 
facing Earth in recorded history. Known as the Carrington Event, it created 
havoc on telegraph communications networks worldwide in an era well before 
satellites and GNSS. The U.K. Government listed adverse space weather 
as one of the most serious natural hazards in its National Risk Register. 46 

Apart from a Carrington scale CME, space weather is unlikely to cause 
satellite failure because of their robust, hardened design. However, GNSS 
errors can be caused by more frequent severe space weather events, which 
create scintillation in the ionosphere that adversely affects space-to-earth 

44 MARAD 2023.
45 Zee 2023.
46 May et al. 2022.
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signals. In December 2006, a major solar flare disrupted GPS and satellite 
communications for around 10 minutes. 47

The impact of Geomagnetic superstorms can be severe, but these are rare 
events. On average, there is a ~4% chance of at least one great storm and a ~28% 
chance of at least one severe storm per year, while there is only a 0.7% chance 
of a Carrington class superstorm per year. 48

Fifteen of the eighteen CNI sectors were found to be at risk of GNSS failure 
by the U.S. Department of Homeland Security. These included communi-
cations, emergency services, information technology, banking and finance, 
healthcare and public health, energy (electric, oil and gas), nuclear, dams, 
chemical, critical manufacturing, defence industrial base, postal and shipping, 
transportation, government facilities and commercial facilities. 49

Inadvertent and hostile human activities 
can compromise GNSS PNT

The Kessler syndrome describes an uncontrolled growth of space debris (space 
junk) that could cause a catastrophic chain reaction of collisions with satellites 
and other space debris.

Space debris represents a relatively low direct threat risk to GNSS in MEO. 
However, the proliferation of space debris in other orbits may have indirect 
consequences for GNSS. In 2022, more satellites were launched than in any 
previous year, owing to the growth of megaconstellations 50 such as Starlink. In 
2023, it was estimated that around 30,000 pieces of space debris greater than 
10 cm remain in earth orbit from defunct satellites, launch vehicles, satellite 
collisions and other objects. Orbital debris has grown in number and total 
mass since the beginning of the space age, as shown in Figure 4. 51 Almost 70% 

47 Malik 2022.
48 Chapman et al. 2020.
49 Hoptroff–Suarez 2023.
50 Constellations with hundreds or thousands of satellites.
51 Colvin et al. 2023.
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of space debris is concentrated in Low Earth Orbit (LEO), with debris below 
650 km naturally deorbiting within 25 years owing to atmospheric drag. 52

Anti-satellite (ASAT) weapons, which can be launched from Earth or 
placed in orbit to destroy an adversary’s spacecraft, may present a latent threat 
to GNSS. The USA, Russia, China and India have all developed and deployed 
these. In 2007, when China tested its ASAT capability in LEO, total space 
debris increased by 25%. In May 2013, China conducted another test that was 
suspected to be a kinetic kill vehicle that could potentially reach MEO and 
GEO orbits. 53

Figure 4
Chart showing the number of objects >10 cm in LEO

Source: NASA ODPO

52 Colvin et al. 2023.
53 Weeden 2014.
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Because of the serious repercussions, a direct ASAT attack from a peer adversary 
is improbable. However, the deployment of space weapons such as these and 
other provocative actions in space (and on Earth, which are harder to attribute) 
highlights the impotence or absence of effective international space law. These 
‘Grey Zone’ hostile activities which exploit legal ambiguities in treaties are 
known as ‘Lawfare’. 54

The direct threat to GNSS from space debris is relatively low because MEO 
orbits, where most GNSS operate, are relatively clear. However, concern over 
this risk may rise as more PNT initiatives and capabilities are planned to be 
delivered from LEO. Launch and replenish missions for GNSS in MEO may 
be at greater risk while transiting space debris in LEO. An April 2023 study by 
the University of Malaga concluded that the human use of space “will disappear 
for both commercial and scientific activities if the current rate of space debris 
generation continues”. 55

Space is becoming increasingly congested and contested

Existing and proposed megaconstellations, such as ‘Starlink’ with plans for 
12,000 and ‘Kuiper’ with 4,236 satellites, will be dwarfed by China’s ‘G60 
Starlink’ with up to 12,000 and ‘Guo Wang’ with 12,992 satellites. The largest 
megaconstellation proposal comes from Rwanda, which filed its 337,320 satellite 
‘Cinnamon-937’ programme with the International Telecommunications 
Union (ITU). 56 Up to 75,000 LEO satellites from 7 countries could operate 
between 328 and 2,000 km in the next ten years. 57 The scale of new LEO 
constellation growth can only increase the risk of collision with space debris, 
even if the estimated satellite population does not fully materialise. This 
should not present an immediate threat to MEO-based GNSS but may have 
implications for emerging LEO GNSS.

54 Erwin 2023.
55 Innovation News Network 2023.
56 Kuthunur 2023.
57 Hainaut 2020.
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Figure 5
LEO, MEO and GEO orbits with Satellite and Space Debris field overlay (* QZSS perigee)

Source: Compiled by the author based on Debris-GEO1280 p.jpg and Comparison 
satellite navigation orbits.svg

The nominal altitudes of the LEO, MEO and GEO GNSS/RNSS orbits 
together with an overlay of current satellites and space debris fields are presented 
in Figure 5. The density of space debris is greatest in the LEO orbits where it 
exhibits the greatest risk to space operations, especially with the growth of 
emerging megaconstellations.

Radio Frequency Interference to GNSS can compromise PNT. GNSS 
operates in L-Band (1 to 2 GHz) because the propagation characteristics of 
these radio frequencies are ideal for all weather operations day and night as 
they can penetrate clouds, precipitation, fog and vegetation. The ITU has 
allocated separate L-Band frequencies between 1.1 GHz and 1.6 GHz for each 

https://commons.wikimedia.org/wiki/File:Debris-GEO1280_p.jpg#filelinks
https://en.wikipedia.org/wiki/File:Comparison_satellite_navigation_orbits.svg
https://en.wikipedia.org/wiki/File:Comparison_satellite_navigation_orbits.svg
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of the 4 GNSS and 2 RNSS operators. 58 However, national administrations 
are responsible for the local licensing and permitted use of frequencies within 
the ITU global and regional allocations.

In 2020, the U.S. Federal Communications Commission (FCC) approved 
using a portion of L-Band to Ligado, a 5G cellular phone operator, provided 
they separated their transmissions from GPS systems. 59 However, the U.S. 
Department of Defense (DoD) commissioned a study which confirmed that 
Ligado’s planned 5G deployment would interfere with DoD GPS receivers. 
The DoD report rejected the FCC’s suggested mitigation and replacement 
plans as unfeasible, prohibitively expensive and possibly ineffectual. 60 The 
concerns raised by the DoD were also raised by the U.S. aviation industry, 
which determined that Adjacent Channel Interference from this 5G network 
could pose a safety risk to civil aviation.

Interference with radio navigation satellite services has become so wide-
spread that the ITU published a warning in August 2022 stating: “Between 
1 February 2021 and 31 January 2022, ITU received 329 reports of harmful 
interference or infringements of the Radio Regulations” 61 and tabled this item 
at the 2023 World Radiocommunication Conference.

Food security may be at risk from compromised PNT

A GEO Inmarsat communications satellite provides GNSS augmentation 
in the Asia-Pacific region, enabling two-centimetre guidance accuracy for 
self-driving agricultural machinery. In April 2023, a suspected fault in one of the 
satellite’s solar arrays interrupted all services, including Precision Agriculture, 
dependent on this capability. Farmers across Australia and New Zealand 
reported that their farm machinery was down for three days during the peak 

58 ITU 2020.
59 Pelkey 2020.
60 U.S. DoD 2022.
61 ITU 2022.
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of the sowing season. One farmer said “the outage had taken his operation 
back about 25 years”. Another farmer with 1,700 hectares complained that 
a lot of boom sprays were out of operation, stating: “I haven’t been in a tractor 
without auto-steer for 15 years.” He was forced to use a backup free-to-air GPS 
that was much less accurate. 62

Failures of this nature are quite rare, but events such as this, affecting a broad 
user community including aviators, mariners and farmers, illustrates how 
space assets and orbital altitudes outside of GNSS MEO can have an impact 
on PNT when compromised.

Systemic and human factors can compromise PNT

All GNSS have experienced failures. At 23:26 UTC on 25 January 2016, a 13.7 
microsecond error occurred during a data upload while retiring a single GPS 
satellite. This resulted in incorrect timing data being transmitted throughout 
the global constellation. The data error impacted telecommunications networks 
in the U.K., triggering hundreds of alarms while Digital Audio Broadcast 
radio services were disrupted. At the same time, public safety communications 
in the USA and digital TV services in Spain were also affected. The timing 
error, which also affected other GPS-dependent systems and services such as 
ATMs, continued for over half a day until the anomaly was corrected at 13:11 
UTC on 26 January. 63

Although this specific fault only affected timing and did not disrupt 
positioning and navigation, a small but very important community of users 
worldwide were severely impacted by the timing fault. The severity of the 
impact was related to the specific design and implementation of the user’s PNT 
equipment and data processing systems.

62 Claughton–Conn 2023.
63 Kovach et al. 2016.
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The Russian GLONASS and the Chinese BeiDou systems have also 
experienced various technical issues. However, none of these events can be 
compared to the weeklong outage of Galileo from 10 to 17 July 2019. The 
outage was caused by a ground infrastructure issue during an essential upgrade 
of the Galileo control centre, not by the Galileo satellites. The impact of this 
outage could have been far more severe if the 100 million plus Galileo receivers 
could not automatically switch to GPS as backup. 64 Because of this failover 
capability, most casual users would have been unaware of this extended Galileo 
system failure.

Outages from most of these causes are quite rare, and several interventions 
have been applied. However, this will not eliminate other systemic risks that 
could also compromise PNT.

The cost and impact of compromised GNSS PNT

The financial benefits to the U.K. from using GNSS have been monetised at 
£13.6 billion per annum. The economic loss due to a seven-day GNSS outage 
has been estimated at £7.6 billion. 65 A loss of GPS in the U.S. was estimated 
to have a $1 billion per day impact, which could be 50% higher if this were to 
occur during the April and May planting season, owing to the widespread 
adoption of GPS-dependent Precision Agriculture. 66 Between 1999 and 2027, 
GNSS was estimated to contribute around €2 trillion in economic benefits and 
100,000 highly skilled jobs in the EU. 67

Not all analysts agree that the risks and impact of compromised PNT 
justify large investments in backup GNSS. The U.S. think tank, the RAND 

64 Todd 2019.
65 Flytkjær et al. 2023.
66 O’Connor et al. 2019.
67 Bonenberg et al. 2023.
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Corporation, issued a report in May 2021 entitled “Analyzing a More Resilient 
National Positioning, Navigation, and Timing Capability”, which asserted 
that “the risks of potential attacks or other failures of such systems may be 
exaggerated, and even impossible in some instances”. 68

Most of the risks and some of the alternative PNT solutions to GPS cited 
in the RAND report are valid and aligned with many of those identified in 
this analysis. However, it is difficult to give unqualified acceptance to their 
conclusions given the extent of natural and growing human threats that could 
compromise GNSS PNT, some of which cannot be easily mitigated. Some of the 
conclusions in the RAND report have also been challenged by several industry 
specialists, including Dana Goward, President of the Resilient Navigation and 
Timing Foundation and Dr Patrick Diamond, member of the (U.S.) President’s 
National Space-based PNT Advisory Board. 69 The basic premise of the RAND 
report was a cost–benefit assessment of a duplicate backup GPS system. Perhaps 
the report should have placed greater emphasis on wider alternative solutions 
to ensure PNT is not compromised.

It is difficult to compile an accurate comparative threat probability vs. 
impact assessment of the seven main threats to GNSS PNT as there is little 
data available with a common baseline. Furthermore, the scale of impact can 
be measured in many ways such as geographically, temporarily, safety of life, 
economic or social. However, a coarse qualitative assessment of the relative 
probability and impact of seven major natural and human threats to GNSS 
PNT is proposed in Figure 6.

Even if a precise assessment of specific threats to PNT could be convincingly 
accomplished, it is unlikely that such findings would alter the conclusion. The 
significant impact of denied access to accurate PNT is so great that adequate 
technical and financial investments in mitigation would be justifiable.

68 Mason et al. 2021.
69 Goward 2021.
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Figure 6
Threat probability vs. impact and scale (coarse qualitative assessment)

Source: Compiled by the author.

Resilient PNT initiatives

The U.S. DoD recognises the importance of resilient PNT capability with the 
rollout of up to 32 upgraded next generation GPS III/IIIF satellites. These new 
satellites are three times more accurate, with an eight-fold improvement in 
anti-jamming capabilities, as well as greater compatibility and connectivity with 
other GNSS, such as Galileo. 70 The U.S. is not alone in undertaking initiatives 
to address space and Earth threats to minimise the risk of compromised PNT.

Redundancy and diversity in the space segment already exists. Over 100 
GNSS satellites are in orbit within the four constellations operated by the 
U.S., Europe, Russia and China. 71 Access to such a large population of GNSS 
satellites also improves accuracy and coverage. Together with the two RNSS 
constellations from India and Japan, the impact of a system outage, like the 

70 Lockheed Martin 2023.
71 GNSS from Russia and China may not be appropriate for all users.
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January 2016 GPS or July 2019 Galileo events, is less likely to be as great, 
provided that user terminals can safely operate across all these systems.

Although MEO is used by the four existing GNSS, LEO is about to play 
a bigger role in contributing to PNT. Startups, such as Xona, Trustpoint, 
Satelles and Future Navigation Technology, are proposing PNT augmentation 
solutions that can offer up to 10 times the accuracy of GPS using LEO satellites 
with increased signal strength, enhanced security and worldwide coverage. 72

Successful PNT trials with Starlink as a Signal of Opportunity (SoP) 
have led to the company filing with the U.S. Patent and Trademark Office in 
December 2022 for “electronic global positioning and geo-locations systems”. 73

Researchers have developed an algorithm that can use a SoP from almost 
any satellite to locate any point on Earth with an accuracy of up to 5.8 metres 
for a stationary receiver. 74 Other LEO PNT solutions use the global Iridium 
constellation, which operates within the same L-Band as GNSS but on different 
frequencies. While it delivers a stronger signal than MEO GNSS, it does so 
with lower position and timing accuracy. Using SoP from non GNSS constel-
lations such as Iridium has been examined to include other megaconstellations 
such as Starlink, OneWeb and Kuiper. Further research is needed, but these 
opportunities would require significant investment in user terminals and may 
not be universally accepted.

A LEO GNSS constellation from Xona Space Systems will consist of around 
300 CubeSats, 75 which will provide sub-10 cm accuracy anywhere on Earth, 
independently 76 or to enhance legacy GNSS. 77 Geespace, a privately owned 
Chinese subsidiary of Geely, is rolling out a constellation of 240 LEO PNT 
satellites, with the first phase of 72 to be in orbit by 2025 to support their future 

72 Bonenberg et al. 2023.
73 Dennehy 2022.
74 Woodall 2023.
75 Miniaturised satellites less than 2 kg with a standardised form factor in multiples of 1 or 

more 10 cm3 units.
76 With degraded performance in the absence of GNSS or ground sourced clock disciplining.
77 Luccio 2023.
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self-driving cars. 78 Another Chinese LEO constellation from Future Navigation 
(CentiSpace/Xiangrikui) has launched 6 out of a planned constellation of 120 
PNT microsatellites to provide GNSS augmentation using laser Inter Satellite 
Links. 79 A conceptual design has been developed by the Iranian Ministry of 
Science Research and Technology to provide regional PNT using Commercial 
Off the Shelf LEO CubeSats. 80

In urban environments where GNSS is challenged or denied, it may be 
possible to obtain PNT using non-satellite SoP from diverse terrestrial radio 
frequency sources such as digital radio, TV, broadcast AM/FM and cellular 
radio signals, but only using special receivers. 81 An example of such a novel 
solution is the StarNav Multi-Frequency Positioning and Timing Receiver. 
This is an aided inertial navigation system powered by one or more SoP such 
as cellular, television, Globalstar, Iridium, GPS or Xona Pulsar.

The benefits of diversity in space using multiple constellations, including 
SoP or LEO, can only be realised if the GNSS receivers are capable of using 
them. This may require substantial investment and re-fit across all sectors 
globally, considering that the number of installed GNSS devices are projected 
to grow from 5.6 billion in 2023 to almost 9.0 billion in 2033. 82 However, 
solutions that can employ legacy hardware with firmware upgrades or minimal 
integration could streamline adoption.

Augmentation systems improve the accuracy, availability and integrity 
of GNSS PNT. Satellite Based Augmentation Systems (SBAS) provide PNT 
augmentation using GEO satellites to monitor signals received from GNSS at 
accurately surveyed sites to compare any error between the actual position and 
GNSS fix. These errors are uplinked to GEO satellites, which then broadcast 
any identified errors that are corrected by special user terminals. SBAS does 
not provide independent PNT; it only augments existing GNSS over a specified 

78 Geely 2022.
79 Kulu 2023.
80 Naseh et al. 2021.
81 Kassas 2021.
82 EUSPA 2024.
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wide area. Four major SBAS systems are in place, including the European Geo-
stationary Navigation Overlay Service, U.S. Wide Area Augmentation System, 
Japanese Multi-functional Satellite Augmentation System and the Indian GPS 
Aided Geo Augmented Navigation system. 83 The joint Australian and New 
Zealand Southern Positioning Augmentation Network uses Inmarsat GEO 
communications satellites to deliver SBAS accuracy down to 10 centimetres. 84

GBAS delivers high accuracy and integrity navigation for aircraft, making 
precision approaches to airports using GPS as an alternative to ILS. GBAS 
broadcast integrity values via VHF data link to the aircraft ILS style avionics 
to achieve protection levels of an actual vertical (4 m) or lateral (16 m) error 
being less than 1 in 10 million. 85

Another integrity architecture employed in aviation is the Aircraft Based 
Augmentation System (ABAS), which focuses on integrity rather than accuracy. 
ABAS is achieved with two techniques: Receiver Autonomous Integrity Mon-
itoring (RAIM), which only uses GPS for inputs and Airborne Autonomous 
Integrity Monitoring (AAIM), which uses GPS and other on-board sensors. 86 
Whereas RAIM only provides horizontal integrity. Advanced RAIM uses 
GPS and Galileo to increase the diversity and integrity of signals, especially 
ionospheric errors, to deliver 3D positions with improved integrity. 87

All these systems greatly enhance integrity but are not invincible to mali-
cious or inadvertent jamming.

Technical, voluntary and regulatory initiatives 
to mitigate the risk of space debris

Re-usable launch vehicles such as SpaceX, Blue Origin, United Launch Alli-
ance and Rocket Lab may partially help alleviate the amount of space debris 

83 Grunwald 2023.
84 Geoscience Australia 2023.
85 FAA 2023.
86 ESA 2014.
87 Cozzens 2022.
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compared to conventional launchers. Voluntary guidelines have been proposed 
by the Space Safety Coalition, which recommends the responsible design, 
management and disposal of space assets. 88 Regulators and space agencies are 
also taking action. The European Space Agency (ESA) introduced the Zero 
Debris Charter on 16 October 2023, intending to reduce debris in Earth and 
Lunar orbits by 2030. 89 The U.S. FCC has gone one step further in October 
2023 by imposing a fine of $150,000 to DISH, the operator of EchoStar-7, for 
failing to properly deorbit this satellite, which ran out of fuel and remains in 
orbit 178 km above the Earth. 90

Several space debris removal methods are being proposed and developed 
that range from ground and space based lasers to ‘nudge’ small debris (1–10 cm) 
into re-entry, through to physical sweeping, collection or recycling of larger 
objects (>= 10 cm). 91

Alternative capabilities that can deliver PNT

The European Commission Joint Research Centre initiated a project to analyse 
technologies that could deliver Alternative PNT independently from GNSS. 
The U.S. DOT commissioned an assessment of seven different Alternative PNT 
systems in May 2020. These include PNT systems based on networks of sparse 
radio beacons, a LEO satellite constellation providing a timing service on the 
ground, eLORAN, fibre optic networks with time and frequency transfer and 
navigation using map matching. 92 The U.K. Government announced its ‘10 
Point Policy Framework for Greater PNT Resilience’ in October 2023. This 
includes setting up bodies and assessing alternative space and terrestrial based 

88 SSC 2023.
89 ESA 2023c.
90 Wiquist 2023.
91 Iyer 2023.
92 Bonenberg et al. 2023.



The New Space Age496

PNT capabilities, including U.K. SBAS, eLORAN, U.K. Quantum Navigator 
and a possible U.K. sovereign regional satellite system. 93

eLORAN offers many advantages over GNSS as its LF signal is three to five 
million times stronger with 99.999% reliability and availability. It can be used 
within buildings, in tunnels, underground and underwater. By applying encryp-
tion and authentication, it could provide spoof-resistant PNT throughout the 
U.S. using only six towers for timing and 19 for position and navigation. 94

Improvements in GNSS receivers, antennas and cybersecurity measures can 
contribute to a non-compromised PNT capability. Historically, shipboard sys-
tems were not designed to deal with cybersecurity threats. AIS does not employ 
authentication or integrity checks. Electronic Chart Display and Information 
Systems use input from multiple unsecured sensors. ICS relies on complex legacy 
systems, with some IT networks configured for third party remote access that 
are not effectively isolated from steering and navigation systems. Recognising 
these and other vulnerabilities, the International Maritime Organization 
mandated cybersecurity countermeasures to be employed from January 2021.

Galileo was the first satellite system to employ Open Service Navigation 
Message Authentication as an anti-spoofing method by authenticating the 
consistency of data signals from multiple satellites. 95

Aircraft operations are particularly susceptible to jamming and spoofing of 
GNSS PNT, even where GBAS is employed, because of the omnidirectional 
characteristics of most GNSS antennas. As a countermeasure, special anti- 
jamming antennas using sophisticated algorithms to identify any anomalies, 
block false signals that come from near the horizon while only accepting valid 
signals coming directly from above. 96

93 Freeman 2023.
94 Shepard 2020.
95 ESA 2021b.
96 Handrigan 2022.
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Use of non-GNSS PNT sources independently 
or integrated with GNSS

Before GNSS, Inertial Navigation Systems (INS) provided aviators and 
mariners with an accurate Attitude and Heading Reference System source. 
Historically, these systems were large, expensive and power-hungry. Modern 
INS uses IMUs that typically contain a three-axis gyroscope, accelerometer and 
sometimes a magnetometer to measure angular rate and acceleration but do not 
retain the same level of accuracy over time as GNSS. Compact ‘postage stamp 
size’ INS are now available in low-Cost Size, Weight and Power (C-SWaP) form 
factors, with some units integrating GNSS modules as little as 11 cm3, 16 grams 
with less than 500 mW power consumption. 97 Future INS could employ Atomic 
Interferometer Gyroscopes that use tiny gyroscopes and atom interferometry 
techniques with lasers to derive accurate positioning. These devices could 
operate independently of GNSS and compete with current ring laser gyroscopes, 
fibre optic gyroscopes and hemispherical resonator gyroscopes. 98

For time-sensitive systems or applications that cannot withstand long 
‘holdovers’ (loss of synchronisation with other devices or systems), there is 
a need to provide accurate timing backup in the event of GNSS failure or when 
operating in natural or urban canyons. Low C-SWaP atomic clocks such as 
Microchip’s CSAC-SA65 or Orolia’s MRO-50 employ a miniaturised rubidium 
oscillator offering superior timing oscillator holdover of anywhere between 
11 and 29 hours compared to crystal oscillators that only provide holdovers 
of 9 minutes to just over an hour. 99 However, these devices can only provide 
short-term continuity of service by extending holdover until GNSS PNT is 
restored. In the next five to ten years, miniaturised quantum clocks may offer 
a more resilient and superior timing capability accurate to the picosecond 
compared to around 30 nanoseconds for GPS. 100

97 Vectornav 2021.
98 Shepard 2020.
99 Garigen et al. 2021.
100 Freedberg 2023.
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Non-terrestrial platforms that could support PNT

Very Low Earth Orbit (VLEO) between 100–450 km (nominally 250–350 km) 
has the advantage of low launch costs at an orbital altitude relatively safe from 
space debris. However, this would be at the cost of reduced orbital lifetime and 
the need for larger constellations to provide adequate coverage. ITU regulations 
place constraints on power levels if operating in the same GNSS L-Band. 
High Altitude Long Endurance or High Altitude Platforms may potentially 
be employed for local PNT augmentation or emergency restoration, which 
could be done relatively quickly at a significantly lower cost than space-based 
vehicles. However, these systems would need access to a Stratum-0 reference 101 
to maintain timing accuracy, typically from existing GNSS, so they would 
potentially only offer augmentation, not substitution.

Space weather, debris or meteor impact mitigation

The main mitigation for space weather risks includes shielding, component 
tolerances and design redundancy within the space vehicle. Some constellations 
include ‘hot standby satellites’ 102 in orbit or on the ground. Less common are 
evasive manoeuvres for kinetic impact threats by temporarily aligning the 
satellite to expose the smallest area to known meteor showers or debris. 103 
Should a Kessler syndrome event ever occur, this would almost certainly end 
all space operations at the affected orbital altitude.

Satellites in MEO orbit are exposed to ten times the radiation of LEO, 104 
so they are designed and shielded to survive in that environment. The U.S. 
GPS satellites are further hardened against High Altitude Nuclear Explosion 

101 A high-precision timing reference such as atomic clocks.
102 A redundant satellite, not in service, that can be quickly enabled to replace a failed or 

retired satellite.
103 This would require unplanned delta-v thrust consuming station-keeping fuel reducing 

the satellite lifespan.
104 Tsuiki et al. 2014.
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radiation. Although the probability of a severe Carrington-like event is 
extremely low, with a once in 500-year likelihood, 105 shielding and system 
redundancy are unlikely to provide sufficient protection.

Space debris and space weather represent the lowest relative risks to GNSS 
PNT compared to jamming and spoofing. However, all space-based assets are 
exposed to multiple sources of risk, some of which cannot be entirely eliminated.

Human factors that should be considered 
in a compromised PNT event

Navigation and timing requirements were satisfied without GNSS prior to 
the launch of GPS in 1978. Aviators, sailors and other travellers should retain 
sufficient skills and recency of experience with basic navigation principles to 
maintain their situational and spatial awareness in the event of GNSS loss.

According to a psychologist at Temple University specialising in spatial 
cognition: “GPS devices cause our navigational skills to atrophy, and there’s 
increasing evidence for it.” 106 Student pilots and sailors use traditional paper 
charts and methods for ab initio training before transitioning onto sophisticated 
electronic navigation. Regulatory bodies and training organisations should 
retain these fundamental skills in the curriculum. Not only to provide a solid 
foundation but as a final fallback in the event of total GNSS loss, provided 
they maintain proficiency and recency!

Other initiatives to mitigate against compromised PNT

ESA has acquired several patents that could enhance or avert compromised 
PNT. These patents cover hardware, software, machine learning, data analysis 
solutions and real-time analysis to detect jamming and spoofing. 107 System 
design should consider the natural and human threats to GNSS PNT to 
105 May–Dobrijevic 2022.
106 Stromberg 2015.
107 ESA s. a.
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ensure greater resilience. For example, infrastructure reliant on GNSS to 
function, such as radio communications networks, Digital Audio Broadcast 
radio and some digital TV services, should consider alternative architecture 
or ground-based stable timing sources to increase holdover times in the event 
of GNSS interruption.

Blended technologies incorporating GNSS with INS and potentially radio-
based PNT could provide enhanced assurance for transport and mobile users. 
Network-based timing and low C-SWaP atomic clocks, as well as radio timing 
signals could provide primary, holdover or augmented timing references for 
some use cases.

Each of these initiatives will require various levels of technical development 
and financial investment. Most of these are either mature and well-established, 
such as multi-constellation receivers which are common in most smartphones, 
or are progressively being implemented such as LEO Augmentation. As there 
is a very broad range of platforms, use cases, environments and user terminals, 
it is not possible to accurately assess the cost vs. complexity of PNT capability 
improvements or assurance initiatives on a global scale. Notwithstanding this 
challenge, Figure 7 offers a coarse attempt to qualitatively estimate the relative 
cost vs. complexity and scale of a sample of seven of the many initiatives that 
could be employed to enhance the resilience and performance of PNT. Some 
of these initiatives can or have been combined.

Eliminating a single point of failure is one of the best ways to achieve capa-
bility resilience and assurance. Industry and governments are now recognising 
the extent and potential impact of threats to GNSS. An October 2023 report 
from the Royal Institute of Navigation recognises society’s over-reliance on 
the GNSS PNT ‘fifth utility’, especially for CNI, recommending multiple 
alternative technologies to maintain the capability. 108

108 Pottle et al. 2023.
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Figure 7
Initiative cost vs. complexity and scale (coarse qualitative assessment)

Source: Compiled by the author.

PNT importance and conclusions

There is little doubt that the world heavily depends on the accuracy, stability, 
integrity, continuity and availability of PNT. GNSS, pioneered by the U.S. 
GPS, has expanded the range of applications well beyond its original military 
function. Transportation in all three domains represents only a fraction of the 
use cases for PNT. This hidden utility supports communications, financial 
systems, agriculture, public utilities and emergency services in ways that most 
citizens are unaware of – that is, until PNT is compromised.

The global availability and relatively low cost of delivery and maintenance 
of GNSS PNT have replaced traditional radio-based systems used by aviators 
and mariners. GNSS PNT is a key enabler for drones, supports autonomous 
vehicles and revolutionises the Precision Agriculture industry. The European 
Union and several nations have invested in their own GNSS to deliver or 
augment PNT.
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However, this invisible utility is fragile and vulnerable to natural and human 
threats, some of which cannot be mitigated. The most severe natural threats 
are space weather and impacts from meteors, which are reassuringly rare. The 
human threats in space from ASATs and space debris remain a concern.

However, the more significant human threat comes from hostile actors on 
Earth, with attacks growing in scope and scale that are having a measurable 
impact on transportation networks and other PNT users. Threats from less 
belligerent sources are difficult to manage owing to their localised nature and 
the ease with which they can be deployed at very low cost.

The significant adverse impact of compromised PNT has been evaluated in 
financial terms for some major economies. Although a cost–benefit assessment 
does not support GPS replication, the impact of unexpected PNT interruptions 
may be greater for some users, especially when alternative PNT fallback options 
cannot be easily, quickly, or economically implemented.

Nations and industries have developed countermeasures to mitigate 
against many of these threats. Further research and development is underway 
to expand the capability with ESA encouraging innovation through access to 
their Intellectual Property Rights.

There may be a role for terrestrial solutions such as eLORAN to provide 
a resilient fallback or adjunct to GNSS PNT, as would low C-SWaP INS 
and atomic clocks. Potentially, other platforms, such as High Altitude Long 
Endurance and High Altitude Platforms, may be able to deliver augmentation 
or restoration of GNSS, along with LEO and VLEO satellites.

The greatest challenge to mitigating compromised GNSS PNT will not 
be technological; it will be attitudinal. Society, government, industry and 
individuals often tend to accept the higher consequential costs of remediation 
rather than make prudent investments in prevention or mitigation.

As with all complex, high-value interventions required to address known 
risks, one must assess the probability of the risk occurring versus the societal 
and economic impact. Political imperatives make it difficult for governments 
to make hard choices on long-term, capital-intensive projects that reinforce 
or remediate an essential but invisible part of critical national infrastructure. 
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Some industry sectors or corporations may be reluctant to make large invest-
ments to “fix what ain’t broke”, that is, until it does break.

The G in GNSS highlights the importance of global cooperation, as very 
few nations will escape the adverse impacts of a compromised GNSS PNT, 
even with independent sovereign solutions. International maritime and air 
transport, as well as financial services, need access to globally available, reliable 
and accurate PNT.

GNSS PNT is probably used and relied upon by more people, directly or 
indirectly, than any other satellite service in the world.

Many of us have been lulled into a false sense of security or allowed our basic 
navigation skills to become less proficient, further exposing our vulnerability 
to compromised PNT. Greater awareness of the risks and impacts may help 
governments, society and industry recognise that further investment, devel-
opment and implementation of alternative and backup PNT solutions should 
remain on the agenda. GNSS PNT is not only an invisible ‘fifth utility’; it is 
an indispensable utility that must be protected.
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